
IJRECE VOL. 4 ISSUE 4 OCT.-DEC. 2016      ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE) 

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING 

                                                                                                          A UNIT OF I2OR                                                                     178 | P a g e  
 

Enhanced Security Approach using DES Encryption and 

Enhance Genetic Technique in Wireless Mesh Network  

             Leena Kalia1, Ms Rasneet Kaur2 
I.K Gujral Punjab Technical University,Kapurthala,Punjab, India 

I.K Gujral Punjab Technical University,Kapurthala,,Punjab, India 

  

Abstract: Wireless mesh system is an advanced developing 

technology that will modify the world more efficiently and 

effectively. It is regarded as a highly capable field being adding 

significant in mobile wireless systems of the future collection. 

Low-altitude Unmanned Aerial Automobiles com- binned with 

WLAN Mesh Systems have facilitated the emergence of airborne 

system- assisted applications. In misadventure release, they are 

key solutions for (i) on-demand ubiquitous structure access a& 

(ii) efficient investigation of sized areas. However, these solutions 

still face major security experiments as WMNs are disposed to 

to routing attacks. Thus, the system can be sabotaged, and the 

attacker might manipulate payload data or even attack the UAVs. 

Contemporary security standards, such as the IEEE 802.11i 

and the security mechanisms of the IEEE 802.11s mesh 

typical, are susceptible to routing attacks as we experimentally 

showed in previous works. 

Keywords: Wireless Mesh Network, Unmanned Aerial 

Vehicles, IEEE 802.11i and security mechanism.  

I. INTRODUCTION 

A wireless mesh system (WMN) is a mesh system created 

through the connection of wireless access points installed at 

each system user’s locale. Each system user is also a provider, 

for- warding data to the next knob. The stemming 

infrastructure is decentralized and simplified because each 

knob need only transmit as [1] far as the next knob. Wireless 

mesh system could allow people living in distant areas and 

small industries working in rural neighborhoods to connect 

their systems together for affordable Internet connections. 

Mesh system is a system topology in which every knob 

relays data for the system. All mesh knobs co-operate in the 

portion of data in the system .Mesh systems can relay post 

using either a flooding technique or a routing technique 

[2].With routing, the message is broadcast along a path by 

hopping from knob to knob until it reaches its destination. To 

ensure all its paths accessibility, the system must allow for 

permanent associates approximately broken paths, using 

self-healing procedures such as Straight Path Bridging. Self-

healing permits a routing-based system to operate when 

knobs break down or when a connection becomes unreliable. 

As a consequence, the system is typically quite dependable, 

as there is often more than one path amongst a source and an 

endpoint in the system. Although mostly used in wireless 

situation, this concept can also apply to wired systems and to 

software interaction. A mesh system whose knobs are all 

coupled to each other is a fully connected system. Fully 

connected restless systems have the compensation of security 

and reliability: troubles in a cable affect only the two knobs 

attached to it. However, in such set of connections, the 

number of cable, and therefore the cost, goes up quickly as the 

number of knobs increases [3]. 

 

Fig.1 Wireless Mesh Network 

II. LITERATURE SURVEY  

Suleyman Uludag et al., 2011[10] works to mean and 

characterize the perfect, universal, universal, and autonomic 

networking expertise. A cumulative interest had been 

emerging on the development of 802.11-based WMN test 

beds to test the new notions and approaches more 

convincingly as conflicting to relying solely on reproductions. 

Although the established test beds had provided several 

insights to investigators for furthering the technology, there 

were still some problems that necessity to be talked, mostly, 

with the support of new values. In this paper, goal was to 

deliver taxonomy and perceptive guidelines for the creation of 

802.11- based WMN test beds as well as to identify some 

structures that future WMN tested should hold. 

McKinley, Philip K., et al.., 2012 [11] associational new 

dynamic standing instrument founded on focus logic and 

insecurity with the multi-level refuge knowledge. PA-

SHWMP can defend to the interior attacks caused by 

compromised nodes and accomplish solider safety and 

confidentiality defense. 

Zhou(et al.), 2012 [12] To accomplish high-capacity 

performance, the numeral of mesh routers and the number of 

accesses must be accurately chosen. It also exposes that a 

WMN can accomplish the same asymptotic output capacity as 

that of a hybrid ad hoc network by indicating only a small 

number of interlocks routers. 
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Lin, Hui( et al.), 2012 [13] A PA-SHWMP, which combines 

new dynamic standing instrument based on subject logic and 

uncertainty with the multi-level security technology. PA-

SHWMP can defend to the internal attacks caused by 

compromised nodes and accomplish stronger security and 

privacy protection. 

Kishor  Jyoti Sarma et.al[14] had used system it is further 

susceptible to attack. Meanwhile some knob can joint or 

permission the scheme without any authorization the 

protection subjects are extra motivating than additional kind 

of system. One of the major safety difficulties in ad hoc 

schemes named the black hole problem.  It happens when a 

hateful knob referred as black  hole joints the system. The 

black hole performance s its spiteful behavior through the 

procedure of route detection.  For   any conventional RREQ, 

the black hole rights consuming way or banquets   a falsified 

RREP.  The foundation knob accounts to these faked RREPs 

or direct its data done   the conventional courses one time the 

data is established by the black hole; it is released in its place 

of actuality directed to the anticipated terminus.  

Sen,Jaydipet.al[15] Wireless system has emerge as a 

talented skill to encounter the challenge of the following 

production wireless message systems for  given that 

bendable, adaptive, or re-configurable construction or 

involvement price real business answers to the facility 

breadwinners. The possible requests of wireless mesh 

schemes are broad fluctuating such as: backhaul 

connectivity for cellular radio admission system, in 

height rapidity wireless municipal area systems, 

community stemming, structure mechanization, 

intelligent conveyance system, protection systems, or 

metro polite extensive observation schemes etc. 

Subhashis Banerjee et.al, [16] elucidates throughout this 

attack the spiteful knob first rights that it has the newest 

route to the terminus, so the dispatcher chooses this as the 

organizing knob or jumps distribution data packages to 

the endpoint via this knob. Then subsequently it droplets 

them slightly proceeding to the endpoint. In this paper we 

stretch an actual ingenious package plummeting or Low 

hole attack discovery or deterrence method. Here we 

usage the idea of procedure arrangement quantity for 

classifying the Black-hole knob in the organization. 

Without by any additional package or adapting any of the 

present package for mats our technique    can competently 

detect or stop the Black-hole or package plummeting 

attack in scheme.  Altogether   the discovery anticipation 

are complete by the inventor knob, so the inventor 

essential not trusting on the additional knobs in the 

scheme for this determination. This technique not only 

notices or stops the Black-hole attack however is also 

talented to dividing the Black-hole knob after the scheme. 

 

 

III. PROBLEM FORMULATION  
During literature survey some problems and research gaps 

exist in Mesh Network like network planning and security 

issues [2]. In Network Planning are multiple capabilities 

situations of routers or gateways and there is no problem 

between routers [3]. Routers are not moveable and have 

multiple radio transceivers, which allow them to communicate 

instantaneously with more than one neighbor at the same time 

using different channels. Transmission power or range of 

routers can be selected from understated set of possible ranges 

[6]. The Node request of hosts is collected per node; these 

hosts are in the transmission range of the node. The future 

model can be used separately to resolution users’ exposure: 

each router is substituted by a host with a demand [4].The 

hacker can operate the information and attract all the payloads 

and misappropriations the UAV's due to which there are lot of 

risks of dropping packets [5] by the hacker or stranger. The 

hacker can loss the route and generate the fake duplicate route 

and makes the prospect of each packet to travel on that 

fake/duplicate route [4]. Hacker can produce the multiple fake 

Traffic copies of the Unmanned Aerial vehicle to increase the 

packet above which reductions the throughput of the network 

and decreases the network lifetime which affects the route 

discovery delay in the network [6].A high need of security in 

routing protocols for the well-organized routing due to which 

there will be less unplanned of packet drops and high delivery 

of packets with less delay from basis to the purpose [5]. There 

is a high need of security in routing protocols for the efficient 

routing due to which there will be less chance of packet drops 

and high delivery of packets with less delay from source to the 

destination. 

IV. RESULTS 

 

Fig.5.1.2 Mesh Network 

The above figure shows the MESH system with 

connected UAVs for the transmission of packets 

from source to the destination in which source or 
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destination is plotted in red or green color or all 

other knobs with their ids. 

 

Fig.5.1.3 Trusted Nodes 

The above figure described that the trusted node 

represent the wireless mesh network. Trusted Node 

registered through the Key distribution centers. 

 

 

Fig.5.1.8 Routing Delay 

The above figure shows the routing delay to transfer 

the packets from source to the destination having FER 

which is frame error rate in PASER. These are showing 

the delay in between the transfer of the packets when 

the FER is 0%, FER is 10 % or FER is 20%. Less delay 

results in the high Packet Delivery rates. 

 
Fig.5.1.9 RSS Distribution at different power levels 

The above figure shows the probability density 

function in PASER which shows the probability of 

receiving the path damage when attacker attacks in the 

systems or the red line shows the average probability 

for the designed system function. 

 
Fig.5.1.10 Packet Delivery Rate 

The above figure shows the packet delivery rate for the 

successful transmission of packets from source to the 

destination through trusted vehicles which shows that 

70% delivery packets are transmitted using secure 

transmission. 

 
Fig.5.1.11 Throughput 
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The above figure shows throughput for the successful 

transmission of packets from source to the destination 

through trusted vehicles which shows those 85% 

throughputs (PASER) are transmitted using secure 

transmission. 

 
Fig.5.1.12 Packet Delivery with EGA 

The above figure shows packet delivery rate for the 

successful transmission of packets from source to the 

destination through trusted vehicles which shows that 

96% throughput with enhanced genetic algorithm are 

transmitted using secure transmission. 

 

 

 
Fig.5.1.13 Routing Delay with EGA 

The above figure shows the routing delay to transfer the 

packets from basis to the destination having FER which 

is edge error rate in EGA. These are showing the delay 

in between the transfer of the packets when the FER 

with EGA is 0%, FER with EGA is 10 % or FER with 

EGA is 20%.  Little delay results in the high Packet 

Delivery   rates. 

 

 
Fig.5.1.14 Throughput with EGA 

The above figure shows throughput for the successful 

transmission of packets from source to the destination 

through trusted vehicles which shows that 45% 

throughput with EGA are transmitted using secure 

transmission. 

 
Fig.5.1.15 Comparison between Previous and Proposed 

(PASER and EGA) 

 

Table 1: Comparison between DELAY-FER (0%) 

PASER AND EGA 

Number of Links 

/UAVS 

Delay-EGA 

(0%) 

Delay –PASER 

(0%) 

1 49 57 

2 20 46 

3 23 30 

4 21 28 

5 29 23 

6 49 57 

7 50 59 
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The above figure shows the routing delay to transfer the 

packets from source to the destination having FER which 

is frame error rate in comparison with PASER or EGA. 

These are showing the delay in between the transfer of the 

packets when the FER with PASER or EGA is 0%, FER. 

Less the Delay as compare with PASER. 

 

 
Fig.5.1.16 Delay Frame error rate with 20% (comparison 

previous and Proposed) 

 

Table 2: Comparison between delay 20%(paser –ega) 

Number of Links 

/UAVS 

Delay-EGA 

(20%) 

Delay – PASER 

(20%) 

1 4 4.8 

2 2.3 3.9 

3 2.6 2.3 

4 3.1 0.3 

5 2.9 2.8 

6 2.2 2.4 

7 2.3 2.3 

 

 

The above figure shows the routing delay to handover the 

packets from foundation to the des- tarnation having FER 

which is frame error rate in comparison with PASER  or 

EGA. These are showing the delay in between the transfer 

of the packets when the FER with PASER or EGA is 

20%, FER. Less the Delay as compare with PASER or 

EGA. 

 
Fig.5.1.17 Comparison between Delay according to FER 

(10%) previous and Proposed 

 

Table no: 3 Comparison between delay 30%(paser –ega) 

Number of Links 

/UAVS 

Delay-EGA 

(10%) 

Delay –PASER 

(10%) 

1 9.9 10.3 

2 4 4.3 

3 2.6 2.3 

4 0.3 4.3 

5 2.9 2.8 

6 5.2 6.2 

7 5.3 6.9 

 

The above figure shows the routing delay to transfer 

the packets from source to the destination having FER 

which is frame error rate in comparison with PASER or 

EGA. These are showing the delay in between the 

transfer of the packets when the FER with PASER or 

EGA is 10%, FER. Less the Delay as compare with 

PASER or  EGA. 
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Fig.5.1.18 Comparison between throughput (PASER and 

EGA) 

 

Table no: 4 Comparison between throughput (PASER 

and EGA) 

Number of 

Links /UAVS 

Throughput –

EGA 

Throughput –

PASER 

1 30 20 

2 40 37 

3 47 40 

4 50 57 

5 68 69 

6 78 75 

7 90 80 

 

The above figure shows throughput for the successful 

transmission of packets from source to the destination 

through trusted vehicles which shows that 87% 

throughput (PASER) or 98% throughput (EGA) are 

transmitted using secure transmission. 

 
Fig.5.1.19 Comparison between Packet Delivery 

Rate (PASER an EGA) 

Table no: 5 Comparisons between Packet 

Delivery Rate (PASER an EGA) 

Number of Links 

/UAVS 

Throughput -

EGA 

Throughput –

PASER 

1 38 18 

2 49 20 

3 55 29 

4 67 35 

5 78 50 

6 90 70 

7 98 78 

The above figure shows packet delivery rate for the 

successful transmission of packets from source to the 

destination through trusted vehicles which shows that 

98% throughput with EGA or PASER with 70% are 

transmitted using secure transmission. 

 

V. CONCLUSION AND FUTURE SCOPE 

This research work analyses the DES or EGA Optimization 

secure rules approach in unnamed air vehicle- Mesh wireless 

network. DES-EGA mitigates in the study scenarios, more 

hijackers than the well-known, secure information transfer or 

the standardized security device. The efficiency of DES-EGA 

is explored in a simulation based analysis of its path discovery 

procedure, or its scalability w.r.t network size or traffic load is 

reasoned. Using the network simulator MATLAB, realistic 

mobility patterns of unnamed air vehicles or experimentally 

derived data transfer model of unnamed air DES-WMN has 

compare performance parameters like packet delivery rate, 

end to end delay or throughput. In future scope, we future to 

study the use of RSA–AODV protocol in a wider range of 

application scenarios. We shall use the hybrid approach for 

improve the performance parameters like network load, packet 

delivery, throughput or delay. 
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