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A Business Guide
for
Protecting Sensitive Information
Most companies keep sensitive information in their
files—names, Social Security numbers, credit card, or
other account data—that identifies customers or
employees, as well as confidential business information.
This information often is necessary to fill orders, meet
payroll, or perform other necessary business functions.
However, if sensitive data falls into the wrong hands, it
can lead to fraud, identity theft, or similar harms. Given
the cost of a security breach—losing your business
intellectual property, losing your customers’ trust and
perhaps even defending yourself against a lawsuit—
safeguarding sensitive information is just plain good
business.
Privacy/data breach cyber liability insurance is available
for your protection, and the risk assessment questions
asked by the insurance companies are listed on Page 40.
These questions provide a good check of your cyber-attack
risks.
Some businesses may have the expertise in-house to
implement an appropriate Security Action Plan. Others
may find it helpful to hire a contractor. Regardless of the
size—or nature—of your business, the principles in this
brochure will go a long way toward helping you keep your
data secure.
Intellis has the experience and expertise to help you
implement a plan for your business.
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Cybersecurity Threats Facing Small
Businesses1
Advances in online technology have made
many of the day-to-day tasks of running a
small business substantially easier. Even traditional brick and mortar stores have come to
benefit from these advances through services
like low cost, Internet enabled point of sale
(POS) systems or cloud-based payroll and
inventory services that process and store
sensitive data that previously resided on local
hard drives or in filing cabinets.
These technological advances offer many
advantages, but have also introduced a number of new security risks. An
increasing amount of sensitive business data is now digitized and stored
on computers, tablets, smartphones, and a range of third-party servers via
online services. Data is more accessible and replicable than ever before
and this, in turn, has made it more vulnerable to unauthorized access and
distribution.
Sensitive information generally falls into two categories. The first
category is confidential business information and intellectual property
(IP). This includes business financial information,
confidential/proprietary business information, intellectual property, and
individual customer information.
The second category is personally identifiable information. This
includes names, Social Security numbers, passport numbers, driver’s
license numbers, taxpayer identification numbers, financial account or
credit card numbers, bank account statements, credit card statements, tax
records, and medical records like health insurance benefits and medical
payments.
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This material is from Cybersecurity in the Golden State, February 2014, California
Department of Justice, https://oag.ca.gov/cybersecurity
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It is also prudent to classify work performance reviews, educational
records, personal characteristics, including photographic images,
fingerprints, handwriting, and information about an individual that is
linked or linkable to one of the above categories, such as date of birth,
place of birth, race, religion, employment information, medical
information, education information, and financial information as
sensitive as well.
Fortunately, general awareness and some relatively simple security
precautions can protect companies against the majority of the security
threats they will face today. Security threats can be broadly categorized
into the following categories:
1.
2.
3.
4.

Social Engineering Scams
Network Breaches
Physical Breaches
Mobile Breaches

Each of these categories will be described with details of the different
types of threats that comprise them.

Social Engineering Scams
Social engineering is a common technique that bad actors use in order to
gain access to your device, network, or information. The motivation of
these types of scams is most often greed. These scams can be either
technologically sophisticated (an email that seems to come from a trusted
vendor or co-worker that actually contains malware), also known as
Phishing, or incredibly low tech (like the Nigerian e-mail or “419”
scams).
Small business may find themselves the victims of phishing attacks by
criminals seeking access to their customer database or bank accounts. In
2012, one in 291 emails contained a virus or link to malware.2
According to Verizon, 29% of unauthorized accesses in 2012 involved
some form of social engineering.3
2
3

Symantec Corp., Internet Security Threat Report 2013::Vol. 1B, April 2013, p.46
Verizon RISK Team, 2013 Data Breach Investigations Report, p. 36
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Phishing attacks have become more sophisticated in recent years as the
online footprints of individuals have grown. Social networks have given
phishers access to a treasure trove of sensitive and personal information
they can use to customize their attacks and increase their likelihood of
success. It sometimes only takes one employee to fall for a targeted
attack and compromise their sensitive corporate credentials for an entire
company to suffer.

Network Breaches
Malware
Malware, which is short for “malicious software”, is any type of program
designed or used for unauthorized access to a computer system.
According to the cybersecurity company FireEye, malware continues to
be the cyber weapon of choice. Malware activity has become so
pervasive that once every three minutes an organization will experience a
malicious email file attachment or web link as well as malware
communication – or call-back - to a command and control (CnC)
server.4
Malware can be used to access data, control a targeted system, or to do
both. Malware used to access data ranges from simple programs that
track keystrokes and copy screenshots to sophisticated programs that can
search through a user’s files and browser history to steal passwords and
bank data. Malware used to control a target system, or control style
malware, disrupts or locks a user’s system. Control style malware can
also be used to take over a legitimate website’s servers, endangering that
site’s visitors by making them accessible to further attacks that exploit
their browser’s vulnerabilities.5 The most advanced types of malware
allows attackers to both access and control the victim’s system. The
attacker can first access the data stored on the target device and then use
that device to access other computers, tablets, and cell phones in the
target’s network.6 An entire organization can be compromised from a
single unsecured device.
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FireEye, Inc., FireEye Advanced Threat Report, April 2013
Symantec Corp., Internet Security Threat Report 2013, Vol 18, April 2013, p. 26-27
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While malware has historically targeted only computers, “mobile
malware” that targets tablets and smartphones is an increasing threat.7
Terms often used in security news stories like viruses, Trojans and
spyware describe specific types of malware, which are explained in the
classification table below.

Malware Types
A form of malware that relies on human interactions
(such as downloading or opening files) to spread.
A form of malware that masquerades as a legitimate
Trojan
application.
A form of malware that can self-replicate and distribute
itself across multiple devices without human
Worm
intervention.
A form of malware that discreetly captures and transmits
sensitive information from a device (like keystrokes or
Spyware
webcam photos).
A form of malware whose primary purpose is to serve
Adware
obtrusive or unexpected ads on the compromised device.
A form of malware that charges the victim money
Chargeware
without his/her knowledge or consent.
A form of malware that restricts access to a device
Ransomware
unless the victim pays to have it unlocked.
Virus

Devices in the workplace can become infected by malware through a
number of different means, such as opening a malicious email
attachment, visiting an infected website, downloading a mobile
application, or clicking on an unknown link on social media platforms
such as Twitter. The damage that comes from a malware infection
ranges from the relatively benign, such as intrusive pop-up ads on a
desktop computer, to the downright dangerous. For example, if a
business’ website is compromised by malware, then search engines like
Google may flag the site as a security risk to potential customers, which
can negatively impact sales and revenue. An infected computer or
server broadcasting spam or malware onto the Internet may be detected
by industry watchdog groups and placed on a blacklist which others use
to block access to their systems. Other businesses may stop accepting
email or other access from those on the blacklists.
7

Lookout, Inc., State of Mobile Security 2012
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The risk of malware infection depends largely on the behavior of
device users. Engaging in risky behaviors, such as downloading
applications outside of traditional app stores, visiting sites promising to
download or stream pirated materials, or clicking links in suspicious
emails, will raise the probability of encountering malware. When it
comes to mobile malware, Lookout, an Internet security company,
documented a significant increase in malware detections last year, with
toll fraud malware (malware that bills unsuspecting victims through
premium SMS services) emerging as the most significant threat.8 In
2013, a Lookout investigation found evidence that the development of
malware for mobile devices has transitioned from an individual venture
to a veritable industry in which complexly organized groups that
resemble corporations both develop and distribute mobile malware for
profit.9

Unsecured Internet Connections
Many employees work from home, hotels, airports, and coffee shops.
This means they are likely using a variety of wireless Internet
connections to respond to email and access sensitive corporate accounts
and data. Businesses do not have direct control over these wireless
access points like they do in the workplace, and these unsecured
connections risk exposing company data when security measures are not
taken to protect the transmission of data.
Weak Passwords and Encryptions
In many instances, passwords are the only things protecting our financial
data, trade secrets, and identifying information. Business must be
vigilant in ensuring they use a variety of complex passwords that change
often. Hackers can use special software to “guess” passwords or they
can trick unsuspecting employees into turning over their login credentials
by directing them to seemingly legitimate login pages. Breaches are
more common than we’d like to think and many go unreported or
undiscovered. According to Verizon’s 2013 Data Breach investigation
Report10, most breaches are perpetrated by hackers. More detail from the
2013 Data Breach Investigation Report by Verizon is available at
http://www.verizonenterprise.com/DBIR/2013/
8

Lookout, Inc., State of Mobile Security 2012
9 Lookout, Inc., Dragon Lady: An Investigation Into the Industry Behind the Majority of
Russian-Made Malware
10
Verizon RISK Team, 2013 Data Breach Investigations Report
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In 2012, the California Attorney General’s Office received 131 reports of
data breaches by businesses, affecting the personal information of more
than 2.5 million Californians.11 That said, there is also the risk that a
current, or former, employee executes a data breach.

Physical Breaches
Device Theft & Loss
The amount of data that can be stored on laptops, tablets, and
smartphones is truly incredible. For many small businesses, a single
smartphone may store multiple years worth of the company’s financial
and inventory records. Moreover, what sensitive data isn’t stored on
these devices directly is often accessible via online storage services that
allow users to remotely access gigabytes worth of company data in the
cloud.
As laptops, smartphones, and tablets have become ubiquitous in the
workplace, the risk of theft or loss of workplace devices has risen.
Employees use their devices at home or on the road to conduct work and
if they accidentally leave them in a cab, or suffer a break-in, these
devices and the corporate data on them could end up in the wrong hands.
In San Francisco, for example, nearly half of all robberies in 2012
involved smartphones12, and it is highly likely that a number of those
robberies involved phones with access to sensitive business data.
A lookout survey of business IT admins in the Fall of 2013 found that
dealing with the theft or loss of employee devices was a common
experience.

11
12

Kamala D. Harris, 2012 Attorney General Breach Report, July 2, 2013
Terry Collins, “Stolen iPhones And Other Smartphones Have Become A Nationwide
Problem, October 20, 2012
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Reported Lost or Stolen Devices in the Past Year
Has your organization experienced any of the following
mobile security events in the past 12 months?
(Lost or Stolen Device?)

Smartphone
Tablet

60%
43%

Sample Size = 213 U.S. IT Managers

Yes

A commissioned survey conducted by Forrester Consulting on
behalf of Lookout, Inc. , Q3 2013.

Source: 2013 Data Breach Investigation Report by Verizon

Foreign Contact
Many small businesses in California have relationships with foreign
partners that require their employees to travel abroad to maintain or
manage business operations. Business should be aware that foreign
travel might incur additional security risks, as some countries have more
aggressive search and seizure policies when it comes to electronic
devices and the data contained on them. Internet communications may
be closely monitored and recorded in some foreign countries, so
companies should be aware that their business communications in
another country may be subject to foreign corporate espionage and/or
government surveillance. There have been reports, for example, of
American business travelers in China having their laptops compromised
with spyware, despite having left those laptops in locked hotel rooms.
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Mobile Breaches
Given the presence of mobile devices such as phones and tablets,
business owners are encouraged to focus on the unique nature of mobile
threats. Like viruses and spyware that can infect a computer, there are a
variety of security threats that can affect mobile devices in the
workplace. In addition, some employers allow their employees to use
their own personal devices to conduct business. This can mean anything
from an employee adding company email to their personal smartphone to
requiring employees to bring their own laptops to work on in the office.
This workplace trend – known as Bring Your Own Device (BYOD) –
raises unique security challenges as employers must balance the need to
protect corporate data and systems with employees’ desire for
convenience and privacy on their personal devices.
Device theft and loss aside, mobile threats fall into several categories:
application-based threats, web-based threats, and network-based threats:

■

Application-Based Threats
Unfortunately, not all mobile apps can be trusted. So called
“malicious apps” may look fine on the surface, but they are
specifically designed to commit fraud or cause disruption to devices.
Even perfectly legitimate apps can pose a threat if exploited for
fraudulent purposes. Application-based threats may come in the form
of malware (discussed earlier), but also include:
1. Privacy Threats – These apps may not be malicious in design;
they gather or use sensitive information (e.g. location, contact
lists, personally identifiable information) beyond what is
necessary to perform their function, and
2. Vulnerable apps – These are apps that contain flaws that can be
exploited for malicious purposes. Vulnerabilities in these apps
may enable an attacker to access sensitive information, perform
undesirable actions, or download other apps to your device
without your knowledge.

12

■

Web-Based Threats
Mobile devices are constantly connected to the Internet and can
access web-based services, exposing mobile devices to additional
threats like:
1. Phishing Scams that may use email, text messages, Facebook or
Twitter to distribute links to malicious webpages designed to
trick you into providing information like passwords or account
numbers. Often these messages and sites are very difficult to
distinguish from those of your bank or other legitimate sources.
2. Drive-By Downloads can automatically download an application
when you visit a web page. In some cases, you must take action
to open the downloaded application, while in other cases the
application can start automatically.
3. Browser exploits take advantage of vulnerabilities in your
mobile web browser or software launched by the browser such as
a Flash player, PDF reader, or image viewer. Simply by visiting
an unsafe web page, you can trigger a browser exploit that can
install malware or perform other actions on your device.

■

Network Threats
Mobile devices typically support cellular networks as well as local
wireless networks (like Wi-Fi or Bluetooth). Both types of networks
can host different classes of threats.
1. Network exploits take advantage of flaws in the mobile
operating system or other software that operates on local or
cellular networks. Once connected, they can install malware on
your phone without your knowledge.
2. Wi-Fi sniffing intercepts data as it is traveling through the air
between the device and the Wi-Fi access point. Many
applications and web pages do not use proper security measures,
sending unencrypted data across the network that can be easily
read by someone who is grabbing data as it travels.

13

A Security Action Plan for
Your Business13
Privacy/data breach cyber liability insurance is available for your
protection, and the risk assessment questions asked by the insurance
companies are listed on Page 40. These questions provide a good check
of your cyber-attack risks.

A sound data security plan is built upon

5 key principles:
1. Take stock. Know what sensitive information you

1

have in your files and on your computers.

2. Scale down. Keep only what you need for your

2

business.

3. Lock it. Protect the information that you keep.

3

4. Pitch it. Properly dispose of what you no longer need.
5. Plan ahead. Create a plan to respond to security

4

incidents.
Use the checklists on the following pages to see how your
company’s practices measure up—and where changes are
necessary. You also can take an interactive tutorial at
www.ftc.gov/infosecurity.
13
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This material is from Protecting Personal Information: A Guide for Business,
http://www.business.ftc.gov/documents/bus69-protecting-personal-informationguide-business, Federal Trade Commission, and Cybersecurity in the Golden
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1. TAKE STOCK. Know what sensitive14
information you have in your files and on your
computers.
Effective data security starts with assessing what information you have
and identifying who has access to it. Understanding how sensitive
information moves into, through, and out of your business and who
has—or could have—access to it is essential to assessing security
vulnerabilities. You can determine the best ways to secure the
information only after you’ve traced how it flows.

■

Inventory all computers, laptops, flash drives, disks, home computers,
and other equipment to find out where your company stores sensitive
data. Also inventory the information you have by type and location. Your
file cabinets and computer systems are a start, but remember: your
business receives sensitive information in a number of ways—through
websites, from contractors, from call centers, and the like. What about
information saved on laptops, employees’ home computers, flash drives,
and cell phones? No inventory is complete until you check everywhere
sensitive data might be stored.

■

Track sensitive information through your business by talking with
your sales department, information technology staff, human resources
office, accounting personnel, and outside service providers. Get a
complete picture of the following:
14
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See Page 5 for examples of sensitive information
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 Who sends sensitive
Information to your
business.
Do you get it from
customers? Credit
card companies? Banks
or other financial institutions? Credit bureaus?
Other businesses?
 How your business receives sensitive information. Does it come to
your business through a
website? By email?
Through the mail? Is it
transmitted through
cash registers in stores?

SECURITY CHECK
Question:
Are there laws that require my company to
keep sensitive data secure?
Answer:
Yes. While you’re taking stock of the data
in your files, take stock of the law, too.
Statutes and regulatory requirements like the
Grimm-Leach-Bliley Act, the Fair Credit
Reporting Act, the Federal Trade
Commission Act, HIPAA, Serbanes0-Oxley,
and PCI DSS may require you to provide a
reasonable security for sensitive information.
See Regulatory Requirements on page 40.
To find out more, visit www.ftc.gov/privacy.

 What kind of information you collect at
each entry point. Do you get credit card information online? Does
your accounting department keep information about customers’
checking accounts?
 Where you keep the information you collect at each
entry point. Is it in a central computer database? On individual laptops? On disks or tapes? In In file cabinets?
In branch offices? Do employees have files at home?

1

 Who has – or could have – access to the information.
Which of your employees has permission to access the information?
Could anyone else get ahold of it? What about vendors who supply
and update software you use to process credit card transactions?
Contractors operating your call center?

■

Different types of information present varying risks. Pay
particular attention to how you keep personally identifying
information. Social Security numbers, credit card or financial
information, and other sensitive data. That’s what thieves use most
often to commit fraud or identity theft.
16

2

2. SCALE DOWN. Keep only what you
need for your business.

If you don’t have a legitimate business need for sensitive or personally
identifying information, don’t keep it. In fact, don’t even collect it. If
you have a legitimate business need for the information, keep it only as
long as it’s necessary.

■

Use Social Security numbers only for required and lawful purposes –
like reporting employee taxes. Don’t use Social Security numbers
unnecessarily - for example, as an employee or customer
identification number, or because you’ve always done it.

17

■

■

The law requires
you to shorten—or
truncate—the
electronically
printed credit card
and debit card
receipts you give
your customers.
You may include no
more than the last
five digits of the
card number, and
you must delete the
expiration date.

SECURITY CHECK
Question:
We like to have accurate information about
our customers, so we usually create a
permanent file about all aspects of their
transactions, including the information we
collect from the magnetic stripe on their
credit cards. Could this put their
information at risk?
Answer:
Yes. Keep sensitive data in your system
only as long as you have a business reason to
have it. Once that business need is over,
properly dispose of it. If it’s not in your
system, it can’t be stolen by hackers.

Don’t keep customer
credit card information unless you have a
business need for it.
For example, don’t retain the account number and expiration date unless you have an essential business need to
do so. Keeping this information – or keeping it longer
than necessary – raises the risk that the information
could be used to commit fraud or identity theft.

2

■

Check the default settings on your software that reads customers’
credit card numbers and processes the transactions. Sometimes it’s
preset to keep information permanently. Change the default setting
to make sure you’re not keeping information you don’t need.

■

If you must keep information for business reasons or to comply with
the law, develop a written records retention policy to identify what
information must be kept, how to secure it, how long to keep it, and
how to dispose of it securely when you no longer need it.

18

3. LOCK IT. Protect the information that
you keep.
What’s the best way to protect the sensitive or personally identifying
information you need to keep? It depends on the kind of information and
how it’s stored. The most effective data security plans deal with four key
elements: physical security, electronic security, employee training, and
the security practices of contractors and service providers.

PHYSICAL SECURITY
Many data compromises happen the old-fashioned way—through lost or
stolen paper documents. Often, the best defense is a locked door or an
alert employee.
■ Store paper documents or files, as well as CDs, floppy disks, zip
drives, tapes, and backups containing sensitive or personally
identifiable information in a locked room or in a locked file cabinet.
Limit access to employees with a legitimate business need. Control
who has a key, and the number of keys.
19

■

Require that files containing sensitive information be
kept in locked file cabinets except when an employee is working
on the file. Remind employees not to leave sensitive papers out
on their desks when they are away from their workstations.

■

Require employees to put files away, log off their computers, and
lock their file cabinets and office doors at the end of the day.

■

Implement appropriate access controls for your building. Tell
employees what to do and whom to call if they see an unfamiliar
person on the premises.

■

If you maintain offsite storage facilities, limit employee access to
those with a legitimate business need. Know if and when someone
accesses the storage site.

■

If you ship sensitive information using outside carriers or contractors, encrypt the information and keep an inventory of
the information being shipped. Also use an overnight
shipping service that will allow you to track the delivery of
your information.

ELECTRONIC SECURITY
Computer security isn’t just the realm of your IT support people. Make
it your business to understand the vulnerabilities of your computer
system, and follow the advice of experts in the field. Intellis can assist
you in these areas.

General Network Security
 Identify the computers or servers where sensitive information is
stored.
 Identify all connections to the computers where you store sensitive
information. These may include the Internet, electronic cash
registers, computers at your branch offices, computers used by
service providers to support your network, and wireless devices
like inventory scanners or cell phones.

20

 Assess the vulnerability of each connection to commonly known or
reasonably foreseeable attacks. Depending on your circumstances,
appropriate assessments may range from having a knowledgeable
employee run off-the-shelf security software to having an
independent professional conduct a full-scale security audit. Intellis
can perform security audits.
 Don’t store sensitive consumer data on any computer with an
Internet connection unless it’s essential for conducting your business.
 Encrypt sensitive information that you send to third parties over
public networks (like the Internet), and consider encrypting sensitive
information that is stored on your computer network or on disks or
portable storage devices used by your employees. Consider also
encrypting email transmissions within your business if they contain
sensitive information. Intellis can assist you in setting this
up.
 Check expert websites (such as www.sans.org) and your
software vendors’ websites regularly for alerts about new
vulnerabilities, and implement policies for installing vendorapproved patches to correct problems.
 Scan computers on your network to identify and profile the operating
system and open network services. If you find services that you don’t
need, disable them to prevent hacks or other potential security
problems. For example, if email service or an Internet connection is
not necessary on a certain computer, consider closing the ports to
those services on that computer to prevent unauthorized access to
that machine. Intellis can assist you in these scans.
 When you receive or transmit credit card information or other
sensitive financial data, use Secure Sockets Layer (SSL) or another
secure connection that protects the information in transit. Intellis
can make sure these connections are secure.
 Keep your operating system secure by keeping all operating systems
and software up to date. Don’t install any software you did not
specifically seek out, and remove or install software you are no longer
using.
21

SECURITY CHECK
Question:
We encrypt financial data customers submit
on our website. But once we receive it, we
decrypt it and email it over the Internet to
our branch offices in regular text. Is there a
safer practice?

Answer:
Yes. Regular email is not a secure method
for sending sensitive data. The better
practice is to encrypt any transmission that
contains information that could be used by
fraudsters or ID thieves.

 Pay particular attention to the security of your web

applications—the software used to give information to
visitors to your website and to retrieve information from
them. Web applications may be particularly vulnerable to a variety of
hack attacks. Relatively simple defenses against these attacks are
available from a variety of sources. Intellis can assist you in
checking the security of your web applications.
Limit administrator Privileges – To better protect systems and

information, ensure that computer accounts used by employees do not
have administrative privileges. This will stop most attempts –
automated or not – to install unauthorized software. If an employee
uses a computer with an administrative user account, then any
malicious code that they activate (deliberately or by deception) will
be able to install itself on their computer.
Social Media - Enforce a social media policy to prevent employees

from posting corporate information on Facebook, Twitter, LinkedIn,
etc. Only the marketing department should be allowed to post any
information and they should closely review anything to be posted to
ensure it is not sensitive and that it does not reveal information an
attacker would find useful in social engineering or other attacks.
22

Ensure corporate wireless networks are properly secured. Use
WPA2 Enterprise.
Do not use public (i.e. non-corporate) wireless connections to conduct
any company business, such as checking email, unless you are using a
secure connection (e.g. corporate VPN access and/or an SSL
protected web email server).

Bank Securely
It is essential that small business owners put security first when they
engage in online banking. This means that it should only be done using a
secure browser connection (indicated by “https” and/or a lock visible in
the address bar or in the lower right corner of your web browser
window). Online banking sessions should be conducted in the private
mode of your web browser and you should erase your web
browser cache, temporary Internet files, cookies, and history
afterwards so that if your system is compromised, that information will not remain on your system to be stolen by cybercriminals. In addition, take advantage of the security options
offered by your financial institution. Examples include using
two-factor authentication to access your account, requiring that
two authorized individuals sign off on every transfer of funds, and setting
up account notifications by email or text message when certain activities
occur on your account.
 Account notifications – Most banks offer customers the ability to set

up text or email notifications to alert them to certain activities on
their account.
Two-factor authentication – Try to get a bank account that offers

some form of two-factor authentication for online banking. Twofactor authentication adds an auto-generated passcode that is only
valid for a short period of time and is required in addition to your
login credentials in order to gain access to your online account.
Segregate Responsibilities – Do not allow a single individual to both

initiate and approve financial transactions. The unfortunate truth is
that insiders – those who work in a business – are the source of most
security incidents in the business. When they perform harmful
actions (deliberately or otherwise), your business suffers.
23

Protect Your Data
You first need to know the types of data you have and where it is.
 Encryption – it is important to encrypt the data you have on your
systems. Encryption essentially scrambles data so that it is
unreadable by anyone without a special key. Encryption applications
are widely available. Encrypting your data can dramatically reduce
your exposure to a data breach and the theft of proprietary
information. Moreover, by encrypting your data you may effectively
avert the need to disclose a data breach to your customers and third
parties because California’s state disclosure laws specifically exempt
encrypted data. It is also important to use strong
encryption so that data being transmitted between your
computers and the wireless access point cannot be easily
intercepted and read by electronic eavesdroppers. The
current recommended encryption is Wi-Fi Protected
Access 2 (WPA-2) – using the Advanced Encryption
Standard (AES) for secure encryption.
 Limit Access – Do not provide any one employee access to all data.
Do not provide any one employee access to all systems (financial,
personnel, inventory, manufacturing, etc.). For all employees,
provide access only to those systems and the specific information that
are necessary to do their jobs. Machines that handle sensitive
information like payroll or point of sale (POS) functions should be
separate from machines that do routine services, like updating
Facebook and checking email. Also, make sure you disable and purge
old user accounts; experience has shown these can become
vulnerabilities. User accounts should be disabled at the time of an
employee’s departure.
 Back Up Important Data – Back up important data on each
computer used in your business. This is necessary because computers
die, hard disks fail, employees make mistakes, and malicious
programs can destroy data on your computers. Without data backups,
you can easily get into a situation where your data is lost completely
or you have to recreate your data from paper copies and other manual
files. You should back up data on a regular basis and test your
backups to ensure thy can be read.
24

Password Management
 Control access to sensitive information by requiring that employees
use “strong” passwords. Tech security experts say the longer the
password, the better. Because simple passwords—like common
dictionary words—can be guessed easily, insist that employees
choose passwords with a mix of letters, numbers, and characters.
Require an employee’s user name and password to be different,
and require frequent changes in passwords.
 Explain to employees why it’s against company policy to share their
passwords or post them near their workstations.
 Use password—activated screen savers to lock employee
computers after a period of inactivity.
 Lock out users who don’t enter the correct password within a designated number of log-on attempts.

SECURITY CHECK
Question:
Our account staff needs access to our database of
customer financial information. To make it easier to
remember, we just use our company name as the
password. Could that create a security problem?
Answer:

Yes. Hackers will first try words like “password”,
your company name, the software’s default password,
and other easy-to-guess choices. They’ll also use
programs that run through common English words and
dates. To make it harder for them to crack your
system, select strong passwords – the longer, the better
– that use a combination of letters, symbols, and
numbers. And change passwords often.
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 Warn employees about possible calls from identity thieves

attempting to deceive them into giving out their passwords by
impersonating members of your IT staff. Let employees know that
calls like this are always fraudulent, and that no one should be asking
them to reveal their passwords.
 When installing new software, immediately change vendor-supplied
default passwords to a more secure strong password.
 Caution employees against transmitting sensitive data - Social
Security numbers, passwords, account information – via email.
Unencrypted email is not a secure way to transmit any information.

Laptop Security
 Restrict the use of laptops to those employees who need them to

perform their jobs.
 Assess whether sensitive information really needs to be
stored on a laptop. If not, delete it with a “wiping” program that overwrites data on the laptop. Deleting files
using standard keyboard commands isn't sufficient
because data may remain on the laptop’s hard drive.
Wiping programs are available at most office supply
stores. Intellis can assist you in these areas.
 Require employees to store laptops in a secure place. Even when
laptops are in use, consider using cords and locks to secure laptops to
employees’ desks.
 Consider allowing laptop users only to access sensitive information,

but not to store the information on their laptops. Under this
approach, the information is stored on a secure central computer
and the laptops function as terminals that display information from
the central computer, but do not store it. The information could be
further protected by requiring the use of a token, “smart card”,
thumb print, or other biometric—as well as a password—to access
the central computer.
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 If a laptop contains sensitive data, encrypt it and configure it so users

can’t download any software or change the security settings without
approval from your IT specialists. Consider adding an “auto-destroy”
function so that data on a computer that is reported stolen will be
destroyed when the thief uses it to try to get on the Internet. Intellis
can assist with this encryption and configuration.
 Train employees to be mindful of security when they’re on the road.

They should never leave a laptop visible in a car, at a hotel luggage
stand, or packed in checked luggage unless directed to by airport
security. If someone must leave a laptop in a car, it should be locked
in a trunk. Everyone who goes through airport security should keep
an eye on their laptop as it goes on the belt.

Firewalls
 Use a firewall to protect your computer from hacker attacks

while it is connected to the Internet. A firewall is software
or hardware designed to block hackers from accessing your
computer. A properly configured firewall makes it tougher
for hackers to locate your computer and get into your programs and files. Intellis can assist you in these areas.
Determine whether you should install a “border” firewall where your

network connects to the Internet. A border firewall separates your
network from the Internet and may prevent an attacker from gaining
access to a computer on the network where you store sensitive
information. Set access controls - settings that determine who gets
through the firewall and what they will be allowed to see—to allow
only trusted employees with a legitimate business need to access the
network. Since the protection a firewall provides is only as effective
as its access controls, review them periodically.
If some computers on your network store sensitive information while

others do not, consider using additional firewalls to protect the
computers with sensitive information.
Since your employees may do some work at home, ensure that they

install and keep operational firewalls on their home systems. It is
necessary to have software firewalls on each computer even if you
have a hardware firewall protecting your network.
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Anti-Virus Software
Install, use in “real-time” mode, and keep regularly updated anti-virus
and anti-phishing software on every device used in your business, be it a
laptop, tablet, or smartphone. Anti-virus software with anti-spyware
capabilities is available at a reasonable price from multiple vendors.
Vendors now offer subscriptions to “security service” applications,
which provide multiple layers of protection of security protection (in
addition to anti-virus and anti-spyware protection). Given that your
employees may do work at home, it is a good idea to obtain copies of
your business anti-virus software for employees’ home computers.
Intellis can completely manage your anti-malware software
solution through the Intellis managed services programs.

Secure Connectivity
Most businesses have broadband (high speed) access to the Internet. It is
important to keep in mind that this type of Internet access is always “on”.
Therefore, your computer – or any network your computer is attached to
– is exposed to threats from the Internet on a 24 hour a day/7 days a
week basis. For broadband Internet access, it is critical to install and
keep operational a hardware firewall between your internal network and
the Internet. This may be a function of a wireless access point/router or
may be a function of the router provided by your Internet Service
Provider. For these devices, change the administrative password upon
installation and regularly thereafter. It is a good idea to change the
administrator’s user name as well.
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Wireless and Remote Access
 Determine if you use wireless devices like inventory scanners or cell

phones to connect to your computer network or to transmit sensitive
information. Intellis can assist you in these areas.
 If you do, consider limiting who can use a wireless connection to

access your computer network. You can make it harder for an
intruder to access the network by limiting the wireless devices that
can connect to your network.
Better yet, consider encryption to make it more difficult for an

intruder to read the content. Encrypting transmissions from wireless
devices to your computer network may prevent an intruder from
gaining access through a process called “spoofing” – impersonating
one of your computers to get access to your network.
 Consider using encryption if you allow remote access to your

computer network by employees or by service providers,
such as companies that troubleshoot and update software
you use to process credit card purchases.

Detecting Breaches
 To detect network breaches when they occur, consider using an

intrusion detection system. To be effective, it must be updated
frequently to address new types of hacking.
 Maintain central log files of security-related information to monitor

activity on your network so that you can spot and respond to attacks.
If there is an attack on your network, the log will provide information
that can identify the computers that have been compromised.
 Monitor incoming traffic for signs that someone is trying to hack in.

Keep an eye out for activity from new users, multiple log-in attempts
from unknown users or computers, and higher than average traffic at
unusual times of the day.
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 Monitor outgoing traffic for signs of a data breach. Watch for

unexpectedly large amounts of data being transmitted from your system
to an unknown user. If large amounts of information are being
transmitted from your network, investigate to make sure the transmission
is authorized. Intellis can help establish incoming and outgoing
monitoring.
 Have in place and implement a breach response plan. See pages 37-38
for more information.

EMPLOYEE TRAINING
Your data security plan may look great on paper, but it’s only as strong
as the employees who implement it. Take time to explain the rules to
your staff, and train them to spot security vulnerabilities. Periodic
training emphasizes the importance you place on meaningful data
security practices. A well-trained workforce is the best defense against
identity theft and data breaches.
Educate your employees as to why it’s important to never
click on a hyperlink, or open a file, from an unknown or
untrusted source. Employees need to understand that even
if they do not have access to data they would consider
valuable, they can still be targeted as an avenue to access
another computer that does have valuable data.
Every employee must take information security seriously. After training,
they should be requested to sign a statement that they understand these
business policies, that they will follow those policies, and that they
understand the penalties for not following those policies. Having your
employees trained in the fundamentals of cybersecurity is one of the
most effective investments you can make to better secure your business
information, systems, and networks.

■

Check references or do background checks before hiring
employees who will have access to sensitive data.

■

Ask every new employee to sign an agreement to follow
your company’s confidentiality and security standards for
handling sensitive data. Make sure they understand that abiding by
your company’s data security plan is an essential part of their duties.
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■

Regularly remind employees of your company’s policy—and any
legal requirement—to keep customer information secure and
confidential.

■

Know which employees have access to sensitive information. Pay
particular attention to data like Social Security numbers and account
numbers. Limit access to sensitive information to employees with a
“need to know”.

■

Have a procedure in place for making sure that workers who leave
your employ or transfer to another part of the company no longer
have access to sensitive information. Terminate their passwords, and
collect keys and identification cards as part of the check-out routine.

SECURITY CHECK
Question:
I’m not really a “techie” type. Are there steps our
computer people can take to protect our system from
common hack attacks?
Answer:
Yes. There are relatively simple fixes to protect
your computers from some of the most common
vulnerabilities. For example, a threat called an
“SQL injection attack” can give fraudsters access to
sensitive data on your system, but can be thwarted
with a simple change to your computer. Bookmark
the websites of groups like the Open Web
Application Security Project, www.owasp.org, or
SANS (SysAdmin, Audit, Network, Security)
Institute’s Most Critical Internet Security
Vulnerabilities, www.sans.org/top20, for up-to-date
information on the latest threats—and fixes. And
check with your software vendors for patches that
address new vulnerabilities.
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■

Create a “culture of security” by implementing a regular schedule of
employee training. Update employees as you find out about new risks
and vulnerabilities. Make sure training includes employees at satellite
offices, temporary help, and seasonal workers. If employees don’t
attend, consider blocking their access to the network. Intellis can help
set up this training.

■

Train employees to recognize security threats. Tell them how to
report suspicious activity and publicly reward employees who alert
you to vulnerabilities.

■

Consider asking your employees to take the FTC’s plain-language,
interactive tutorial at www.ftc.gov/infosecurity. Intellis can assist in
this area.

■

Tell employees about your company policies regarding
keeping information secure and confidential. Post reminders in areas where sensitive information is used or
stored, as well as where employees congregate. Make
sure your policies cover employees who telecommute
or access sensitive data from home or an offsite location.

■

Warn employees that malicious software is sometimes sent as email
attachments that appear to be from co-workers in their office. Make it
office policy to first check with the co-worker before opening the
attachment if there is any doubt.

■

Warn employees about phone phishing. Train them to be suspicious
of unknown callers claiming to need account numbers to process an
order or asking for customer or employer contact information. Make
it office policy to double-check by contacting the company using a
phone number you know is genuine.

■

Require employees to notify you immediately if there is a potential
security breach, such as a lost or stolen laptop.

■

Impose disciplinary measures for security policy violations.

■

For computer security tips, tutorials, and quizzes for everyone on your staff, visit www.OnGuardOnline.gov.
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SECURITY PRACTICES OF CONTRACTORS AND SERVICE PROVIDERS
Your company’s security practices depend on the people who implement
them, including contractors and service providers.

■

Before you outsource any of your business functions—payroll, web
hosting, customer call center operations, data processing, or the like—
investigate the company’s data security practices and compare their
standards to yours. If possible, visit their facilities.

■

Address security issues for the type of data your service providers
handle in your contract with them.

■

Insist that your service providers notify you of any security
incidents they experience, even if the incidents may not have
led to an actual compromise of your data.
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4

4. PITCH IT. Properly dispose of what
you no longer need
What looks like a sack of trash to you can be a gold mine for an identity
thief. Leaving credit card receipts or papers or CDs with sensitive or
personally identifying information in a dumpster facilitates fraud and
exposes consumers to the risk of identity theft. By properly disposing of
sensitive information, you ensure that it cannot be read or reconstructed.

■

Implement information disposal practices that are reasonable and
appropriate to prevent unauthorized access to—or use of—sensitive
or personally identifying information. Reasonable measures for your
operation are based on the sensitivity of the information, the costs and
benefits of different disposal methods, and changes in technology.
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SECURITY CHECK
Question:
My company collects credit applications from
customers. The form requires them to give us lots of
financial information. Once we’re finished with the
applications, we’re careful to throw them away. Is
this sufficient?
Answer:
No. Have a policy in place to ensure that sensitive
paperwork is unreadable before you throw it away.
Burn it, shred it, or pulverize it to make sure identity
thieves can’t steal it from your trash.

■

Effectively dispose of paper records by shredding, burning, or pulverizing them before discarding. Make shredders available throughout the workplace, including next
to the photocopier..

■

When disposing of old computers and portable storage
devices, use wipe utility programs or destroy the media.
Intellis can provide this service. Deleting files using the keyboard or
mouse commands usually isn’t sufficient because the files may
continue to exist on the computer’s hard drive and could be retrieved
easily. The utility programs can provide better results by overwriting
the entire hard drive so that the files are no longer recoverable

■

Make sure employees who work from home follow the same
procedures for disposing of sensitive documents and old computers
and portable storage devices.

■

If you use consumer credit reports for a business purpose, you may be
subject to the FTC’s Disposal Rule. For more information, see
Disposing of Consumer Report Information? New Rule Tells How at
www.ftc.gov (just enter the title into the search engine).
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5

5. PLAN AHEAD. Create a plan for
responding to security incidents.

Taking steps to protect data in your possession can go a long way toward
preventing a security breach. Nevertheless, breaches can happen. Here’s
how you can reduce the impact on your business, your employees, and
your customers:

■

Have a plan in place to respond to security incidents. Designate a
senior member of your staff to lead, coordinate and implement the
response plan. Identify an Incident Response (IR) Team.

36

SECURITY CHECK
Question:

I own a small business. Aren’t these
precautions going to cost me a mint to
implement?
Answer:

No. There’s no one-size-fits-all approach to
data security, and what’s right for you
depends on the nature of your business and
the kind of information you collect from your
customers. Some of the most effective
security measures—using strong passwords,
locking up sensitive paperwork, training your
staff, etc.—will cost you next to nothing and
you’ll find free or low-cost security tools at
non-profit websites dedicated to data security.
Furthermore, it’s cheaper in the long run to
invest in better data security than to lose the
goodwill of your customers, defend yourself
in legal actions, and face other possible
consequences of a data breach.

■

Investigate security incidents immediately and take steps to close off
existing vulnerabilities or threats to sensitive information.

■

As part of identifying the Incident Response Team, consider whom to
notify in the event of an incident, both inside and outside your
organization. You may need to notify consumers, law
enforcement, customers, credit bureaus, and other businesses that
may be affected by the breach. In addition, many states and the
federal bank regulatory agencies have laws or guidelines addressing
data breaches. Consult your attorney.
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Response Planning
Outline the basic steps of your IR plan by establishing checklists and
clear action items. For example, your incident response plans might
include the following basic steps to address a serious data breach or
malware incident:
 If a computer is compromised, disconnect it immediately from the
Internet, but don’t power it off. Turning the computer off often will
destroy evidence and erase valuable clues that will allow a forensic
expert to fully assess the attack.
Contact law enforcement. Many local law enforcement offices have
computer or e-crime sections that are experienced in investigating and
helping with these types of attacks.
Document the potential scope of the breach. Establish
current facts about the breach and communicate them
as appropriate. These facts may include why administrators suspect a breach, the number of systems accessed and the data that may have been stolen. Executives should be kept apprised of the facts as they
evolve, measures taken to date, measures that will be
taken, and what to expect going forward.
Determine if outside help is required and, if necessary, contact an IT
security professional. You will need to determine if outside help is
required. Questions to consider include whether you have the
capabilities to respond to the incident internally and whether you need
to engage a forensic investigator and/or expert legal counsel.
Determine notification requirements. Retain system, application,
database and network device logs and avoid making changes to the
system suspected of being compromised before data is preserved.
You may wish to consult an expert to assist you in acquiring a
forensic image of the hard drives and live memory of the systems
suspected of being compromised and following proper chain of
custody procedures.
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We recommend that your organization come up with, and document,
specific policies and procedures that will be implemented in specific
situations. In other words, come up with a plan for each type of incident
that your company might experience: a lost computer, smart phone or
thumb drive containing unencrypted data, an external data breach or theft
of intellectual property, malware, or cyber extortion. For each of these
scenarios, create and write up an easily accessible quick-response guide.
The FCC provides a guide to create a cybersecurity plan. The
information may be found at http://www.fcc.gov/cyberplanner
As you create your IR team and plan, it would be wise to form
relationships with key third parties, such as local law enforcement. Also,
it makes sense to get to know a few cybersecurity experts so that you
have their contact information handy just in case.
Your IR plan should address procedures necessary to adequately
document the details of a particular incident (including a
timeline of events, preservation of compromised systems
if necessary, as well as who was involved and what your
response was). If the incident involved the possible disclosure of unencrypted sensitive or personally-identifiable
information (PII) or payment-card information (PCI), consult with a lawyer to ensure you comply with all legal disclosure requirements. For example, California law requires a business or
state agency to notify any California resident whose unencrypted PII or
PCI, as defined, was acquired, or reasonably believed to have been
acquired, by an unauthorized person14. Finally, your IR plan should have
a process to review your preventative cybersecurity measures and your
IR response plan after every Cyberincident.

14

Cal. Civil Code Sections 1798.29(a) and 1798.82(a)
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RISK CONTROL QUESTIONS
The following is representative of the questions insurance companies
providing privacy/data breach cyber liability insurance ask. It is a good
check of your cyber-attack risks.
How many electronic records (customers or employees) containing
personally identifiable information are held by the applicant? ______
(Please circle)

1. Does the applicant control access to the computer
Yes No
system?
2. Does the applicant have firewalls and a virus protection Yes No
program in place?
3. Does the applicant outsource any part of the internal
Yes No
networking/computer system or Internet access to
others?
4. Does the applicant have a person responsible for IT
Yes No
security?
5. Does the applicant’s hiring process include criminal
Yes No
background checks?
6. Does the applicant have a written security policy?
Yes No
7. Does the applicant test their security or privacy
Yes No
controls?
8. Has the applicant ever experienced a privacy or data
Yes No
breach?
9. Does the applicant allow employees to download
Yes No
personal client information or other confidential
information onto laptops or other data files?
(If yes, is the data encrypted?)
10. What personal client or employee information is held? (Check all
that apply)
Social Security Numbers
Driver’s License Numbers
Financial Account No.’s
Credit Card Numbers
Personal Health Info
Other (please Specify)________
Yes No
11.Has the applicant ever filed a Privacy/Data breach
Claim?
(If “yes”, please note data of incident and provide brief explanation)
___________________________________________________________
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12. Does the applicant have encryption tools to enhance the integrity
and confidentiality of confidential information?
If “yes”, in which scenario is the data encrypted? (Check all that apply)
Data at rest
Data transferred to removable media
Data in transit
(CSs, backup tapes, USB devices, etc.
13. If applicant stores, processes or handles credit card
transactions, is the applicant compliant with Payment
Card Industry Security Standards (PCI DSS)?
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Yes No

ADDITIONAL RESOURCES
These websites and publications have more information on securing
sensitive data:
Cybersecurity in the Golden State
https://oag.ca.gov/cybersecurity
 Federal Trade Commission’s Interactive Tutorial
www.ftc.gov/infosecurity
 National Institute of Standards and Technology (NIST)’s Computer
Security Resource Center
www.csrc.nist.gov
 NIST’s Risk Management Guide for Information Technology Systems
www.csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
 Department of Homeland Security’s National Strategy to Secure
Cyberspace
www.dhs.gov/xlibrary/assets/National_Cyberspace_Strategy.pdf
 SANS (SysAdmin, Audit, Network, Security) Institute’s Most Critical
Internet Security Vulnerabilities
www.sans.org/top20
 United States Computer Emergency Readiness Team (US-CERT)
www.us-cert.gov
 Carnegie Mellon Software Engineering Institute’s CERT
Coordination Center
www.cert.org/other_sources
 Center for Internet Security (CIS)
www.cisecurity.org
 The Open Web Application Security Project
www.owasp.org
 OnGuard Online
www.OnGuardOnline.gov
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REGULATORY REQUIREMENTS
Not all of these regulations will be applicable to every business.
 HIPAA—Health Insurance Portability & Accountability Act of 1996
Security standards for the privacy of individually identifiable health
information. http://www.hhs.gov/ocr/privacy/
 Gramm-Leach-Bliley Act
Applies to financial institutions such as banks, security firms,
insurance companies, lenders, brokers, consumer loans servicing.
www.ftc.gov/privacy
 Serbanes—Oxley
Requires companies to assess and report the effectiveness of internal
control and procedures for financial reporting, such as quarterly &
annual reports to the SEC. http://www.sec.gov/about/laws.shtml
 PCI DSS—Payment Card Industry Data Security Standards
Applies to the handling, processing, transmission, and storage of
credit card data.
https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml

 Fair Credit Reporting
Regulates the collection, dissemination, and use of consumer
information, including consumer credit information.
www.ftc.gov/privacy
 Federal Trade Commission Act
Guards against unfairness and deception by enforcing companies’
privacy promises about how they collect, use, and secure consumer’s
personal information. www.ftc.gov/privacy
 COPPA—Children’s Online Privacy Protection Act
Requires operators of commercial Web sites, general audience sites
that collect information on children under the age of 13 to give
parents control over what information is collected from their children
online and how such information may be used.
www.ftc.gov/privacy
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FEDERAL TRADE COMMISSION
600 Pennsylvania Ave., NW
Washington, DC 20580
1-877-382-4357
ftc.gov/infosecurity

The FTC works for the consumer to prevent fraudulent, deceptive, and
unfair business practices in the marketplace and to provide information
to help consumers spot, stop, and avoid them. To file a complaint or to
get free information on consumer issues, visit ftc.gov or call toll-free 1877-FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261. The FTC enters
Internet, telemarketing, identity theft, and other fraud-related
complaints into Consumer Sentinel, a secure online database available
to hundreds of civil and criminal law enforcement agencies in the U.S.
and abroad.

Opportunity to Comment
The National Small Business Ombudsman and 10 Regional Fairness
Boards collect comments from small businesses about federal
compliance and enforcement activities. Each year, the Ombudsman
evaluates the conduct of these activities and rates each agency’s
responsiveness to small businesses. Small businesses can comment to
the Ombudsman without fear of reprisal. To comment, call toll-free 1888-REGFAIR (1-888-734-3247) or go to www.sba.gov/ombudsman.
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Kamala D. Harris, Attorney General
California Department of Justice
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IT Services Tailored
To Your Business
IT SOLUTIONS FOCUSED ON YOUR BUSINESS
First, we listen to your needs and understand your business
requirements. Then we determine what technologies and
solutions best match these needs so that you can work more
productively, profitably, and securely.

YOUR TRUSTED IT PARTNER
Other companies offer tech support when things break. We
offer premier tech support and far more—strategic and
tactical direction, technical expertise, and the kind of
guidance and help that only comes from a trusted IT partner.

Jim Hood, Owner & President

Intellis
www.intellis-tech.com
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Please Contact Me Regarding the Following
Free Business Guides
How to Love IT More and Hate IT Less
Intellis Company Brochure
Intellis Managed Services
Intellis Help Desk
The 10 Most Important Reasons Why You Should Choose
Intellis to Support Your Computer Network
FREE Computer Health Checkup Brochure
FREE Computer Technology Assessment Brochure

Free Technology Assessments

I Need Help With the Following: __________________________

___________________________________________________
___________________________________________________
___________________________________________________
Name: _________________________________________________
Company: ______________________________________________
Email: _________________________________________________
Phone: ________________________________________________
Address: _______________________________________________
Send To:
P.O. Box 2068
Petaluma, CA 94953
jhood@intellis-tech.com

IT Services
Tailored
47
To Your Business

