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Companies need closer look at
personal devices to protect secrets
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In Scarlet Extended v. SABAM,
Case C-70/10, the Court of Justice
of the European Union, the EU
equivalent of the U.S. Supreme
Court, overturned an injunction
obligating the social networking
site Scarlet to install a filtering
system that would allow it to
monitor and block end users’
unauthorized file trading of specified copyrighted works.
The court held that protection
of intellectual property rights in
the EU must be proportionally
balanced against personal privacy
rights. Absent specific measures
that alter this balance, there is no
present guarantee that privacy
interests will not trump trade
secret interests in cases of BYOD.
Until international standards
deal with the new problems
posed by BYOD, there are several
steps U.S. trade secret holders
can take to reduce the threat to
their confidential data. Reconsidering the cost-benefit analysis of
employer-provided-encrypted devices is a critical first step.
If the analysis favors BYOD,
trade secret holders should establish clearly articulated policies
regarding the use of these devices. It should also provide sensitivity training for all employees
regarding the need to secure critical data. A trade secret inventory should be conducted with a
close eye to reducing access to
critical data to those who truly
have a need-to-know.
While law and technology will
continue to provide a potent mix
for protecting trade secrets internationally, corporations still
need to start with the individual.
So does international law.
It is time to marry the privacy
concerns of cyberspace with the
intellectual property protection
concerns of the present trade secret reform. When that occurs,
the walls of protection will be
truly strengthened.
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