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Tech, enforcement themes at Sundance
highlight shrinking end user privacy

A

s the indie film industry
descended on Park
City, Utah, last month
for the 2016 Sundance
Film Festival, two clear
themes emerged.
One was the critical role of virtual reality in pushing the boundaries of video storytelling. I experienced some breathtaking VR
technology that will make future
movies both more personal and
more realistic.
The second theme was the ongoing problem of digital piracy
and the best methods for maintaining the ability of content owners to secure an adequate return
to fund future works. Without
such protections, there was concern the international distribution
market will be left to large blockbusters like “Star Wars: The Force
Awakens.”
In the shadow of these two
themes is a third international
trend that is rarely mentioned, but
appears to be growing: the shrinking zone of privacy afforded to end
users who post or share copyrighted content online.
The United States has always
been notorious for allowing copyright owners relatively easy access
to end user identities to enforce
copyrights online. Section 512(h) of
the Digital Millennium Copyright
Act, 17 U.S.C. §512(h), grants copyright owners the ability to discover the identity of end users who
post infringing content without
the need for judicial review. Submission to a clerk of a subpoena
alleging a “good-faith belief” in
copyright infringement is generally sufficient.
There is no obligation on any
party to warn the end user about
the requested disclosure. To the
contrary, the statute requires the
online service provider disclose
the requested identity “expeditiously.”
Other countries do not generally
allow such relatively unsupervised
access to end user identities. The
European Union’s notoriously
strong privacy protections require
a “proportional” approach to copyright enforcement that does not
always place copyright protection
on the winning side of the balance.
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