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Abstract - In today’s modern world security of data has
become one of the most important factor in our
technological life. The main objective of this paper is to
provide stronger security with higher encryption speed for
data communication over the Internet by modifying the
Advanced Encryption Standard (AES) algorithm. This paper
suggests a new Advanced Encryption Standard encryption
technique that provides a stronger encryption technique by
enhancing its security and encryption speed. This new
algorithm uses 200 bit size data block as well as key ina 5 x
5 matrix format alongwith an additional Row
Transformation stage before the shift row stage for each
round in the AES algorithm structure. The proposed
algorithm can improve security and also enhance the speed
of the encryption process.
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I. INTRODUCTION

With the rapid growth of information and technology,
protection of data during transmission or while in storage
becomes an increasing demand for maintaining the
confidentiality and integrity of the information represented
by the data. Different cryptographic protocols are playing an
important role in preserving the confidentiality and integrity
of the data transmitted over public communication
networks. Advanced Encryption Standard (AES) is one of
the strongest Symmetric Cryptographic protocols which are
widely used by different govt agencies, financial
institutions, and different kind of offices to securely encrypt
their important private data. AES is a block cipher with 128
bit block size and supported by three cipher key lengths of

128, 192 and 256 bit that provides high level security in
comparison to other symmetric cryptographic protocols.
This research is concerned with optimizing security of the
existing AES cryptographic protocol without compromising
with its encryption speed. The proposed modified AES uses
200 bit block size of data and same size of key in 5 x 5
matrix format alongwith an additional Row Transformation
stage before the shift row activity for each round is added.
This additional Row Transformation stage and big 200 bit
data block size will indubitably make the algorithm more
secure and more efficient by improving its speed.

Il. ADVANCED ENCRYPTION STANDARD

The Advanced Encryption Standard is based on the
Rijndael cipher developed by Joan Daemen and Vincent
Rijmen and was adopted by National Institute of Standards
and Technology (NIST) of the United States on 26M
November, 2001 as new symmetric encryption algorithm. In
this standard, cipher has a 128-bit data block size and it uses
three different key length sizes of 128 bits, 192 bits, 256 bits
respectively. Each data block of 128 bit data is divided into
16 Bytes. These bytes are mapped to a 4 x 4 array called as
the state and all operations of AES are performed on this
state. [1] The AES comprises several rounds for full
encryption of data and the total number of rounds (Nr = 10,
12, 14) depends upon the key length (NK). For encryption,
each round of AES has four stages namely — Substitute
bytes, Shift rows, Mix columns, and Add round key. In the
encryption procedure, the AddRoundKey stage starts at first
and it is followed by (Nr-1) nos. of rounds, each round
contains four stages. The last round of encryption contains
only three stages. The decryption procedure can be seen as
inverse of encryption procedure and it comprises of also
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four stages namely InvSubBytes, InvShiftRows,

InvMixColumns, and AddRoundKey.

I1l. RELATED WORK

The Advanced Encryption Standard provides good
encryption-decryption speed, throughput alongwith high
security. But, lots of researches are going on to improve
AES algorithm to enhance its security and encryption-
decryption speed.

Ritu and Vikas proposed a symmetric cryptographic
technique AES (Advance encryption standard) having 200
bit block as well as key size using 5 x 5 Matrix. Then the
proposed work is compared with 128 bit, 192 bits & 256 bits
AES techniques on two points. These points are encryption
and decryption time and throughput at both encryption and
decryption sides. Encryption speed and throughput at
encryption side is increased and decryption speed,
throughput at decryption side is decreased than standard
AES Algorithm.[2]

S. Sankaran, S. Ambhore and P. Vincent proposed a
Advance Encryption Standard having 200 bit block as well
as key size using 5 x 5 Matrix and a key dependent
substitution box which varies according to the 200 bit key
provided by the user. The new suggested varying
substitution box provides a better and secure way to the
encryption of data. Substitution box is being varied using s-
box rotation based on the key used for encryption. [3]

S. Shekhar, P. Singh and M. Jaiswa suggested a new
modified symmetric Advance Encryption Standard that uses
a 128 bit size block encryption scheme and also include a
Row Transformation before the shift row activity for each
round. This modification indubitably increases the
complexity of the system which raises security. [4]

A.K. Dandekar, S. Pradhan and S. Ghormade used a
512 bit length in order to improve security for high security
required application. Key length is increased to 512 bit
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alongwith the number of rounds which provide required
higher security. [5]

R. Riyaldhia, Rojalia and A. Kurniawan proposed a
method to improve AES algorithm with Shift Row and S-
Box modification for Mix Column transformation. This
modification shows that improvement that has been made by
reducing shift row circular process and S-Box modification
for Mix Column transformation but consume bigger
memory to store two modified S-Box map and Array Shift
Row map. [6]

Vandana C. Koradia modified symmetric Advance
Encryption Standard by replacing Mix Column step with the
Initial Permutation step taken from DES to increase the
encryption speed for large file. [7]

IV. PROPOSED MODEL

The proposed model of Advanced Encryption Standard
algorithm works exactly in the same way as the
conventional AES with some structural changes in its data
block size and numbers stages in each round of iteration.
This new algorithm proposed to use 200 bit data block in an
array of 5 X 5 matrix format and inclusion of an additional
Row Transformation stage before the shift row activity for
each round. The cipher key used in this algorithm is also
200 bit size. To make this algorithm more secure, one extra
stage for calculation in each round is added. In this modified
algorithm, encryption process contains five stages namely —
Substitute bytes, Row Transformation, Shift rows, Mix
columns, and Add round key. The AddRoundKey stage
starts at first and it is followed by nine rounds, each round
contains five stages. The last round of encryption contains
only four stages. The following block diagram represents
the new modified AES algorithm and the various stages of
encryption are discussed below.
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Fig. 1: Block Diagram of Main Steps of Modified AES

A. SubBytes Transformation

In this transformation, each byte of input data in the
state matrix is replaced with another byte using a 16 x 16
lookup table called Substitution table (S-box). The
substitution box is constructed by calculating respective
reciprocal of that byte in GF (2"8) at first and then affine

transformation is applied. [2] This is the only non linear
stage which introduces confusion to the data, i.e., it assures
that changes in individual state bits propagate quickly
across the data path. [8]. The S-box used in this
transformation is shown below.

y
0 1 2 3 4 5 6 7 8 9 A|B|C|D]E F
O (6 |7C (77 |7B | F2 6B |6F [ G530 | 01 | 67 |2B|FE|D7|AB| 76
1 |CA| 82 |C9|7D|FA |59 |47 (FO |AD | D4 A2 |AF (9C | Ad| 72 | CO
2 |B7|(FD |9 (2 |3 |3F [F7 |CC| 34 [AS|E5S|(F1 (71 | D8| 31 | 15
3 (04| C7 |23 | C3 (18|96 |05 |9A (07 | 12| 8 |E2|(EB| 27 |B2|75
4 |09 )8 |2C (1A |IB|6E |SA (A0 | 52 | 3B (D6 (B3| 29 | E3(2F | 84
S |53 (D1 |00 |ED| 20 (FC|Bl |5B|6A|(CB|BE| 39 |4A [ 4C | 58 | CF
6 | DO | EF |AA | FB [ 43 [4D | 33 [ 85 | 45 | F9 [ 02 | 7F [ 50 | 3C | 9F | A8
7 |51 (A3 ] 40 (8F | 92 |9D (38 | F5 |BC [ B6 | DA | 21 | 10 | FF [ F3 | D2
* 8 ([CD|OC |13 |EC|(5F | 97 |44 |17 (C4|A7|T7E |3D |64 [5D| 19 | 73
9 | 60 [ 81 |4F (DC| 22 | 2A | 9 | 88 | 46 ( EE| B8 | 14 | DE | 5E | OB | DB
A |E0D[32 |3A|0A (|49 |06 (24 |5C|C2[D3|[AC| 62 (91 |9 |E4| 79
B |E7|[C8 |37 (6D |8D|D5|4E | A9 6C | 56 | F4 ([EA | 65 | TA [ AE | 08
C |BA|78 |25 |2E[1C| A6 [ B4 | C6 | ES |[DD| 74 | IF [ 4B | BD | 8B | 8A
D |70 |3E |B5| 66 (48 | 03 |F6 |OE|[61 |35 |57 |B9|8 | Cl| 1D |9
E |El[F8 |9 (11 |69 | DY |8 |9 |9B(1E| 8 (E9 |CE| 55 | 28 | DF
F [8 | A1 | 8 | 0D (BF | E6 | 42 | 68 ( 41 | 99 | 2D | OF ( BO | 54 | BB | 16

Fig. 2: The S-box of AES [3]
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B. Row Transformation

In this proposed algorithm, another Row
Transformation is additionally included before the shift
row activity for each round in the encryption process.
Inclusion of this stage improves the complexity level of
AES, which makes AES more secure. The last number in
each row of 5 x 5 matrixes is considered to be decimal
number, which modulo division by 10 gives the reminder
value. This reminder value is further subtracted from the
other numbers of that row.[4] This process continues for
each row of the 5 x 5 matrix and provides a new 5 x 5
matrix array. The working of this stage is shown with an
example.
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are not shifted in this transformation. This transformation is
illustrated in Fig. 3

No Shift
So0 | Sox | So2 | Sos|Sos| — o S00 | Sox | Soz | Sos | Ses
Sip | Su1| S12| Si3 | Sis Shiftone b—’yte S11 | Si2| S15| Sisa | Sio
S20 | So1| So2| Sa3 | Sus Shift two bytes S22 | Sa3| Saa | Sa0 | Suu
Ss0 | Sa1| Saa| S33| Sas Shift three bytes S33 | Saa| Ss0| Ssa | 32
Sgo | Sar| Saz| Sa3| Sus shiftfour bytes Sy | Suo| Sar|Ssn]| Sus

Fig. 3: The ShiftRows Transformation.

Suppose a 200 bit size block of data in a 5 x 5 matrix

is—
17 7 8 22 16
9 11 45 25 4
27 5 19 20 35
43 7 18 g 1
11 15 27 3 12

D. MixColumns Transformation

The MixColumn step is a linear transformation which
mixes each column of the state matrix. Since every input
byte influences four output bytes, the MixColumn
operation is the major diffusion element in AES. [8] This
transformation mixes the bytes in each column by the
multiplication of the state with a fixed 5 x 5 polynomial
matrix [2]. Here, a 5 x 5 polynomial matrix is used instead
of 4 x 4 matrix and so, the values of cells of the polynomial

Modulo division by 10 of the last number (i.e. 16) of
the first row gives us the last digit or reminder value which
is 6 here (i.e. 16 % 10 = 6). Further, the last digit (i.e. 6 ) is
subtracted from the other numbers of the first row.
Continuing this process on other rows, we will get a new 5
x 5 matrix that is shown below:

11 1 2 16 16
5 6 41 21 4
22 0 14 15 35
42 6 17 7 1
9 13 25 1 12

In the decryption, the inverse operations will be
carried out. The last digit will be added with all
corresponding number in the row except the last number.

C. ShiftRows Transformation

In this transformation of the proposed new algorithm,
five ShiftRow operations occur instead of four ShiftRow
operations performed in Rijndael algorithm. The ShiftRows
transformation cyclically shifts the second, third, fourth
and fifth row of the state matrix by one, two, three and four
bytes respectively to the left. But, the bytes in the first row

are

decryption is shown below:-

also
multiplication is 2x* + 4x3 + 3x> + x + 1

The polynomial matrix used in mixed column step for
encryption is shown below:-

changed.

The

polynomial

used

in

02 04 03 01 01
01 02 04 03 01
01 01 02 04 03
03 01 01 02 04
04 03 01 01 02

the

And the corresponding inverse polynomial matrix for

E0 7D 09 8A 4C
4C EO 7D 09 SA
8A 4C EO0 7D 09
09 8A 4C EO 7D
7D 09 SA 4C EO

E. AddRoundKey Transformation

In this transformation, bitwise Exclusive-OR (XOR)
operation is performed between the state and the
Roundkey. This transformation is its own inverse.
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Like the conventional AES, the decryption procedure of
this modified AES is also exactly the inverse of encryption
procedure and it contains of five stages namely
InvSubBytes,  InvRowTransformation,  InvShiftRows,
InvMixColumns, and AddRoundKey.

V. CONCLUSION

Advanced Encryption Standard is one of the fastest
security algorithms which provide good security. But still
researchers are trying to get better security with better
encryption and decryption speed through modifications of
AES. This proposed model is going to make AES more
secure by adding the additional Row Transformation step.
But inclusion of this additional stage will not reduce its
encryption / decryption speed rather encryption /
decryption speed will be increased due to uses of 200 bit
big data block size. Also, the combination of 200 data bit
block AES with additional Row Transformation will
increase the stability and efficiency of AES. By
implementing this, we can compare its efficiency with
AES-128 which will be our future work.
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