
 

 
 
 
 
Position: Senior IA/Security Specialist, (Computer Network Defense) 
 
Education: B.S. in a Computer Information Systems or related degree program 
 
 
Job Description:  The Senior IA/Security Specialist (CND) will perform System Administration 

lifecycle management of Computer Network Defense tools needed to sustain a 
robust cyber security management program and associated network defenses for 
NAVAIR networks.  

 
 
Responsibilities: 

• Conduct system administration, analysis, design, implementation, and operation for 
NAVAIR RDT&E and NMCI/NGEN networks 

•  Recommend solutions as authorized/needed in accordance with cyber security 
strategy 

• Manage CND tools including but not limited to IDS/IPS, IAVM/ACAS, HBSS, Blue 
Scope, CORE Impact, and Advanced Threat Detection (ATD).  

• Present technical and analytical options for improvements to current CND and 
overarching network operations. 

• Provide input to biweekly reports detailing latest incidents, threats, vulnerabilities 
and countermeasures, as well as provide insight into industry trends and identify 
alternate approaches for future direction of the program. 

•  Input these reports into the CDRL A002, Threat & Vulnerabilities Analysis and 
other ad-hoc cyber threat briefs as required.  

 
 
Qualifications: 

• 8+ years of experience in the CND field. 
• DoD IAM Level II: CAP, CISSP, CISM, or GSLC 
• B.S. in a Computer Information Systems or related Degree Program 
• Secret Clearance with SSBI or TS/SCI with SSBI 

 


