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What is tax-related identity theft?
Tax-related identity theft occurs when someone uses your
stolen Social Security number to file a tax return claiming
a fraudulent refund.
Generally, an identity thief will use your SSN to file a
false return early in the year. You may be unaware you are
a victim until you try to file your taxes and learn one
already has been filed using your SSN.

Know the warning signs
Be alert to possible identity theft if you receive an IRS
notice or letter that states that:
More than one tax return was filed using your SSN;
You owe additional tax, refund offset or have had
collection actions taken against you for a year you did
not file a tax return; IRS records indicate you received
wages from an employer unknown to you.

Steps to take if you become a victim
If your SSN has been compromised, take
these steps:

• — Contact one of the three credit bureaus

• — File a police report
• — File an FTC complaint
• (https://www.ftccomplaintassistant.gov/I

•
•
•
•
•
•

nformation?OrgCode=IRS#crnt&panel11)

to place a fraud alert on your account:
www.Equifax.com
1-800-525-6285
www.Experian.com
1-888-397-3742
www.TransUnion.com
1-800-680-7289

— Close any financial accounts opened without your
permission.

— Respond immediately to any IRS notice, according to
instructions.
— Complete IRS Form 14039, Identity Theft Affidavit.
(http://www.irs.gov/pub/irs-pdf/f14039.pdf )
— Continue to file your tax return, even if by paper.
Please note the information provided here can be found:
http://www.irs.gov/uac/Taxpayer-Guide-to-Identity-Theft

How to reduce your risk
• Don’t routinely carry your Social Security card
or any document with your SSN on it.

• Don’t give a business your SSN just because
they ask – only when absolutely necessary.

• Protect your personal financial information at
home and on your computer.

• Check your credit report annually.
• Check your Social Security Administration
earnings statement annually.

• Protect your personal computers by using
firewalls, anti-spam/virus software, update
security patches and change passwords for
Internet accounts.

• Don’t give personal information over the
phone, through the mail or the Internet
unless you have either initiated the contact
or are sure you know who is asking.

How You Can Help Prevent Tax-related
Identity Theft
• Tax-related fraud isn’t a new crime, but tax preparation
software, e-filing and increased availability of personal data
have made tax-related identity theft increasingly easy to
perpetrate. The IRS is taking steps to reduce such fraud, but
taxpayers must play their part, too.

How they do it
• Criminals perpetrate tax identity
theft by using stolen Social Security
numbers and other personal
information to file tax returns in
their victims’ names. Naturally, the
fake returns claim that the filer is
owed a refund — and the bigger,
the better.

• To ensure they’re a step ahead of
taxpayers filing legitimate returns
and employers submitting W-2 and
1099 forms, the thieves file early in
the tax season. They usually request
that refunds be made to debit cards,
which are hard for the IRS to trace
once they’re distributed

IRS takes action
• The increasing rate of tax-related fraud — not to mention the wellpublicized 2015 IRS data breach — has spurred government
agencies and private sector businesses to act. This past June, a
coalition made up of the IRS, state tax administrators, tax
preparation services and payroll and tax product processors
announced a new program with five initiatives:

IRS five initiatives
• 1. Taxpayer identification. Coalition members will review transmission data such as
•
•
•
•

Internet Protocol numbers.
2. Fraud identification. Members will share fraud leads and aggregated tax return
information.
3. Information assessment. The Refund Fraud Information Sharing and Assessment
Center will help public and private sector members share information.
4. Cybersecurity framework. Members will be required to adopt the National Institute of
Standards and Technology cybersecurity framework.
5. Taxpayer awareness and communication. Members will increase efforts to inform the
public about identity theft and protecting personal data.

Your role in preventing fraud
• But the IRS and tax preparation professionals can’t fight fraud

without your help. Be sure to keep your Social Security card
secure, and if businesses (including financial institutions and
medical providers) request your Social Security number, ensure
they need it for a legitimate purpose and have taken precautions
to keep your data safe. Also regularly review your credit report.
You can obtain free copies from all three credit bureaus once a
year.

Consolidate accounts and
simplify your financial life
• If you’ve accumulated many bank, investment and other financial accounts over the years, you might

consider consolidating some of them. Having multiple accounts requires you to spend more time tracking
and reconciling financial activities and can make it harder to keep a handle on how much you have and
whether your money is being invested advantageously.

• Start by identifying the accounts that offer you the best combination of excellent customer service,

convenience, lower fees and higher returns. Hold on to these and consider closing the rest, keeping in mind
the bank account amounts you’ll be consolidating. The Federal Deposit Insurance Corporation generally
insures $250,000 per depositor, per insured bank. So if consolidation means that your balance might exceed
that amount, it’s better to keep multiple accounts. You should also keep accounts with different beneficiaries
separate.

• When closing accounts, make sure you stop automatic payments or deposits and destroy checks and cards

associated with them. To prevent any future disputes, obtain letters from the financial institutions stating that
your accounts have been closed. Closing an account generally takes several weeks.

The IRS does not initiate contact with taxpayers by email to request
personal or financial information. This includes any type of
electronic communication, such as text messages and social media
channels.
Report suspicious online or emailed phishing scams
to:phishing@irs.gov. For phishing scams by phone, fax or mail, call:
1-800-366-4484. Report IRS impersonation scams to the Treasury
Inspector General for Tax Administration’s IRS Impersonation
Scams Reporting.
Please note the information found here can be also found at
http://www.irs.gov/uac/Taxpayer-Guide-to-Identity-Theft

