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Abstract—Electricity grids are critical infrastructures. They are
credible targets of active (e.g., terrorist) attacks since their disruption may lead to sizable losses economically and in human lives. It
is thus crucial to develop decision support that can guide administrators in deploying defense resources for system security and reliability. Prior work on the defense of critical infrastructures has
typically used static or Stackelberg games. These approaches view
network interdictions as one-time events. However, infrastructure
protection is also a continual process in which the defender and
attacker interact to produce dynamic states affecting their best actions, as witnessed in the continual attack and defense of transmission networks in Colombia and Yemen. In this paper, we use
zero-sum Markov games to model these interactions subject to underlying uncertainties of real-world events and actions. We solve
equilibrium mixed strategies of the players that maximize their
respective minimum payoffs with a time-decayed metric. We also
show how the defender can use deception as a defense mechanism.
Using results for a 5-bus system, a WECC 9-bus system, and an
IEEE standard 14-bus system, we illustrate that our game model
can provide useful insights. We also contrast our results with those
of static games, and quantify the gain in defender payoff due to
misinformation of the attacker.
Index Terms—Markov games, power system security, smart grid
communication networks.
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I. INTRODUCTION

LECTRICITY networks are among the most critical infrastructures, and their disruptions can have severe economic, social, and security consequences. Disruption of trading
systems may lead to turmoils in financial markets. Lives may
be endangered if power needed for heating is lost during cold
weather, or it is lost during life saving procedures in hospitals.
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Loss of power may also disrupt communications, stall work,
cripple transportation, and/or lead to other major failures that
can potentially bring entire nations to a standstill. Because of
their importance, power networks are credible targets for active (e.g., terrorist) attacks. On the other hand, protecting these
networks is extremely challenging, due to their expansive geographical spans and complex interdependencies between system
components. For example, transmission lines may run for miles
in the open, and the system must maintain stable and prespecified power quality (e.g., frequency, voltage, and phase synchronization) for performance and safety of equipment.
To protect critical infrastructures from attacks, administrators need tools that support prudent decision making. In
particular, administrators need to make informed decisions
about where to deploy finite resources to harden the system
for maximum resiliency against adversaries. Such guidance
for infrastructure protection has been obtained using Markov
decision processes (MDP) or game theory. In MDP [4], the
system is modeled as a set of states with Markov transitions
between them. The problem is to optimize the actions of a
“player” (e.g., the defender) under the probabilistic outcomes
of these actions. The solution optimizes the actions of a single
player only. It is suitable for a defender to maximize system
reliability against passive disruptors of known probabilistic
behavior. Collectively, these disruptors may represent “nature,”
which may disrupt components through indeliberate events
such as bad weather or normal wear-and-tear.
Game theoretic approaches for infrastructure protection, on
the other hand, postulate a strong and informed attacker—one
capable of devising its own best counter strategies against the
defender. In a static game [5], both players choose their moves
simultaneously. In another form of leader-follower Stackelberg
games [6], the optimization of the players’ strategies is a bilevel
problem. At the inner level, the follower maximizes its payoff
given a leader’s strategy. At the outer level, the leader chooses a
strategy to maximize its own payoff subject to the follower’s
solution of the inner problem defined by . Notice that a strong
attacker model may also be applicable for play against nature, in
which case the analysis gives worst-case estimates of required
protection for reliability.
The above kinds of games view network interdictions as
one-time events. However, infrastructure protection is also a
continual process in which the players continue to interact to
produce dynamic states that reflect their respective best actions.
For instance, serial attacks by rebel separatists targeting the
power transmission networks in Colombia in the past two
decades (including 11 attacks on the national transmission
system on a single night and the cumulative loss of roughly

0885-8950/$31.00 © 2012 IEEE

MA et al.: MARKOV GAME ANALYSIS FOR ATTACK-DEFENSE OF POWER NETWORKS UNDER POSSIBLE MISINFORMATION

2740 towers since 1999) have resulted in a number of countermeasures by system administrators, including the setup of
backup control centers, better personnel training, improved
communication, and deployment of a sensor network for
protection [7]. Recently, the transmission network in Yemen
has also experienced repeated attacks by rival political forces
(power lines retargeted only minutes after engineers managed
to fix a prior sabotage attack), which led to a lengthy blackout
and severe disruptions within Yemen’s industries [8]. Markov
games model these interactions subject to inherent uncertainty
in the underlying physical system. They can be viewed as
generalizations of MDP to an adversarial setting. For the
protection of power networks, we assume that the attacker
deploys resources to disrupt transmission lines in a power
grid,1 and its goal is to maximize the amount of load shedding.
The defender’s goal, on the other hand, is to deploy defense
resources to minimize the amount of load shedding in the face
of such attacks. The directly opposing goals of the attacker and
defender lead to a zero-sum game formulation naturally.
Measuring the damage as the amount of shed load is a natural baseline. In addition, load in practical systems may be of
varying importance. For example, part of a power network may
serve critical government functions predominantly, whereas
another part may serve charging stations for plugged-in hybrid
electric vehicles (PHEVs) predominantly. Protection of the
former is arguably more important than the latter. Hence, we
will also consider a more general model in which shedding load
in different parts of the grid does different damage quantified
by cost functions. In this case, the attacker’s and defender’s
goals are to maximize and minimize the total cost of shed load,
respectively.
Game theoretic analysis has typically assumed a full information setting. From the defender’s point of view, the assumption rules out “security by obscurity” and leads to conservative
defense measures against a worst possible attacker. Such worst
case analysis is valuable, but at the same time, information can
be considered an asset that carries cost and may have significant
effects on achieved payoffs in practical situations. For example,
control and sensing information communicated in future smart
grids may be a valuable source of information for would-be
attackers. Advanced meter infrastructures (AMIs) may give a
comprehensive view of the distribution of load and resulting
power flows. More sophisticated attackers may even infer the
types of load based on their power signatures [10], leading to
knowledge about the cost functions in our model. Explicit consideration for the role of online information gives a cyber dimension of smart grid protection as a cyber-physical system
problem. In this paper, we will evaluate how the defender may
employ deception as a defense strategy to improve its payoff.
Our contributions are as follows. 1) We model the attack-defense of power networks as a Markov game. We solve equilibrium mixed strategies of the players that maximize their respective minimum payoffs by a time-decayed metric under uncer1Transmission lines can be considered particularly vulnerable targets due to
the impossibility of fully protecting their vast, open spans; for example, they are
the targets in the continual attacks in Colombia and Yemen. Alternatively, the
attacker could target power system equipment which can be quite expensive to
repair or replace, although we do not study these attacks in this paper.
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tainty. 2) We show that after our algorithm converges, the solution in each state is equivalent to that of a static game with a
composite payoff matrix. Analysis of this composite matrix simplifies the interpretation of results obtained by our algorithm. 3)
We apply our solution to three realistic power systems. We contrast our numerical results with those of static games, and show
that their analysis leads to useful insights in sometimes subtle
situations. 4) We discuss how deception can be used as a defense strategy, and quantify the gain in defender payoff due to
such deception.
The rest of this paper is organized as follows. Section II discusses related work. We define our system model in Section III
and solve optimal load shedding as a component problem in
Section IV. We solve the Markov game in Section V, under
possible misinformation of the attacker. We present and analyze numerical results for various power systems in Section VI.
Section VII concludes.
II. RELATED WORK
MDP has been used to analyze the security and vulnerability
of urban infrastructures. Jones et al. [11] use it to analyze the
actions of an intruder into transportation facilities. Jha et al. [4]
use MDP to interpret attack graphs in communication networks,
so that a minimal set of security measures can be determined
that will guarantee the safety of a system. Their work optimizes
the actions of the defender against a passive attacker, whose
strategy is fixed and given.
Game theory has been widely used to analyze the security
of critical systems. The competition between a defender and
an attacker in this context has been modeled as leader-follower
Stackelberg games [6], [12], [13], and static games [5], [14].
These games analyze one move of each player only, and so they
treat network interdictions as one-time events. In practice, the
defender may interact with the attacker in repeated plays that
evolve the system state dynamically. Alpcan et al. [15] model
these repeated plays under uncertainty as a Markov game. They
use the game model to design an intrusion detection system for
a communication network [15], and compare their results with
those obtained using static games.
Maximum load shedding in power networks by interdicting
transmission lines has been solved using bilevel mixed integer
nonlinear programming [16]. We solve optimal load shedding
as a component step in our analysis (Section IV). But since
our focus is not on the load shedding problem itself, we use
a more simple solution based on linearization of power phase
angle constraints.
The value of deception in critical infrastructure protection
has been noted by [12], although they do not present an analysis of this technique. In general, games with incomplete information has been analyzed [17], and it is possible for information to be learned through repeated plays [17]. In particular,
recent work studying the use of secrecy and deception to protect
critical infrastructures includes [18]–[20]. A Stackelberg game
model is used in [18] and [19]. Zhuang et al. use a multiple-period game to model the updates of information after each period [20]. These results all treat the critical infrastructures as
abstract objects with generic valuation and cost functions. Our
work makes the protection problem concrete by considering
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maximum impact load shedding in power networks under attack-defense formulations. In our particular application, the defender has to choose the best subset of “objects” (i.e., transmission lines) to protect under given budget constraints. We do not
yet model how a misguided attacker can learn the true information through repeated plays or other channels, but note that such
learning can be incorporated with definition of the appropriate
learning channels.
III. PROBLEM FORMULATION
In a power grid, generators supply electricity and loads consume it. They are attached to a set of buses—which we call generation and load buses, respectively—interconnected by a network of transmission lines of given capacities. Henceforth, we
refer to transmission lines as links.
An attacker aims to disrupt the power network by bringing
down one or more links, in order to cause maximum “disruption” of the load. A defender aims to minimize this disruption.
It does so by reinforcing links that are up, and repairing links
that are down. Strictly speaking, the status of a compromised
link can be a fine-grained concept—e.g., a link could be outaged without being physically damaged, in which case the link
may be automatically or manually restored rather quickly, or
the link could be damaged to different degrees of severity. Our
model takes a simplified binary up/down view of the links, in
order not to detract from the main game-theoretic features of
the problem.
In a baseline case, disruption is measured simply as the
amount of load (in power unit) that must be shed due to the
link failures. More generally, shedding different loads may
have different adverse impacts which we call the cost. A cost
function for a load bus, say , is given by
, which
specifies the cost of reducing the load from to (in power
units) on . In this case, disruption is measured as the total cost
of shed load due to the link failures.
We define a Markov game as follows. The state of the game
refers to the set of links that are currently up (links that are
not up are down) in the power network. The game proceeds in
discrete time steps. In each time step, the players choose a pair of
actions which, together with underlying probabilistic physical
events, may cause state transitions in a Markov manner.
We use the following notations throughout the paper.
•
: Action set of player , where
, corresponding to the attacker and defender, respectively. For the
attacker, the action
is the link that it chooses
to attack. We assume that the attacks are physical actions
targeting the chosen transmission link, such as damaging
an associated transmission tower or severing the link itself [7], [8]. For the defender, the action
is
the (down) link that it chooses to repair or the (up) link
that it chooses to reinforce. Applicable reinforcements include heightened security guarding the link in question,
or pre-mobilizing personnel and materials for repair in the
event of an attack. The players have limited budgets in that
in each time step, the attacker (respectively defender) can
choose a limited number of links to attack (respectively repair/reinforce) only.

•

: Set of game states, where each state is an enumeration
of the status of the links in order. We use “u” and “d” to
denote the up or down status, respectively.
•
: Set of mixed strategies over the action set ,
where each action
is assigned a probability with
which it is executed.
•
: Probability for an up link to fail in a time step upon
attack, when reinforced by the defender during that time
step.
•
: Probability for an up link to fail upon attack, when it
is not reinforced. We have
.
•
: Probability for a down link to recover (i.e., become
up) in a time step, when repaired by the defender and not
further attacked during that time step.
•
: Probability for a down link to recover when it is not
repaired by the defender and not attacked. We have
.
We assume that the attacker can attack a link that is already
down. Such an action will reduce the probability that the link recovers. For example, if a down link is repaired by the defender
and further attacked by the attacker in a time step, then its probability of recovery is
. If the down link is not
repaired by the defender, then its probability of recovery under
attack is
.
Since the load shedding goals of the attacker and defender are
directly opposing, we have a zero-sum game. A pair of player
actions in a state will bring an immediate reward for the players.
For the attacker, this reward is the expected cost of shed load
due to the resulting probabilistic transitions to the possible next
states. The defender’s immediate reward is the negative of this
number. Further to the immediate reward, each possible state
transition if realized will bring the game to a new state, where
the game will carry on. A further immediate reward will be obtained in the new state with further new state transitions, and
so on. Hence, a pair of actions taken in a state will accrue a
long-term reward in general.
Formally, define
as the expected immediate reward, i.e., the expected cost of immediate shed load, for the attacker when it takes action and the defender takes action in
state . (Reward for the defender is the negative of this number.)
Further define
as the expected long-term reward, i.e.,
the expected long-term cost of shed load, for the attacker when
it takes action and the defender takes action in state . (Expected long-term reward for the defender is the negative of this
number.) For the attacker in the Markov game, the value, interpreted as the expected optimal long-term cost of shed load, of
state
is
(1)
where
is the probability of action in the optimal mixed
of the attacker. The expected long-term reward,
strategy
quality, of action against action in state is
(2)
where
,
probability of the state transition from

to

, is the
under the actions
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Consider active power in a lossless system. Our formulation
is similar to other formulations in the literature [16], except that
we additionally incorporate a per-bus cost function to quantify
the importance of the load attached to each bus:
(4)
Fig. 1. Excerpt of state transitions from state
system.

for the 5-bus

(5)
(6)

and of the attacker and defender, respectively, and is a
discount factor satisfying
. The transition probability
is derived from the corresponding probabilities
,
,
and
based on states and as well
as the actions and . For example, at state
, link
4 is both defended and attacked, then the probability to transit
to
is given by
, i.e., the reinforced link fails
under attack. Fig. 1 illustrates an excerpt of the state transitions
from state
for the 5-bus system (Fig. 4). gives
the discount factor of future rewards on the optimal decision.
Small values of emphasize near-term gains while large values
emphasize future rewards. may also be interpreted as the belief of possible future interactions held by the players.
Similarly, the value of state
for the defender is

(3)
Notice that in general,
and
computed from
(1) and (3) are different. In particular,
, where
(1) corresponds to the primal problem and (3) corresponds to the
dual problem. The inequality expresses weak duality relating the
primal and dual problems in general [21, Section 5.4]. When the
Markov game is zero-sum, however, strong duality applies [21,
Section 5.4] and equality holds due to the strong max-min property. Hence, we use
to denote the value of state
, and
. The optimal solutions computed
individually by the two players are therefore best responses to
each other and they are in Nash equilibrium. The equilibrium
solutions are necessarily Pareto-optimal, because we cannot improve the payoff of one player without hurting that of the other
in a zero-sum game.

IV. OPTIMAL LOAD SHEDDING
In order to determine their payoffs in the Markov game, the
players need to solve the physics of optimal load shedding in
power networks. We formulate the problem as a constrained optimization problem, under physical constraints of stable power
flows. We use superscript
to denote transpose, and
and
to denote generation and load, respectively. The blackboard
bold letter represents the set of real numbers,
denotes the
set of real column vectors, and
denotes the set of real
matrices. The cursive symbols and represent component-wise inequalities between vectors.

(7)
(8)
(9)
where is the total number of buses in the power network
of which are generation buses, and
is the cost function of load shedding on bus .
gives the incidence matrix for the topology of the power network. In the incidence matrix, each row and column correspond to a link and
bus of the grid, respectively.
is a diagonal matrix each of whose diagonal elements represents the susceptance of the corresponding link.
represents the phase
angle at each bus, and
indicates the power distribution over the buses. For bus ,
represents active power generation while
represents active power consumption.
gives the link capacities, and
gives the changes in power distribution over the buses due to link failures and corresponding
load shedding, in which
is the power reduction at the
given generation buses, and
represents the distribution
of load shedding to be optimized.
Physical constraints of the optimization problem are given
as follows. Constraint (5) is the physical power flow constraint
[16]. Since load power sources are negative, the first inequality
in constraint (6) ensures that load is being shed (i.e., not added)
and the second inequality ensures that the shed amount is not so
much that it will turn a load into generation. Similarly, constraint
(7) ensures that power will only be shed from the generation
without making it become a load. Constraint (8) ensures that
the phase angles are such that the system will be in a stable state
[22]. The last constraint (9) gives the capacity limits of the links.
The trigonometric sine function in constraint (5) makes the
optimization highly non-convex. However, under normal operation the phase angle differences
[16], where
. As
for
, constraint (5) can be linearized as
and constraint (9) becomes
. The hardness of the optimization problem then depends on (4), the cost function of load shedding. If the function
is convex, the optimization problem is also convex. In this case,
efficient techniques, such as interior-point methods [23], exist
for the optimal solution. On the other hand, for non-convex optimization, adaptive stochastic search methods [24] are needed
to overcome local optima.
The expected immediate reward of the attacker,
, is
then given by
, where
is the minimum cost of shed load solved by (4), with the incidence matrix
updated according to the state .
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V. MARKOV GAME SOLUTION
We now solve the Markov game defined in Section III. Our
goal is to compute equilibrium best policies for both players,
where a policy is the set of per-state optimal mixed strategies of
the player concerned, and an optimal strategy is one that maximizes the minimum long-term reward under the best strategy
of the opponent. It is known that every Markov game has a
non-empty set of optimal policies for each player, and one of
them is stationary, i.e., it is time-independent [25]. Our solution
will find this optimal stationary policy for each player. Once the
optimal policies of the players are determined, the Markov transition probabilities are completely defined and the system will
evolve as a standard Markov process.

Fig. 2. Dynamic programming algorithm for solving the Markov game.

TABLE I
FOR
QUALITY OF ACTIONS OF THE TWO PLAYERS IN STATE
(A) A STATIC GAME THAT DOES NOT CONSIDER FUTURE REWARDS (B) THE
FULL MARKOV GAME. NUMBERS ARE PAYOFFS FOR THE ATTACKER. HENCE,
THE ATTACKER PREFERS LARGER NUMBERS, WHILE THE DEFENDER PREFERS
SMALLER NUMBERS.

A. Both Players Have Complete Information
We first consider the case in which both players have complete information about the game. The solution is a generalization of value iteration, a common dynamic programming technique for solving MDPs [15], [25], to a game-theoretic setting.
Recall from Section III that the value of state
in the
game is given by (1) for the attacker, and by (3) for the defender.
The optimal mixed strategy of the attacker can be obtained by
solving the following linear program:

The optimal of the defender can be obtained similarly. The
optimal specifies a mixed strategy for the defender (attacker)
who chooses the action
with the probability specified by
based entirely on the current state . Such strategy may
be implemented by the defender using a random number generator to pick which link to reinforce or repair.
The value iteration algorithm for computing the optimal
and
for given
is specified in Fig. 2. The algorithm
iteratively estimates the values of and by treating the equal
signs in (2) and (1) as assignment operators for updating the
estimates. These estimates will converge to their correct values
[26]. Notice that each iteration of the algorithm produces a
mixed strategy for one player in state by linear programming
(Line 7). These mixed strategies will similarly converge to the
optimal one, and hence we obtain one player’s optimal policy
when the algorithm terminates. We then use the converged ’s
to solve for ’s by linear programming from the perspective
of the other player, and obtain the optimal policy of the other
player.
Notice that we initialize
. As a result, the mixed
strategy of the player after the first iteration is its optimal mixed
strategy in a static game that does not consider rewards in future time steps, and the obtained
corresponds to the payoff
in state of this static game. For instance, for the 5-bus system
shown in Fig. 4, Table I(a) shows the payoff matrix of the static
game for state
. Notice that the matrix shows the

payoff to an attacker, and hence, the attacker prefers an action that returns a larger number, while the defender prefers
an action that returns a smaller number. As we consider future rewards, the payoff matrix will evolve during the iterative
process of the algorithm. When their effects are fully considered, Table I(b) shows the “composite” payoff matrix for the
same state
after the convergence of in Line 9.
For any state , the optimal mixed strategy of the player in the
Markov game is equivalent to the optimal mixed strategy solved
for an equivalent static game with the composite matrix as payoffs. This view facilitates the interpretation of results obtained
for the Markov game.
B. One Player With False Information
We now consider the case when one player, the attacker, has
false information about the game, presumably because of deception strategies employed by the defender. Specifically, we
assume that the defender has misled the attacker into using incorrect cost functions that quantify the damage of load shedding.
Also, the defender knows these incorrect cost functions.
Our analysis assumes that the attacker will solve the Markov
game using the algorithm in Section V-A, but with the false cost
functions as input. After that, since the defender knows the attacker’s misinformation, it can take advantage of the deception
by computing a best response to the attacker’s perceived optimal
policy. In doing so, since the policy of the attacker is now fixed,
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Fig. 3. Dynamic programming solution for the MDP used by the defender to
compute its best response to a misguided attacker policy.
Fig. 5. Standard WECC 9-bus system. (a) Bus diagram. (b) Link diagram.

Fig. 4. 5-bus system. (a) Bus diagram. (b) Link diagram.

the defender may optimize by solving a standard MDP formulated as follows:
(10)

Fig. 6. Standard IEEE 14-bus system. (a) Bus diagram. (b) Link diagram.

TABLE II
LOAD AND SUPPLY DISTRIBUTION OF 5-BUS SYSTEM

(11)
In the above, the misguided policy of the attacker affects the
and the transition probability
.
reward
The MDP can be solved by value iteration [27], and the algorithm is given in Fig. 3. In the algorithm, the optimal policy
of the defender is computed in Line 7 after the value iteration
converges.
Note that our analysis has focused on the benefit of deception
and ignored its cost. If the deception cost is known or can be
estimated with good accuracy, it can be readily integrated into
the proposed game model.
VI. EVALUATIONS
We present numerical results to illustrate solutions of the
Markov games, which include the static games as a special case
. We have results for a 5-bus system [1], a WECC 9-bus
system [2], and an IEEE standard 14-bus system [3]. Their
bus and link diagrams are given in Figs. 4–6, respectively,
and their per-bus aggregate generation and load are listed in
Tables II–IV, respectively. We note that a common industry
practice is to operate power networks under the so called
criterion [28]. For simplicity, we do not incorporate redundancy
in our experimental settings to satisfy the
criterion. The
simplification allows the effects of a successful link attack to
manifest themselves immediately. We will focus on the 5-bus
system for illustration of the more detailed results, since its
relative simplicity facilitates the exposition.
Notice that certain links in a power system are particularly
important, in that interdicting such a link by itself will already

TABLE III
LOAD AND SUPPLY DISTRIBUTION OF WECC 9-BUS SYSTEM

cut off a large amount of power flow from generation to load.
In the 5-bus system, links and are particularly important,
with being more so. In the 9-bus system, links , , and
are particularly important, with being the most. In the 14-bus
system, links and are particularly important. These important links usually form the focus of the player strategies.
A. Complete Information: Amount of Load Shed as Cost
We begin the evaluation with the assumption that both players
have complete information of the game. The cost function of
load shedding is the amount of load shed.
Fig. 7 shows the player strategies in selected states of the
Markov game for the 5-bus system. In the figure, a bar labeled
gives the probability that the attacker will attack link ,
gives the probability that the defender
and a bar labeled
will repair link (if is down) or reinforce link (if is up). For
represents the probability for the attacker to atexample,
tack . Only actions with non-zero probabilities are included in
the figure. The defender and the attacker have budgets to affect
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TABLE IV
LOAD AND SUPPLY DISTRIBUTION OF IEEE 14-BUS SYSTEM

Fig. 7. Player strategies in selected states of the Markov game for the 5-bus system. Both players have budgets to affect one link only in a time step.
. (a) State
. (b) State
. (c) State
.

Fig. 8. Selected player strategies for the 9-bus system. Both players have budgets to affect one link in a time step.
. (b) State
. (c) State
.
(a) State

Fig. 9. Selected player strategies for the 14-bus system. Both players have budgets to affect one link in a time step.
. (b) State
. (c) State
(a) State

one link only in a time step. The results show that the optimal
policies of the players may change significantly as we vary
from zero (static game) to 0.7.
For instance, Fig. 7(a) shows that in state
, the
to
defender progressively shifts its focus from reinforcing
reinforcing , while the attacker also attacks apart from , as
increases. This observation can be explained using the payoff
matrix of the static game [Table I(a)] and the composite payoff
[Table I(b)]. Notice
matrix of the Markov game when
that the numbers shown are the costs of load shedding and hence
represent payoffs for the attacker—the attacker prefers higher
numbers while the defender prefers lower numbers. Table I(a)
shows that in the static game, the payoff of attacking is always
higher than that of attacking , i.e., both and are important
but is even more so. Hence, the attacker will only attack ,
to minimize its cost.
and the defender will always defend

.

.
.

However, Table I(b) shows that in the Markov game, the payoff
of attacking is always higher than attacking , except in the
case that the defender is also reinforcing . Hence, when is
being reinforced with sufficiently high probability, the attacker
begins to use a mixed strategy that includes . This illustrates
a subtle interplay between the players: Although a successful
attack on will bring higher benefit to the attacker, it is also
more difficult if is also reinforced by the defender. Hence,
the attacker shifts some of its focus to the easier target .
Figs. 8 and 9 show selected strategies of the players in the
Markov game for the 9-bus and 14-bus systems, respectively.
Notice that in the 14-bus system, five of the links, namely
, are relatively unimportant, in that the
amount of load shedding is relatively small when each of them
is down. For simplicity, we remove them from consideration in
the player strategies.
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Fig. 10. Optimal strategies of the two players in

Fig. 11. Optimal strategies of the two players in

for the 5-bus system, as a function of the cost of load shedding at Bus 3
. (a) Static game
. (b) Markov game,
. (c) Markov game,
.

for the 5-bus system, as a function of the cost of load shedding at Bus 3
. (a) Static game
. (b) Markov game,
. (c) Markov game,
.

B. Complete Information: Concave Functions as Cost
We now show results for concave cost functions; the experimental setting is otherwise the same as in the previous experiment. The cost function of shedding load at bus is given by

where the load of bus is reduced from to and is a given
constant
. Notice that as the parameter increases,
the cost of shedding load at bus also increases. We further
assume that both players have budgets to affect one link only
in a time step.
1) Impact of Load Shedding Cost: We use the 5-bus system
to study the impact of load shedding cost on the optimal strategies of the two players. Fig. 10 shows how the players’ optimal
strategies may change in state
, as the cost of load
shedding at Bus 3 increases, i.e., as is varied to be 0.2, 0.4,
0.6, and 0.8. The three sub-figures give results for
,
and 0.7, respectively. Fig. 11 gives corresponding results for
state
.
The strategies of the players can be explained by inspecting
the composite payoff matrices of the games in different states.
We first discuss the state
. Because of space constraint, we focus on the payoff matrices for
. They are
Table V(a)–(d), for
, and 0.8, respectively.
When
, attacking is the attacker’s dominant strategy
[Table V(a)], since the attacker prefers higher numbers in the
table. This agrees with the attacker’s choice of as the pure
strategy in Fig. 10(a). As
increases, the payoffs in the matrices increase from Table V(a)–(d), which simply reflects the
more expensive load shedding at Bus 3. However, notice also
that the payoffs in column 5 generally increase more than those
in column 4. This suggests that interdicting affects more of

.

.

the load on Bus 3 than interdicting . Moreover, attacking is
no longer a dominant strategy for the attacker.
When
, the load shedding cost in state
is lower than that in state
. Hence,
,
the state that will be reached if fails, is more attractive to the
defender than
, the state that will be reached if
fails. One might therefore think that the defender will be more
likely to protect than when
. Fig. 10 shows that
this is not the case, however. From the figure, we see that in fact
as increases, the defender always becomes more likely to reinforce than (which is also true for
). When
and 0.8, the defender’s mixed strategies use a higher probability
to reinforce than . This counter-intuitive behavior of the defender can be explained by noting that when increases from
0.4 to 0.8, the attacker also steps up its efforts in attacking ,
and when
and 0.8, the attacker is more likely to attack than . We again have an intricate interplay between
the players’ actions: Although a successful attempt to keep
up will be most attractive to the defender, it has also become
harder due to the attacker’s focus on . This motivates the defender to invest more on the easier-to-protect link , so that it
will have a better chance of success, and is still important to
the defender although not as much as .
We now illustrate results for state
. In this state,
the most important links and are down. Because of space
constraints, we present two payoff matrices of the static game
in Tables VI(a) and VI(b), for
and 0.8, respectively.
From the tables, notice that the best actions of the defender
are always to repair or if these links are not attacked by
the attacker. (Recall that the defender prefers lower numbers in
these tables.) This simply reflects the higher importance of these
links to the defender than the others. When either of these links
is attacked, as it happens in the attacker’s chosen strategy, the
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TABLE V
QUALITY OF ACTIONS OF THE TWO PLAYERS IN STATE
FOR A STATIC GAME THAT DOES NOT CONSIDER FUTURE REWARDS.
. ATTACKER PREFERS LARGER
NUMBERS, DEFENDER PREFERS SMALLER NUMBERS. (A)
.
. (C)
. (D)
(B)
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TABLE VI
QUALITY OF ACTIONS OF THE TWO PLAYERS IN STATE
FOR A STATIC GAME THAT DOES NOT CONSIDER FUTURE REWARDS.
. ATTACKER PREFERS LARGER
NUMBERS, DEFENDER PREFERS SMALLER NUMBERS. (A)
.
(B )

C. Impact of Deception

optimal defender strategy is a mixed strategy between and
(Fig. 11).
We know also that, as
increases, the cost of load shedding in
, the state that will be reached if
recovers, increases more slowly than that in
, the
state that will be reached if recovers. Hence the defender increasingly prefers to recover than . This preference is reflected in Fig. 11, where the defender always becomes more
likely to repair than as increases (for all the values of ).
On the other hand, when
, the attacker becomes less
likely to attack as increases. When
, the attacker in
fact no longer includes as part of its mixed strategy, but it includes instead. These decisions reflect the attacker’s attempt
to look for easier targets—links that have a higher chance to
bring down—in the face of the defender’s emphasis on and
. In particular, when the defender focuses exclusively on
and , an attack on is certain to succeed since
. In
addition, a failed is still attractive to the attacker, although not
as much as and .

In this section, we evaluate how the defender can increase its
payoff by misleading the attacker into using false cost functions
for the load shedding. We present results for the 5-bus system
and the WECC 9-bus system.
Figs. 12 and 13 show the load shedding cost of the defender
after obtaining a best response to the perceived optimal policy
of the attacker under misinformation. In Fig. 12, the true cost
function is the amount of load shed, and the deceiving cost functions are the concave functions presented in Section VI-B. We
set
and
while varying for the 5-bus system.
For the 9-bus system, we set
for
and
and vary . We observe that in general, the defender gains (i.e., its load shedding cost is reduced) as the deceiving cost functions deviate more from the true ones.
In Fig. 13, the true cost function for the 5-bus system is the
concave function with
, and that
for the 9-bus system is the concave function with
for
and
and
. The deceiving
cost functions for both bus systems are the respective amounts
of load shed. The results show that the defender always reduces
its load shedding cost by using deception. The gains in some of
the states are significant (up to 50% cost reduction), although in
general they depend on detailed parameters.
VII. CONCLUSION
We have presented a Markov game analysis of attack-defense
in power systems, while considering the dimension of information that will become more important with the advent of smart
grids. Our results complement related results using static games
or Stackelberg games. We show that consideration of repeated
plays under Markov-type uncertainties will in general modify
the strategies of the players relative to games with single plays.
This is because the players will need to consider the impact of
a current action on the future plays, although the future rewards
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are generally discounted by a factor . We have applied our analysis to a 5-bus system that has been studied in the literature, a
WECC 9-bus system, and an IEEE standard 14-bus system. The
relative simplicity of the 5-bus system has allowed us to analyze
its results in detail. Our analysis exposes subtle features of the
game solutions, considering the values of different game states
to the players and the intricate interplay between their strategies.
We have also shown how a defender can exploit the information
dimension by using deception, and that doing so will always increase the defender’s payoffs, although the size of the gains will
depend on more detailed parameters. It is clear that such deception can likewise be gainfully employed by the attacker. How a
deceived player may learn the true information through repeated
plays and other channels is an interesting problem for further research. It is also interesting to apply our analysis to other critical
infrastructures.
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