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PART 160--GENERAL ADMINISTRATIVE REQUIREMENTS

Authority: 42 U.S.C. 1302(a); 42 U.S.C. 1320d-1320d-9; sec. 264, Pub
2033-2034 (42 U.S.C. 1320d-2(note)); 5 U.S.C. 552; secs. 13400-1
258-279; and sec. 1104 of Pub. L. 111-148, 124 Stat. 146-15

§160.101 Statutory basis and purpose.

The requirements of this subchapter 1mplement sectlons ] arotgh 9-1 180 of the Social
Security Act (the Act), as-added-byseetion D s Lay ? asections 262
and 264 of Public Law 104—1—94— 191, section 10 aw 110- 233 sectlons 13400-13424 of

§160.102 Applicability.

(a) Except as otherwise provided, ds, requirements, and implementation specifications
adopted under this subchapter app the following entities:

(1) A health plan.

(c) he €xtent required under the Social Security Act, 42 U.S.C. 1320a—7c(a)(5), nothing in this
subchapter shall be construed to diminish the authority of any Inspector General, including such
authority as provided in the Inspector General Act of 1978, as amended (5 U.S.C. App.).

§160.103 Definitions.
Except as otherwise provided, the following definitions apply to this subchapter:
Act means the Social Security Act.

Administrative simplification provision means any requirement or prohibition established by:
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(1) 42 U.S.C. 1320d-1320d-4, 1320d-7, 1320d-8, and 1320d-9;

(2) Section 264 of Pub. L. 104-191;
(3) Sections 13400-13424 of Public Law 111-5; or

(4) This subchapter.

ALJ means Administrative Law Judge.

ANSI stands for the American National Standards Institute.

Business associate: (1) Except as provided in paragraph (24) of this definition, busin ssociate
means, with respect to a covered entity, a person who:

(i) On behalf of such covered entity or of an organized health care a efined
in §+64-501-ef this subehaptersection) in which the covered enti& s, but other
e or

than in the capacity of a member of the workforce of such covere angement,

perbem e it s eelsemanec s Bereates, '

A)-Areceives, maintains, or transmits protected | 1for
or activity— oo el e
information-regulated by this subchaptergincluding'e
administration, data analysis, processing
quality assurance, patient safet 1vit

management, practice manageme

t DY oA O
o I

ation for a function
] S tdent able he
S processing or
pistration, utilization review,
1sted.dat 42 CFR 3.20, billing, benefit

dwepricing; ordByAny-otherfunetion-or

ember of the workforce of such covered

, consulting, data aggregation (as defined in §164.501 of
, admiinistrative, accreditation, or financial services to or for
r an organized health care arrangement in which the covered
vision of the service involves the disclosure of

; cted health information from such covered entity or
arrangement, or{ fror @ business associate of such covered entity or arrangement, to
the perso

(i1) Provides, other than in apa 0
entity, legal, actuarial, accou
this subchapter), manage
such covered entity, or to
entity participates,

(2) A covered gfi ambe a business associate of another covered entity.

'_w‘-@ cludes:
\ 4

(1) A_Health Information Organization, E-prescribing Gateway, or other person that
@ es data transmission services with respect to protected health information to a
overed entity and that requires access on a routine basis to such protected health

formation.

1) A person that offers a personal health record to one or more individuals on behalf of a
covered entity.

iii) A subcontractor that creates, receives, maintains, or transmits protected health
information on behalf of the business associate.

[\
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(4) Business associate does not include:

1) A health care provider, with respect to disclosures by a covered entity to the health care
provider concerning the treatment of the individual.

11) A plan sponsor, with respect to disclosures by a group health plan (or by a health
insurance issuer or HMO with respect to a group health plan) to the plan sponsor, to the
extent that the requirements of §164.504(f) of this subchapter apply and are met.

111) A government agency, with res ect to determining eligibility for, or enrollment in, a

extent such activities are authorized by law.

(iv) A covered entity participating in an organized health care arrangémen erforms a
function or activity as described by paragraph (1)(i) of this definition foror fof

such organized health care arrangement, or that provides a service:as,described in
paragraph (1)(ii) of this definition to or for such orgamzed hea h care@irang ent;-dees

ava Raba hranagh tho na armance-o h N o016 . . Pho 13 OHB—O
O Dy O s, O a O - o O DTV v, v, o
2 o

efgamzed—hea}&reaf%afpaﬂgemem— bV V1rtue of such ﬁs_ “ ices.

Civil money penalty or penalty means the amount determined under §160.404 of (3)-A-cevered

entity-may-be-a-business-associate-of anothe :w-:--"_Am and includes the plural of

these terms.

CMS stands for Centers for Medicare &
Human Services.

within the Department of Health and

a covered entity or business associate must comply with
irement, or modification adopted under this

Compliance date means the date by
a standard, implementation speci 10N,
subchapter.

Covered entity means:

der who transmits any health information in electronic form in connection
ered by this subchapter.

EIN stands for the employer identification number assigned by the Internal Revenue Service, U.S.
Department of the Treasury. The EIN is the taxpayer identifying number of an individual or other
entity (whether or not an employer) assigned under one of the following:

(1) 26 U.S.C. 6011(b), which is the portion of the Internal Revenue Code dealing with identifying
the taxpayer in tax returns and statements, or corresponding provisions of prior law.

(2) 26 U.S.C. 6109, which is the portion of the Internal Revenue Code dealing with identifying
numbers in tax returns, statements, and other required documents.
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Electronic media means:

(1) Electronic storage sedia-material on which data is or may be recorded electronically, including
mermory, for example, devices in computers (hard drives) and any removable/transportable digital
memory medium, such as magnetic tape or disk, optical disk, or digital memory card;-er

(2) Transmission media used to exchange information already in electronic storage medla
Transmission medla 1nclude for example the -

extranet or intranet, leased hnes dial-up llnes prlvate networks and the phys1ca1 movement of
removable/transportable electronic storage media. Certain transmissions, including of paper;, via
facsimile, and of voice, via telephone, are not considered to be transmissions via electron edia;

beeause if the information being exchanged did not exist in electronic form immedi the
transmission.
Electronic protected health information means information that comes w (i) or

(1)(ii) of the definition of protected health information as specified in this

Employer is defined as it is in 26 U.S.C. 3401(d).

Family member means, with respect to an individual:

A dependent (as such term is defined in 45 CFR 144. Q'__ of the'individual; or

(2) Any other person who is a first-degree, second-d e, third-degree, or fourthdegree relative of
the individual or of a dependent of the individual. m by afﬁmt y(such as by marriage or
adoption) are treated the same as relatives b “L @ / (that is relatlves who share a common
biological ancestor). In determining the degree of th 1onship, relatives by less than full

consang y (such as half-sibling W_nﬁm one parent) are treated the same as relatives b

full consanguinity (such as siblings v L hare both parents).

First-degree relatives ine parents, spouses, siblings, and children.

and nieces.

Third-degreeielatives include great-grandparents, great-grandchildren, great aunts
great uficles, 4 irst cousins.

c aree relatives include great-great grandparents, great-great grandchildren

’ {zed of first cousins. Genetic information means:

paragraphs (2) and (3) of this definition, with respect to an individual, information

abou

(i) The individual’s genetic tests;
(ii) The genetic tests of family members of the individual;

ii1) The manifestation of a disease or disorder in family members of such individual; or

iv) Any request for, or receipt of, genetic services, or participation in clinical research
which includes genetic services, by the individual or any family member of the individual.

BakerHostetler
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2) Any reference in this subchapter to genetic information concerning an individual or famil
member of an individual shall include the genetic information of:

1) A fetus carried by the individual or family member who is a pregnant woman; and

11) Any embryo legally held by an individual or family member utilizing an assisted
reproductive technology.

(3) Genetic information excludes information about the sex or age of any individual.

Genetic services means:

(1) A genetic test;

pathological condition.

Group health plan (also see definition of health plan in t means an employee welfare
benefit plan (as defined in section 3(1) of the Emplg Retir, Income and Security Act of
1974 (ERISA), 29 U.S.C. 1002(1)), including ins elf-insured plans, to the extent that the

(1) Has 50 or more participants (a in section 3(7) of ERISA, 29 U.S.C. 1002(7)); or
(2) Is administered by an enti er than the employer that established and maintains the plan.

HHS stands for the De of Health and Human Services.

Health care means
includes, but i

, or supplies related to the health of an individual. Health care

Health care clearinghouse means a public or private entity, including a billing service, repricing

company, community health management information system or community health information
system, and “value-added” networks and switches, that does either of the following functions:

(1) Processes or facilitates the processing of health information received from another entity in a

nonstandard format or containing nonstandard data content into standard data elements or a
standard transaction.
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(2) Receives a standard transaction from another entity and processes or facilitates the processing
of health information into nonstandard format or nonstandard data content for the receiving entity.

Health care provider means a provider of services (as defined in section 1861(u) of the Act, 42
U.S.C. 1395x(u)), a provider of medical or health services (as defined in section 1861(s) of the Act,
42 U.S.C. 1395x(s)), and any other person or organization who furnishes, bills, or is paid for health
care in the normal course of business.

Health information means any information, including genetic information, whether oral or recorded
in any form or medium, that:

(1) Is created or received by a health care provider, health plan, public health authority, employer,
life insurer, school or university, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or condition,of an individual; the
provision of health care to an individual; or the past, present, or future paymentfor theyprevision of
health care to an individual.

Health insurance issuer (as defined in section 2791(b)(2) of the PHS#Act, 42 U.S:C.300gg—
91(b)(2) and used in the definition of health plan in this sectign) meansan inSurance company,
insurance service, or insurance organization (including an HMO)thats,licensed to engage in the
business of insurance in a State and is subject to State law that regulates insurance. Such term does
not include a group health plan.

Health maintenance organization (HMO) (as definedfifiisection 2791(b)(3) of the PHS Act, 42
U.S.C. 300gg-91(b)(3) and used in the definition/of healthiplan in this section) means a federally
qualified HMO, an organization recognized'as,an HMO under State law, or a similar organization
regulated for solvency under State law in the same mamfier and to the same extent as such an HMO.

Health plan means an individual or group.plan thatprovides, or pays the cost of, medical care (as
defined in section 2791(a)(2) of the.PHS Aet, 42 U.S.C. 300gg-91(a)(2)).

(1) Health plan includes the #6llowing, singly or in combination:
(i) A group health plan, as defined in this section.
(i1) A healthinSuranee,issuer, as defined in this section.
(iii) An HM@, as‘defined in this section.
(1v) PartyA.or Part B of the Medicare program under title XVIII of the Act.

(v) The Medicaid program under title XIX of the Act, 42 U.S.C. 1396, et seq.

(v1) The Voluntary Prescription Drug Benefit Program under Part D of title XVIII of the
Act, 42 U.S.C. 1395w-101 through 1395w-152.

(vii) An issuer of a Medicare supplemental policy (as defined in section 1882(g)(1) of the
Act, 42 U.S.C. 1395ss(g)(1)).

policy.
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(wiix) An employee welfare benefit plan or any other arrangement that is established or
maintained for the purpose of offering or providing health benefits to the employees of two
or more employers.

(#%x) The health care program for aetive-military-persenneluniformed services under title
10 of the United States Code.

(*xi) The veterans health care program under 38 U.S.C. chapter 17.

(xii) The Indian Health Service program under the Indian Health Care Impro nt'Act,

25 U.S.C. 1601, et seq.

(xiii) The Federal Employees Health Benefits Program under 5

(xiv) An approved State child health plan under title XXI of the Act, benefits for
child health assistance that meet the requirements of section th ,42 U.S.C.

1397, et seq.
(xv) The Medicare+Cheoiee Advantage program un & e XVIII of the Act, 42

U.S.C. 1395w-21 through 1395w-28.

(xvi) A high risk pool that is a mechanism g

provides or pays for the co
Act, 42 U.S.C. 300gg—91(a)

(2) Health plan excludes:

o the extent that it provides, or pays for the cost of,

(i) Any policy, plat ora
isted in section 2791(c)(1) of the PHS Act, 42 U.S.C. 300gg—

excepted benefits t

(i) A
definitio

t-funded program (other than one listed in paragraph (1)(i)—(xvi) of this
hose principal purpose is other than providing, or paying the cost of, health
care; or
(B) Whose principal activity is:
(1) The direct provision of health care to persons; or
(2) The making of grants to fund the direct provision of health care to
persons. Implementation specification means specific requirements or

instructions for implementing a standard.

Individual means the person who is the subject of protected health information.
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Individually identifiable health information is information that is a subset of health information,
including demographic information collected from an individual, and:

(1) Is created or received by a health care provider, health plan, employer, or health care
clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or condition of an individual; the
provision of health care to an individual; or the past, present, or future payment for the provision of
health care to an individual; and

(i) That identifies the individual; or

(i1) With respect to which there is a reasonable basis to believe the informationsean sed
to identify the individual. '

Manifestation or manifested means, with respect to a disease, disorder, ofypatholog ondition
that an individual has been or could reasonably be diagnosed with the discase order, or
pathological condition by a health care professional with appropriate train ;_@. srtise in the

field of medicine involved. For poses of this subchapter, a diseasg, diso atholo gical
condition is not manifested if the diagnosis is based princi n g Vﬂ rmation.

Modify or modification refers to a change adopted by the Secretaryythrough regulation, to a

standard or an implementation specification.
i @ ypically receive health care from more

hich more than one covered entity participates and in

Organized health care arrangement means:

(1) A clinically integrated care setting in
than one health care provider;

(2) An organized system of health c
which the participating covered e

(i) Hold themselves blic as participating in a joint arrangement; and

(i1) Participate ih j ctivities that include at least one of the following:

eview, in which health care decisions by participating covered

uality assessment and improvement activities, in which treatment provided
y participating covered entities is assessed by other participating covered entities
or by a third party on their behalf; or

(3) A group health plan and a health insurance issuer or HMO with respect to such group health
plan, but only with respect to protected health information created or received by such health
insurance issuer or HMO that relates to individuals who are or who have been participants or
beneficiaries in such group health plan;
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(4) A group health plan and one or more other group health plans each of which are maintained by
the same plan sponsor; or

(5) The group health plans described in paragraph (4) of this definition and health insurance issuers
or HMOs with respect to such group health plans, but only with respect to protected health
information created or received by such health insurance issuers or HMOs that relates to
individuals who are or have been participants or beneficiaries in any of such group health plans.

Person means a natural person, trust or estate, partnership, corporation, professional association or
corporation, or other entity, public or private.

Protected health information means individually identifiable health information:

(1) Except as provided in paragraph (2) of this definition, that is:
(i) Transmitted by electronic media;

(i1) Maintained in electronic media; or

(iii) Transmitted or maintained in any other form or mediu

(2) Protected health information excludes individually identifia alt ormation-s::

(i) EdueationIn education records covered by th
Act, as amended, 20 U.S.C. 1232g;

ucational Rights and Privacy

(1) Classification of components:;

(i1) Specification of materials, performance, or operations; or
(iii) Delineation of procedures; or

(2) With respect to the privacy of individuathy-identifiableprotected health information.

Standard setting organization (SSO) means an organization accredited by the American National
Standards Institute that develops and maintains standards for information transactions or data
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elements, or any other standard that is necessary for, or will facilitate the implementation of, this
part.

State refers to one of the following:

(1) For a health plan established or regulated by Federal law, State has the meaning set forth in the
applicable section of the United States Code for such health plan.

(2) For all other purposes, State means any of the several States, the District of Columbia, the
Commonwealth of Puerto Rico, the Virgin Islands, and-Guam, American Samoa, and the
Commonwealth of the Northern Mariana Islands.

Trading partner agreement means an agreement related to the exchange
transactions, whether the agreement is distinct or part of a larger agreeme
the agreement. (For example, a trading partner agreement may specify, a

Transaction means the transmission of information between t
administrative activities related to health care. It includes the following types of information
transmissions:

(1) Health care claims or equivalent encounter inf
(2) Health care payment and remittance a

(3) Coordination of benefits.

(4) Health care claim status.

(5) Enrollment and disenrol i alth plan.

(6) Eligibility for a health

(7) Health plan pre

(8) Referral gerti

Use means, with respect to individually identifiable health information, the sharing, employment,
application, utilization, examination, or analysis of such information within an entity that maintains
such information.

Violation or violate means, as the context may require, failure to comply with an administrative
simplification provision.

10 BakerHostetler



Workforce means employees, volunteers, trainees, and other persons whose conduct, in the
performance of work for a covered entity or business associate, is under the direct control of such
covered entity or business associate, whether or not they are paid by the covered entity or business
associate.

§160.104 Modifications.

(a) Except as provided in paragraph (b) of this section, the Secretary may adopt a modification to a
standard or implementation specification adopted under this subchapter no more frequently than
once every 12 months.

(b) The Secretary may adopt a modification at any time during the first year after the staridard or
implementation specification is initially adopted, if the Secretary determines that the ification
is necessary to permit compliance with the standard or implementation specificati

(c) The Secretary will establish the compliance date for any standard or i
specification modified under this section.

(1) The compliance date for a modification is no earlier than 180 da
final rule in which the Secretary adopts the modification.

(2) The Secretary may consider the extent of the modification an time needed to comply with
the modification in determining the compliance date for the modific

(3) The Secretary may extend the compliance date pall
determines is appropriate

plans, as the Secretary

§160.105 Compliance dates for implementati ¥ or modified standards and

implementation specifications.

Except as otherwise provided, with o rules that adopt new standards and implementation
specifications or modifications to standards afd implementation specifications in this subchapter in
accordance with §160.104 thatbeeomereffective after Januar 2013, covered entities and
business associates must cg @' ) the applicable new standards and implementation
specifications ficatic v@ dards and implementation specifications, no later than 180

days from the efféetive date of @l¥ such standards or implementation specifications.

ion of State Law

of this subpart implement section 1178 of the Act, as-added-by-section 262 of Public
191, section 264(c) of Public Law 104-191, and section 13421(a) of Public Law

§160.202 Definitions.
For purposes of this subpart, the following terms have the following meanings:

Contrary, when used to compare a provision of State law to a standard, requirement, or
implementation specification adopted under this subchapter, means:

(1) A covered entity or business associate would find it impossible to comply with both the State
and federalFederal requirements; or
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(2) The provision of State law stands as an obstacle to the accomplishment and execution of the full
purposes and objectives of part C of title XI of the Act-ex, section 264 of Pub—1+-—1+04—19+Public
Law 104-191, or sections 13400-13424 of Public Law 111-5, as applicable.

More stringent means, in the context of a comparison of a provision of State law and a standard,
requirement, or implementation specification adopted under subpart E of part 164 of this
subchapter, a State law that meets one or more of the following criteria:

(1) With respect to a use or disclosure, the law prohibits or restricts a use or disclosure in
circumstances under which such use or disclosure otherwise would be permitted under this
subchapter, except if the disclosure is:

(1) Required by the Secretary in connection with determining whether a coveredsentitypor
business associate is in compliance with this subchapter; or

(i1) To the individual who is the subject of the individually identifiable health infermation.

(2) With respect to the rights of an individual, who is the subject of the individually identifiable
health information, regarding access to or amendment of individually identifiable‘health
information, permits greater rights of access or amendment, as,applicablé.

(3) With respect to information to be provided to an individual wheyis the subject of the
individually identifiable health information about a use, afdisclosure;fights, and remedies, provides
the greater amount of information.

(4) With respect to the form, substance, or the ne¢d for express legal permission from an individual,
who is the subject of the individually identifiable health information, for use or disclosure of
individually identifiable health information, prowides fequirements that narrow the scope or
duration, increase the privacy protections afforded (such as by expanding the criteria for), or reduce
the coercive effect of the circumstancessurrounding the express legal permission, as applicable.

(5) With respect to recordkeeping ot requirements relating to accounting of disclosures, provides
for the retention or reportingg@fmore detailed information or for a longer duration.

(6) With respect to anygotherimatter, provides greater privacy protection for the individual who is
the subject of the'individually 1déntifiable health information.

Relates to the pfivacy ofiindividually identifiable health information means, with respect to a State
law, that the/State/law has'the specific purpose of protecting the privacy of health information or
affectSithe privaCy of he€alth information in a direct, clear, and substantial way. State law means a
constitution, statutef regulation, rule, common law, or other State action having the force and effect
ofilaw

§160.203 £ General rule and exceptions.

A standard, requirement, or implementation specification adopted under this subchapter that is
contrary to a provision of State law preempts the provision of State law. This general rule applies,
except if one or more of the following conditions is met:

(a) A determination is made by the Secretary under §160.204 that the provision of State law:

(1) Is necessary:

(i) To prevent fraud and abuse related to the provision of or payment for health care;
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(i1) To ensure appropriate State regulation of insurance and health plans to the extent
expressly authorized by statute or regulation;

(ii1) For State reporting on health care delivery or costs; or

(iv) For purposes of serving a compelling need related to public health, safety, or welfare,
and, if a standard, requirement, or implementation specification under part 164 of this
subchapter is at issue, if the Secretary determines that the intrusion into privacy is
warranted when balanced against the need to be served; or

(2) Has as its principal purpose the regulation of the manufacture, registration, distribution,
dispensing, or other control of any controlled substances (as defined in 21 U.S.C. 802), ofthat is
deemed a controlled substance by State law.

(b) The provision of State law relates to the privacy of individually identifiable healthdnformation
and is more stringent than a standard, requirement, or implementation spgeification adepted under
subpart E of part 164 of this subchapter.

(c) The provision of State law, including State procedures established undepsuchilaw, as
applicable, provides for the reporting of disease or injury, child abuse, birth, or death, or for the
conduct of public health surveillance, investigation, or intervention.

(d) The provision of State law requires a health plan to report, or.to prévide access to, information
for the purpose of management audits, financial audits, progfam monitoring and evaluation, or the
licensure or certification of facilities or individualsq

[65 FR 82798, Dec. 28, 2000, as amended at67 FR.53266, Aug. 14, 2002]

§160.204 Process for requesting exeeption determinations.

(a) A request to except a provision of Statellaw from preemption under §160.203(a) may be
submitted to the Secretary. A requestby a State must be submitted through its chief elected official,
or his or her designee. The request,mustbe in writing and include the following information:

(1) The State law for which'the exception is requested;

(2) The particular standafdgrequirement, or implementation specification for which the exception is
requested,

(3) Ahgpart 'of the standard or other provision that will not be implemented based on the exception
of the additional data to be collected based on the exception, as appropriate;

(4)How health care providers, health plans, and other entities would be affected by the exception;
(5) The reasons why the State law should not be preempted by the federal standard, requirement, or
implementation specification, including how the State law meets one or more of the criteria at
§160.203(a); and

(6) Any other information the Secretary may request in order to make the determination.

(b) Requests for exception under this section must be submitted to the Secretary at an address that

will be published in the FEDERAL REGISTER . Until the Secretary's determination is made, the
standard, requirement, or implementation specification under this subchapter remains in effect.
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(c) The Secretary's determination under this section will be made on the basis of the extent to which
the information provided and other factors demonstrate that one or more of the criteria at
§160.203(a) has been met.

§160.205 Duration of effectiveness of exception determinations.

An exception granted under this subpart remains in effect until:

(a) Either the State law or the federal standard, requirement, or implementation specification that
provided the basis for the exception is materially changed such that the ground for the exception no

longer exists; or

(b) The Secretary revokes the exception, based on a determination that the ground su ing the
need for the exception no longer exists.

Subpart C—Compliance and Investigations

§160.300 Applicability.

This subpart applies to actions by the Secretary, covered entitie ness yciates, and others
with respect to ascertaining the compliance by covered entities:and bu sociates with, and
the enforcement of, the applicable provisions of this part 16 62 and 164 of this

subchapter.

§160.302 Definitions:{Removed and Reserved]

A ed in th
t -

§160.304 Principles for achieving compliance.

(a) Cooperation. The Secretary will, to the extent practicable and consistent with the provisions of
this subpart, seek the cooperation of covered entities and business associates in obtaining
compliance with the applicable administrative simplification provisions.
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(b) Assistance. The Secretary may provide technical assistance to covered entities and business
associates to help them comply voluntarily with the applicable administrative simplification
provisions.

§160.306 Complaints to the Secretary.

(a) Right to file a complaint. A person who believes a covered entity or business associate is not
complying with the administrative simplification provisions may file a complaint with the
Secretary.

(b) Requirements for filing complaints. Complaints under this section must meet the following
requirements:

(1) A complaint must be filed in writing, either on paper or electronically.

(2) A complaint must name the person that is the subject of the complainfiand describeythesacts or
omissions believed to be in violation of the applicable administrative simplificatiomyprovision(s).

(3) A complaint must be filed within 180 days of when the complainant kneéw or'should have
known that the act or omission complained of occurred, unless, this timedimitis waived by the
Secretary for good cause shown.

(4) The Secretary may prescribe additional procedures forthe filing oficomplaints, as well as the
place and manner of filing, by notice in the Federal Registen

(c) Investigation. (1) The Secretary will inyestigate any complaint filed under this section when a
preliminary review of the facts indicates a possiblewiolation due to willful neglect.

(2) The Secretary may investigate eggaplamfsany other complaint filed under this section.-Sueh

(3) An investigation under this section mayjinclude a review of the pertinent policies, procedures,
or practices of the covered entity orbusiness@ssociate and of the circumstances regarding any
alleged violation.

(4) At the time of the initiallwfitten communication with the covered entity or business associate
about the complaint, the Secretary?will describe the aets)acts and/or-emissien{s)}-omissions that are
the basis of the complaint:

§160.308 Compliance reviews.

(@) The Secretary.will conduct a compliance review to determine whether a covered entity or
business associate i1s complying with the applicable administrative simplification provisions when a
preliminary review of the facts indicates a possible violation due to willful neglect.

(b) The Secretary may conduct a compliance reviews-review to determine whether a covered
entities-are-entity or business associate is complying with the applicable administrative
simplification provisions_in any other circumstance.

§160.310 Responsibilities of covered entities_and business associates.

(a) Provide records and compliance reports. A covered entity or business associate must keep such
records and submit such compliance reports, in such time and manner and containing such
information, as the Secretary may determine to be necessary to enable the Secretary to ascertain
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whether the covered entity or business associate has complied or is complying with the applicable
administrative simplification provisions.

(b) Cooperate with complaint investigations and compliance reviews. A covered entity_or business
associate must cooperate with the Secretary, if the Secretary undertakes an investigation or
compliance review of the policies, procedures, or practices of the covered entity or business
associate to determine whether it is complying with the applicable administrative simplification
provisions.

(c) Permit access to information. (1) A covered entity or business associate must permit access by
the Secretary during normal business hours to its facilities, books, records, accounts, and other
sources of information, including protected health information, that are pertinent to ascertaining
compliance with the applicable administrative simplification provisions. If the Secretany,determines
that exigent circumstances exist, such as when documents may be hidden or destroged, aicoyered
entity or business associate must permit access by the Secretary at any time and witho@t notice.

(2) If any information required of a covered entity or business associate uader this'Section is in the
exclusive possession of any other agency, institution, or person and the.ether agency, institution, or
person fails or refuses to furnish the information, the covered entity 0r business associate must so
certify and set forth what efforts it has made to obtain the inféxmation.

(3) Protected health information obtained by the Secretary insconneetion with an investigation or
compliance review under this subpart will not be disclosed by the Seeretary, except if necessary for
ascertaining or enforcing compliance with the applicable‘admimistrative simplification provisions,

or-if otherwise required by law-, or if permitted und€r'STL.S.C.552a(b)(7).
§160.312 Secretarial action regarding complaints and ¢ompliance reviews.

(a) Resolution when noncompliance‘isindi€ated. () If an investigation of a complaint pursuant to
§160.306 or a compliance review putsuant to §160.308 indicates noncompliance, the Secretary wiH
may attempt to reach a resolution ef the matter satisfactory to the Secretary by informal means.
Informal means may include demonstrated compliance or a completed corrective action plan or
other agreement.

(2) If the matter is resolyed by informal means, the Secretary will so inform the covered entity or
business associate and, if the matter arose from a complaint, the complainant, in writing.

(3) If the mattefiSinot resolved by informal means, the Secretary will—

(i) So igform the covered entity or business associate and provide the covered entity_or
businessiassociate an opportunity to submit written evidence of any mitigating factors or
affirmative defenses for consideration under §§160.408 and 160.410 of this part. The
covered entity or business associate must submit any such evidence to the Secretary within
30 days (computed in the same manner as prescribed under §160.526 of this part) of receipt
of such notification; and

(i1) If, following action pursuant to paragraph (a)(3)(i) of this section, the Secretary finds
that a civil money penalty should be imposed, inform the covered entity or business
associate of such finding in a notice of proposed determination in accordance with
§160.420 of this part.

(b) Resolution when no violation is found. If, after an investigation pursuant to §160.306 or a
compliance review pursuant to §160.308, the Secretary determines that further action is not
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warranted, the Secretary will so inform the covered entity_or business associate and, if the matter
arose from a complaint, the complainant, in writing.

§160.314 Investigational subpoenas and inquiries.

(a) The Secretary may issue subpoenas in accordance with 42 U.S.C. 405(d) and (e), 1320a-7a(j),
and 1320d-5 to require the attendance and testimony of witnesses and the production of any other
evidence during an investigation or compliance review pursuant to this part. For purposes of this
paragraph, a person other than a natural person is termed an “entity.”

(1) A subpoena issued under this paragraph must—

(1) State the name of the person (including the entity, if applicable) to whom the,subpoena
is addressed;

(i) State the statutory authority for the subpoena;
(ii1) Indicate the date, time, and place that the testimony will take place;

(iv) Include a reasonably specific description of any documentsr it€éms required to be
produced; and

(v) If the subpoena is addressed to an entity, descfibe with reasonable particularity the
subject matter on which testimony is required. In that'event, the entity must designate one
or more natural persons who will testify ondtsibehalf, and' must state as to each such person
that person's name and address and the matters on which he or she will testify. The
designated person must testify as toimatters known or reasonably available to the entity.

(2) A subpoena under this section niust be sérved by—

(1) Delivering a copy to thelmaturalperson named in the subpoena or to the entity named in
the subpoena at its last prin€ipal place’of business; or

(i1) Registered or certified mail addressed to the natural person at his or her last known
dwelling placeor to the entity at its last known principal place of business.

(3) A verified return by thematural person serving the subpoena setting forth the manner of service
or, in the case ofiservice\by registered or certified mail, the signed return post office receipt,

constitutes ptoof ef service.

(4) Witnesses are,enfitled to the same fees and mileage as witnesses in the district courts of the
UnitedsStates (28 U.S.C. 1821 and 1825). Fees need not be paid at the time the subpoena is served.

(5) A'subpoena under this section is enforceable through the district court of the United States for
the distriet where the subpoenaed natural person resides or is found or where the entity transacts
business.

(b) Investigational inquiries are non-public investigational proceedings conducted by the Secretary.

(1) Testimony at investigational inquiries will be taken under oath or affirmation.

(2) Attendance of non-witnesses is discretionary with the Secretary, except that a witness is entitled
to be accompanied, represented, and advised by an attorney.
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(3) Representatives of the Secretary are entitled to attend and ask questions.

(4) A witness will have the opportunity to clarify his or her answers on the record following
questioning by the Secretary.

(5) Any claim of privilege must be asserted by the witness on the record.

(6) Objections must be asserted on the record. Errors of any kind that might be corrected if
promptly presented will be deemed to be waived unless reasonable objection is made at the
investigational inquiry. Except where the objection is on the grounds of privilege, the question will
be answered on the record, subject to objection.

(7) If a witness refuses to answer any question not privileged or to produce requested.decuments or
items, or engages in conduct likely to delay or obstruct the investigational inquiry, the Sgeretary:
may seek enforcement of the subpoena under paragraph (a)(5) of this section.

(8) The proceedings will be recorded and transcribed. The witness is entitled\to a copy of the
transcript, upon payment of prescribed costs, except that, for good cause, the Witness‘tay be
limited to inspection of the official transcript of his or her testimony;

) (1) The transcript will be submitted to the witness for signature.

(A) Where the witness will be provided afcopy of thefranscript, the transcript will
be submitted to the witness for signature, Ehe'witness may submit to the Secretary
written proposed corrections to thedranscript, with such corrections attached to the
transcript. If the witness dees not'return a signed copy of the transcript or proposed
corrections within 30 days (€emputed in the same manner as prescribed under
§160.526 of this part) of its being submitted to him or her for signature, the witness
will be deemed to have agréed thatthe transcript is true and accurate.

(B) Where, as proyided inparagraph (b)(8) of this section, the witness is limited to
inspecting the transegipt, the'witness will have the opportunity at the time of
inspection tefpropese corrections to the transcript, with corrections attached to the
transcript. [Fhe witness will also have the opportunity to sign the transcript. If the
witness!doesiot sign the transcript or offer corrections within 30 days (computed
mthe same manner as prescribed under §160.526 of this part) of receipt of notice
of the,opp6éttunity to inspect the transcript, the witness will be deemed to have
agreed that the transcript is true and accurate.

(i1) ThefSecretary's proposed corrections to the record of transcript will be attached to the
transcript

(c)Consistent with §160.310(c)(3), testimony and other evidence obtained in an investigational
inquiry.mdy be used by HHS in any of its activities and may be used or offered into evidence in any
administrative or judicial proceeding.

§160.316 Refraining from intimidation or retaliation.

A covered entity or business associate may not threaten, intimidate, coerce, harass, discriminate
against, or take any other retaliatory action against any individual or other person for—

(a) Filing of a complaint under §160.306;
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(b) Testifying, assisting, or participating in an investigation, compliance review, proceeding, or
hearing under this part; or

(c) Opposing any act or practice made unlawful by this subchapter, provided the individual or
person has a good faith belief that the practice opposed is unlawful, and the manner of opposition is
reasonable and does not involve a disclosure of protected health information in violation of subpart
E of part 164 of this subchapter.

Subpart D—Imposition of Civil Money Penalties

§160.400 Applicability.

This subpart applies to the imposition of a civil money penalty by the Secretary under42 U.S)C.
1320d-5.

§160.401 Definitions.

As used in this subpart, the following terms have the following meanings:

in which a covered entity or business associate knew, or by exercising reasonable diligence would
have known, that the act or omission violated an administfative simplification provision-vielated,

but in which the covered entity or business associate did netd@et with willful neglect.

Reasonable diligence means the business care and prudence expected from a person seeking to
satisfy a legal requirement under similar cir¢iunstances.

Willful neglect means conscious, intentional failure or reckless indifference to the obligation to
comply with the administrative simplification provision violated.

§160.402 Basis for a civil money penalty.

(a) General rule. Subject to/§160i410, the Secretary will impose a civil money penalty upon a
covered entity or busingss assdciate/if the Secretary determines that the covered entity or business
associate has violated an administfative simplification provision.

(b) Violation bysmore than one covered entity- or business associate. (1) Except as provided in
paragraph (b)(2) of'this section, if the Secretary determines that more than one covered entity_or
business associate wastesponsible for a violation, the Secretary will impose a civil money penalty
against each such.covered entity or business associate.

(2)"A covered entity that is a member of an affiliated covered entity, in accordance with
§164.105@®) of this subchapter, is jointly and severally liable for a civil money penalty for a
violationvof part 164 of this subchapter based on an act or omission of the affiliated covered entity,
unless it is established that another member of the affiliated covered entity was responsible for the
violation.

(c) Violation attributed to a covered entity- or business associate. (1) A covered entity is liable, in
accordance with the federalFederal common law of agency, for a civil money penalty for a
violation based on the act or omission of any agent of the covered entity, including a workforce
member or business associate, acting within the scope of the agency;-unless—.

. : . ity
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equirements-of-$8164308(b)-and164-502(e)-of this-subehapter—and-A business associate is liable
in accordance with the Federal common law of i i
pattern-ofactivity-orpraetice-agency, for a civil money penalty for a violation based on the act or
omission of any agent of the business associate, and-(itFail-to-act-asrequired by

- H - H i 5 i including a workforce
member or subcontractor, acting within the scope of the agency.

§160.404 Amount of a civil money penalty.

(a) The amount of a civil money penalty will be determined in accordance with paragraph (B) of
this section and §§160.406, 160.408, and 160.412.

(b) The amount of a civil money penalty that may be imposed is subject to the foll
limitations:

(1) For violations occurring prior to February 18, 2009, the Secretary maymot im a civil money
penalty—

(1) In the amount of more than $100 for each violations o

(ii) In excess of $25,000 for identical violations during a ndar year (January 1 through
the following December 31);

(2) For violations occurring on or after February 1 th etary may not impose a civil
money penalty—

(1) For a violation in which it is estab covered entity or business associate did
not know and, by exercisin igence, would not have known that the covered
entity_or business associate Vi such provision,

(A) In the amount

ess thaw $100 or more than $50,000 for each violation; or

e amount of less than $1,000 or more than $50,000 for each violation; or

In excess of $1,500,000 for identical violations during a calendar year (January
1 through the following December 31);

1) For a violation in which it is established that the violation was due to willful neglect
and was corrected during the 30-day period beginning on the first date the covered entity or
business associate liable for the penalty knew, or, by exercising reasonable diligence,
would have known that the violation occurred,

(A) In the amount of less than $10,000 or more than $50,000 for each violation; or

(B) In excess of $1,500,000 for identical violations during a calendar year (January
1 through the following December 31);

20 BakerHostetler



(iv) For a violation in which it is established that the violation was due to willful neglect
and was not corrected during the 30-day period beginning on the first date the covered
entity liable for the penalty knew, or, by exercising reasonable diligence, would have
known that the violation occurred,

(A) In the amount of less than $50,000 for each violation; or

(B) In excess of $1,500,000 for identical violations during a calendar year (January
1 through the following December 31).

(3) If a requirement or prohibition in one administrative simplification provision is repeate
more general form in another administrative simplification provision in the same subpart;
money penalty may be imposed for a violation of only one of these administrative simplific
provisions.

§160.406 Violations of an identical requirement or prohibition.

The Secretary will determine the number of violations of an administrati on provision
based on the nature of the covered entity's or business associate's oblig not act under
the provision that is violated, such as its obligation to act in a, i or within a certain
time, or to act or not act with respect to certain persons. In the onti
provision, a separate violation occurs each day the covered
violation of the provision.

§160.408 Factors considered in determining the ivil money penalty.

In determining the amount of any civil mo
following factors, which may be mitigating ox

etthe—slloeine:

(a) The nature and extent of the violation,

e Secretary maywill consider-as-the
o or-mitigating factors;-as appropriates-any

aeingconsideration of which ma

include but is not limited to:

(3) Whether the violation resulted in harm to an individual's reputation; and

(4) Whether the violation hindered erfaeilitated-an individual's ability to obtain health care;-and

(c) The degree

S intentional:
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prior compliance with the administrative simplification provisions, including violations, by the

covered entity or business associate,netding-consideration of which may include but is not
limited to:

(1) Whether the current violation is the same or similar to priervielatien{s)previous indications of
noncompliance;

(2) Whether and to what extent the covered entity or business associate has attempted to correct
previous vielatiensindications of noncompliance;

(3) How the covered entity or business associate has responded to technical assistance from the
Secretary provided in the context of a compliance effort; and

(4) How the covered entity or business associate has responded to prior co

te(d) The financial condition of the covered entity or business associate, i nsideration of
which may include but is not limited to:

(1) Whether the covered entity_or business associate had financial d 1e$ that affected its

ability to comply;

(2) Whether the imposition of a civil money penalty would jeopardi e ability of the covered
entity_or business associate to continue to provide, or to Ith care; and

(3) The size of the covered entity-
tf(e) Such other matters as justice may require
§160.410 Affirmative defenses.

(a) The Secretary may not:

(1) Prior to February 18, 20 Q apose acivil money penalty on a covered entity or business

associate for an act tha 1668 an administrative simplification provision if the covered entity or
business associa “ﬁ [ishes 4l e violation is punishable under 42 U.S.C. 1320d-6.

On or aftecdebruary,l 8, 2011, impose a civil money penalty on a covered entity or business
associate fon @ lates an administrative simplification provision if the covered entity or
busi assotiafe establishes that a penalty has been imposed under 42 U.S.C. 1320d-6 with

10,

(b)E @ pns occurring prior to February 18, 2009, the Secretary may not impose a civil money
penaltyrond@ covered entity for a violation if the covered entity establishes that an affirmative
defense exists with respect to the wielatiens-violation, including the following:

(1 bl i S :+(2) The covered entity establishes,
to the satisfaction of the Secretary, that it did not have knowledge of the violation, determined in
accordance with the federalFederal common law of agency, and; by exercising reasonable
diligence, would not have known that the violation occurred; or

2 BakerHostetler



(32) The violation is—--

(i) Due to reasenable-eause-andnetcircumstances that would make it unreasonable for the
covered entity, despite the exercise of ordinary business care and prudence, to comply with

the administrative simplification provision violated and is not due to willful neglect; and

(ii) Corrected during either:

(A) The 30-day period beginning on the first date the covered entity liable for the
penalty knew, or by exercising reasonable diligence would have known, that the
violation occurred; or

(B) Such additional period as the Secretary determines to be appropri on
the nature and extent of the failure to comply.
(be) For violations occurring on or after February 18, 2009, the Secretaryima i ivil

money penalty on a covered entity or bus1ness associate for a violation if the.covered entity

an .,'--~-~~ with-respe o-thedolations—ine eling

oo " he 10 1on—1 N nmnichable nnder 4 d-6
O11OW 0 vo1ato a P ciSsavmessis St wn Z90—0

business ass001ate establishes to the satisfaction of the Secret; hefv ion is—--

(#1) Not due to willful neglect; and

(#2) Corrected during either:

¢ covered entity or business associate
1able diligence, would have known that

(A1) The 30-day period beginning
liable for the penalty knew, or, by
the violation occurred; or

(Bii) Such additional period ecretary determines to be appropriate based on the
nature and extent of the failure to ply.

§160.412 Waiver.

escrlbed in §160 4101b2121 or (c) that

: able-period
hs, the Secretary may waive the c1V11 money penalty, in whole orin

er this subpart may be entertained unless commenced by the Secretary, in accordance
, within 6 years from the date of the occurrence of the violation.

§160.416" Authority to settle.

Nothing in this subpart limits the authority of the Secretary to settle any issue or case or to
compromise any penalty.

§160.418 Penalty not exclusive.

Except as otherwise provided by 42 U.S.C. 1320d-5(b)(1).and 42 U.S.C. 299b-22(f)(3), a penalty
imposed under this part is in addition to any other penalty prescribed by law.

23 BakerHostetler



§160.420 Notice of proposed determination.

(a) If a penalty is proposed in accordance with this part, the Secretary must deliver, or send by
certified mail with return receipt requested, to the respondent, written notice of the Secretary's
intent to impose a penalty. This notice of proposed determination must include—

(1) Reference to the statutory basis for the penalty;

(2) A description of the findings of fact regarding the violations with respect to which the penalty is
proposed (except that, in any case where the Secretary is relying upon a statistical sampling study
in accordance with §160.536 of this part, the notice must provide a copy of the study reliedd@ipon by
the Secretary);

(3) The reason(s) why the violation(s) subject(s) the respondent to a penalty;

(4) The amount of the proposed penalty and a reference to the subparagraph of' §160:404 upon
which it is based.

(5) Any circumstances described in §160.408 that were considered infdetcrmining'the amount of
the proposed penalty; and

(6) Instructions for responding to the notice, including a statementof the respondent's right to a
hearing, a statement that failure to request a hearing withift 90 days peéfmits the imposition of the
proposed penalty without the right to a hearing under §160:504 o1 a right of appeal under §160.548
of this part, and the address to which the hearing requestmust befsent.

(b) The respondent may request a hearing befere an, ALJ on the proposed penalty by filing a request
in accordance with §160.504 of this part.

§160.422 Failure to request a hearing.

If the respondent does not request a hearing within the time prescribed by §160.504 of this part and
the matter is not settled pursudntite §160.416, the Secretary will impose the proposed penalty or
any lesser penalty permitted by 42" UsS.C. 1320d-5. The Secretary will notify the respondent by
certified mail, return receipt r€quested, of any penalty that has been imposed and of the means by
which the respondent may satisfyithe penalty, and the penalty is final on receipt of the notice. The
respondent has no right tofappeal a penalty under §160.548 of this part with respect to which the
respondent hasfiot timely requested a hearing.

§160:424 Collection of penalty.

(@),On¢e a determination of the Secretary to impose a penalty has become final, the penalty will be
collected by the Secretary, subject to the first sentence of 42 U.S.C. 1320a-7a(f).

(b) The penalty may be recovered in a civil action brought in the United States district court for the
district where the respondent resides, is found, or is located.

(c) The amount of a penalty, when finally determined, or the amount agreed upon in compromise,
may be deducted from any sum then or later owing by the United States, or by a State agency, to
the respondent.

(d) Matters that were raised or that could have been raised in a hearing before an ALJ, or in an

appeal under 42 U.S.C. 1320a-7a(e), may not be raised as a defense in a civil action by the United
States to collect a penalty under this part.
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§160.426 Notification of the public and other agencies.

Whenever a proposed penalty becomes final, the Secretary will notify, in such manner as the
Secretary deems appropriate, the public and the following organizations and entities thereof and the
reason it was imposed: the appropriate State or local medical or professional organization, the
appropriate State agency or agencies administering or supervising the administration of State health
care programs (as defined in 42 U.S.C. 1320a-7(h)), the appropriate utilization and quality control
peer review organization, and the appropriate State or local licensing agency or organization
(including the agency specified in 42 U.S.C. 1395aa(a), 1396a(a)(33)).

Subpart E—Procedures for Hearings
§160.500 Applicability.

This subpart applies to hearings conducted relating to the imposition of a civibmoneypenalty by
the Secretary under 42 U.S.C. 1320d-5.

§160.502 Definitions.
As used in this subpart, the following term has the following meaning:

Board means the members of the HHS Departmental Appeals Board, in the Office of the Secretary,
who issue decisions in panels of three.

§160.504 Hearing before an ALJ.

(a) A respondent may request a hearing before an'ALJ. The parties to the hearing proceeding
consist of—

(1) The respondent; and

(2) The officer(s) or employee(s) of HHS to'whom the enforcement authority involved has been
delegated.

(b) The request for a hearinguiust be' made in writing signed by the respondent or by the
respondent's attorney and sentbysertified mail, return receipt requested, to the address specified in
the notice of proposed deétemmination. The request for a hearing must be mailed within 90 days after
notice of the propesed determination is received by the respondent. For purposes of this section, the
respondent'sfdate Of seceipt of the notice of proposed determination is presumed to be 5 days after
the date,of the notice nriless the respondent makes a reasonable showing to the contrary to the ALJ.

(©). Thefrequest for a hearing must clearly and directly admit, deny, or explain each of the findings
of fact contained in the notice of proposed determination with regard to which the respondent has
any knowlédge. If the respondent has no knowledge of a particular finding of fact and so states, the
finding shall be deemed denied. The request for a hearing must also state the circumstances or
arguments that the respondent alleges constitute the grounds for any defense and the factual and
legal basis for opposing the penalty, except that a respondent may raise an affirmative defense
under §160.410(b)(1) at any time.

(d) The ALJ must dismiss a hearing request where—
(1) On motion of the Secretary, the ALJ determines that the respondent's hearing request is not

timely filed as required by paragraphs (b) or does not meet the requirements of paragraph (c) of this
section;
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(2) The respondent withdraws the request for a hearing;
(3) The respondent abandons the request for a hearing; or

(4) The respondent's hearing request fails to raise any issue that may properly be addressed in a
hearing.

§160.506 Rights of the parties.

(a) Except as otherwise limited by this subpart, each party may—

(1) Be accompanied, represented, and advised by an attorney;

(2) Participate in any conference held by the ALJ;

(3) Conduct discovery of documents as permitted by this subpart;

(4) Agree to stipulations of fact or law that will be made part of the record;

(5) Present evidence relevant to the issues at the hearing;

(6) Present and cross-examine witnesses;

(7) Present oral arguments at the hearing as permitted byithe ALJ;and

(8) Submit written briefs and proposed findings of fact and conclusions of law after the hearing.
(b) A party may appear in person or by a representative..Natural persons who appear as an attorney
or other representative must conformiito thestandards of conduct and ethics required of

practitioners before the courts of the Unitéd States.

(c) Fees for any services performed on behalfiof a party by an attorney are not subject to the
provisions of 42 U.S.C. 406, which authorizes the Secretary to specify or limit their fees.

§160.508 Authority of the ALLJ.

(a) The ALJ must condueta fair and impartial hearing, avoid delay, maintain order, and ensure that
a record of the preceeding 1s made.

(b) The ALJimay—
(1) Setand changethe date, time and place of the hearing upon reasonable notice to the parties;
(2) Continué or recess the hearing in whole or in part for a reasonable period of time;

(3) Hold conferences to identify or simplify the issues, or to consider other matters that may aid in
the expeditious disposition of the proceeding;

(4) Administer oaths and affirmations;

(5) Issue subpoenas requiring the attendance of witnesses at hearings and the production of
documents at or in relation to hearings;

(6) Rule on motions and other procedural matters;
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(7) Regulate the scope and timing of documentary discovery as permitted by this subpart;

(8) Regulate the course of the hearing and the conduct of representatives, parties, and witnesses;
(9) Examine witnesses;

(10) Receive, rule on, exclude, or limit evidence;

(11) Upon motion of a party, take official notice of facts;

(12) Conduct any conference, argument or hearing in person or, upon agreement of the parti€s, by
telephone; and

(13) Upon motion of a party, decide cases, in whole or in part, by summary judgmeft where there
is no disputed issue of material fact. A summary judgment decision constitutes, a hearing on the
record for the purposes of this subpart.

(c) The ALJ—

(1) May not find invalid or refuse to follow Federal statutes, regulationsgor Secretarial delegations
of authority and must give deference to published guidance to the extent notdnconsistent with
statute or regulation;

(2) May not enter an order in the nature of a directed verdict;

(3) May not compel settlement negotiations;

(4) May not enjoin any act of the Secretary; or

(5) May not review the exercise of diserefion by the’Secretary with respect to whether to grant an
extension under §160.410(b)(3)(i1)(B) of this part or to provide technical assistance under 42
U.S.C. 1320d-5(b)(3)(B).

§160.510 Ex parte conta¢ts.

No party or person,(except employees of the ALJ's office) may communicate in any way with the
ALJ on any matter atissuesin.a case, unless on notice and opportunity for both parties to
participate. Thiggprovisien does not prohibit a party or person from inquiring about the status of a
case or asking@ routine questions concerning administrative functions or procedures.

§160.512 Prehearing conferences.

(a)Fhe ALJ must schedule at least one prehearing conference, and may schedule additional
prehearingdonferences as appropriate, upon reasonable notice, which may not be less than 14
businessidays, to the parties.

(b) The ALJ may use prehearing conferences to discuss the following—

(1) Simplification of the issues;

(2) The necessity or desirability of amendments to the pleadings, including the need for a more
definite statement;

(3) Stipulations and admissions of fact or as to the contents and authenticity of documents;
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(4) Whether the parties can agree to submission of the case on a stipulated record;

(5) Whether a party chooses to waive appearance at an oral hearing and to submit only
documentary evidence (subject to the objection of the other party) and written argument;

(6) Limitation of the number of witnesses;

(7) Scheduling dates for the exchange of witness lists and of proposed exhibits;
(8) Discovery of documents as permitted by this subpart;

(9) The time and place for the hearing;

(10) The potential for the settlement of the case by the parties; and

(11) Other matters as may tend to encourage the fair, just and expeditiougydisposition of the
proceedings, including the protection of privacy of individually identifiable healthiinformation that
may be submitted into evidence or otherwise used in the proceeding, if appropriate.

(c) The ALJ must issue an order containing the matters agreed upon|by the patties or ordered by the
ALJ at a prehearing conference.

§160.514 Authority to settle.
The Secretary has exclusive authority to settle any issue,or case without the consent of the ALJ.
§160.516 Discovery.

(a) A party may make a request to afiether party for production of documents for inspection and
copying that are relevant and material toythe issues before the ALJ.

(b) For the purpose of this section,the term “documents” includes information, reports, answers,
records, accounts, papers andsother data and documentary evidence. Nothing contained in this
section may be interpreted o reqoire,the’creation of a document, except that requested data stored
in an electronic data storage system must be produced in a form accessible to the requesting party.

(c) Requests for docnmentsstequests for admissions, written interrogatories, depositions and any
forms of discoveny, other than those permitted under paragraph (a) of this section, are not
authorized.

(d)'This section may not be construed to require the disclosure of interview reports or statements
obtainegd by any party, or on behalf of any party, of persons who will not be called as witnesses by
that'party, or/analyses and summaries prepared in conjunction with the investigation or litigation of
the case, or'any otherwise privileged documents.

(e)(1) When a request for production of documents has been received, within 30 days the party
receiving that request must either fully respond to the request, or state that the request is being
objected to and the reasons for that objection. If objection is made to part of an item or category,
the part must be specified. Upon receiving any objections, the party seeking production may then,
within 30 days or any other time frame set by the ALJ, file a motion for an order compelling
discovery. The party receiving a request for production may also file a motion for protective order
any time before the date the production is due.
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(2) The ALJ may grant a motion for protective order or deny a motion for an order compelling
discovery if the ALJ finds that the discovery sought—

(1) Is irrelevant;

(i1) Is unduly costly or burdensome;

(iii) Will unduly delay the proceeding; or

(iv) Seeks privileged information.
(3) The ALJ may extend any of the time frames set forth in paragraph (e)(1) of this sectiof
(4) The burden of showing that discovery should be allowed is on the party seekingfdiscovery.
§160.518 Exchange of witness lists, witness statements, and exhibits}
(a) The parties must exchange witness lists, copies of prior written statements.of propesed
witnesses, and copies of proposed hearing exhibits, including copies0f anydwritteni statements that
the party intends to offer in lieu of live testimony in accordanee with § L60.538, not more than 60,
and not less than 15, days before the scheduled hearing, except that ifarespondent intends to
introduce the evidence of a statistical expert, the respondent mustprovide the Secretarial party with
a copy of the statistical expert's report not less than 30 days before theis¢heduled hearing.
(b)(1) If, at any time, a party objects to the proposedsadmission of evidence not exchanged in
accordance with paragraph (a) of this section, the/ALJ must determine whether the failure to
comply with paragraph (a) of this section should result in the exclusion of that evidence.
(2) Unless the ALJ finds that extraotdinary€ircumstances justified the failure timely to exchange
the information listed under paragraph'(&) of this seetion, the ALJ must exclude from the party's
case-in-chief—

(i) The testimony of anyawitness whose name does not appear on the witness list; and

(i1) Any exhibitinotiprovided to the opposing party as specified in paragraph (a) of this
section.

(3) If the ALJ finds that extraordinary circumstances existed, the ALJ must then determine whether
the admissiofi of thatevidence would cause substantial prejudice to the objecting party.

(1) If the\AldJ finds that there is no substantial prejudice, the evidence may be admitted.

(i1) If the ALJ finds that there is substantial prejudice, the ALJ may exclude the evidence,
or4if he or she does not exclude the evidence, must postpone the hearing for such time as is
necessary for the objecting party to prepare and respond to the evidence, unless the
objecting party waives postponement.

(c) Unless the other party objects within a reasonable period of time before the hearing, documents

exchanged in accordance with paragraph (a) of this section will be deemed to be authentic for the
purpose of admissibility at the hearing.
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§160.520 Subpoenas for attendance at hearing.

(a) A party wishing to procure the appearance and testimony of any person at the hearing may
make a motion requesting the ALJ to issue a subpoena if the appearance and testimony are
reasonably necessary for the presentation of a party's case.

(b) A subpoena requiring the attendance of a person in accordance with paragraph (a) of this
section may also require the person (whether or not the person is a party) to produce relevant and
material evidence at or before the hearing.

(c) When a subpoena is served by a respondent on a particular employee or official or particular
office of HHS, the Secretary may comply by designating any knowledgeable HHS representative to
appear and testify.

(d) A party seeking a subpoena must file a written motion not less than 30 days beforefthe date
fixed for the hearing, unless otherwise allowed by the ALJ for good causgshowm, Thatymetion
must—

(1) Specify any evidence to be produced;
(2) Designate the witnesses; and

(3) Describe the address and location with sufficient parti€ularity to pérmit those witnesses to be
found.

(e) The subpoena must specify the time and placefat whichithe witness is to appear and any
evidence the witness is to produce.

(f) Within 15 days after the written motiongequesting issuance of a subpoena is served, any party
may file an opposition or other response:

(g) If the motion requesting issuaneeyof a subpoena is granted, the party seeking the subpoena must
serve it by delivery to the pesséfiinanmed, or by certified mail addressed to that person at the
person's last dwelling place or principal place of business.

(h) The person toiwhom the subpoena is directed may file with the ALJ a motion to quash the
subpoena within 10'daysfaftesservice.

(i) The exclusive remedy for contumacy by, or refusal to obey a subpoena duly served upon, any
persomis specified in42 U.S.C. 405(e).

§160.522" Fees.

The patty #€questing a subpoena must pay the cost of the fees and mileage of any witness
subpoenaed in the amounts that would be payable to a witness in a proceeding in United States
District Court. A check for witness fees and mileage must accompany the subpoena when served,
except that, when a subpoena is issued on behalf of the Secretary, a check for witness fees and
mileage need not accompany the subpoena.

§160.524 Form, filing, and service of papers.

(a) Forms. (1) Unless the ALJ directs the parties to do otherwise, documents filed with the ALJ
must include an original and two copies.
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(2) Every pleading and paper filed in the proceeding must contain a caption setting forth the title of
the action, the case number, and a designation of the paper, such as motion to quash subpoena.

(3) Every pleading and paper must be signed by and must contain the address and telephone
number of the party or the person on whose behalf the paper was filed, or his or her representative.

(4) Papers are considered filed when they are mailed.

(b) Service. A party filing a document with the ALJ or the Board must, at the time of filing, serve a
copy of the document on the other party. Service upon any party of any document must be made by
delivering a copy, or placing a copy of the document in the United States mail, postage prepaid and
addressed, or with a private delivery service, to the party's last known address. When a patty is
represented by an attorney, service must be made upon the attorney in lieu of the partys

(c) Proof of service. A certificate of the natural person serving the documentby petsonal delivery
or by mail, setting forth the manner of service, constitutes proof of service.

§160.526 Computation of time.

(a) In computing any period of time under this subpart or in ap ordet issded thereunder, the time
begins with the day following the act, event or default, and includes the,lastday of the period
unless it is a Saturday, Sunday, or legal holiday observed by.the Federal Government, in which
event it includes the next business day.

(b) When the period of time allowed is less than 7 dayispintermediate Saturdays, Sundays, and legal
holidays observed by the Federal Government must be execluded from the computation.

(c) Where a document has been served or issuedyby plaeing it in the mail, an additional 5 days must
be added to the time permitted for angresponse. This paragraph does not apply to requests for
hearing under §160.504.

§160.528 Motions.
(a) An application to the ALJ forfanerder or ruling must be by motion. Motions must state the
relief sought, the authority relied upon and the facts alleged, and must be filed with the ALJ and

served on all othepparties.

(b) Except forangtions'made during a prehearing conference or at the hearing, all motions must be
in writing. The AEJmay reéquire that oral motions be reduced to writing,.

(€)' Within_10 daysdfter a written motion is served, or such other time as may be fixed by the ALJ,
any party may\file a response to the motion.

(d) The»AkJ may not grant a written motion before the time for filing responses has expired, except
upon consent of the parties or following a hearing on the motion, but may overrule or deny the

motion without awaiting a response.

(e) The ALJ must make a reasonable effort to dispose of all outstanding motions before the
beginning of the hearing.

§160.530 Sanctions.

The ALJ may sanction a person, including any party or attorney, for failing to comply with an order
or procedure, for failing to defend an action or for other misconduct that interferes with the speedy,

31 BakerHostetler



orderly or fair conduct of the hearing. The sanctions must reasonably relate to the severity and
nature of the failure or misconduct. The sanctions may include—

(a) In the case of refusal to provide or permit discovery under the terms of this part, drawing
negative factual inferences or treating the refusal as an admission by deeming the matter, or certain
facts, to be established;

(b) Prohibiting a party from introducing certain evidence or otherwise supporting a particular claim
or defense;

(c) Striking pleadings, in whole or in part;
(d) Staying the proceedings;

(e) Dismissal of the action;

(f) Entering a decision by default;

(g) Ordering the party or attorney to pay the attorney's fees and othenfcosts eausediby the failure or
misconduct; and

(h) Refusing to consider any motion or other action that is not filediin a timely manner.

§160.532 Collateral estoppel.

When a final determination that the respondent violated amyadministrative simplification provision
has been rendered in any proceeding in which, the'respondent was a party and had an opportunity to
be heard, the respondent is bound by that determinationgift any proceeding under this part.

§160.534 The hearing.

(a) The ALJ must conduct a hearing on the record in order to determine whether the respondent
should be found liable underthisypart:

(b) (1) The respondent has thefburden of going forward and the burden of persuasion with respect
to any:

(1) Affiomative defense pursuant to §160.410 of this part;

(i1) Challenge to the amount of a proposed penalty pursuant to §§160.404-160.408 of this
part, including any factors raised as mitigating factors; or

(ii1) Claim that a proposed penalty should be reduced or waived pursuant to §160.412 of
thi§ part-; and

(iv) Compliance with subpart D of part 164, as provided under §164.414(b).
(2) The Secretary has the burden of going forward and the burden of persuasion with respect to all
other issues, including issues of liability other than with respect to subpart D of part 164, and the
existence of any factors considered aggravating factors in determining the amount of the proposed

penalty.

(3) The burden of persuasion will be judged by a preponderance of the evidence.
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(c) The hearing must be open to the public unless otherwise ordered by the ALJ for good cause
shown.

(d)(1) Subject to the 15-day rule under §160.518(a) and the admissibility of evidence under
§160.540, either party may introduce, during its case in chief, items or information that arose or
became known after the date of the issuance of the notice of proposed determination or the request
for hearing, as applicable. Such items and information may not be admitted into evidence, if
introduced—

(i) By the Secretary, unless they are material and relevant to the acts or omissions with
respect to which the penalty is proposed in the notice of proposed determination pufsuant
to §160.420 of this part, including circumstances that may increase penalties; or

(ii) By the respondent, unless they are material and relevant to an admissiofi, denial or
explanation of a finding of fact in the notice of proposed determination under§160.420 of
this part, or to a specific circumstance or argument expressly stated in the,requestfor
hearing under §160.504, including circumstances that may reduce¢penalties:

(2) After both parties have presented their cases, evidence may be adimitted in rebuttal even if not
previously exchanged in accordance with §160.518.

§160.536 Statistical sampling.

(a) In meeting the burden of proof set forth in §160.534, thesSecretary may introduce the results of
a statistical sampling study as evidence of the numbéfofiviolations under §160.406 of this part, or
the factors considered in determining the amount ot the civil money penalty under §160.408 of this
part. Such statistical sampling study, if basedwpon an appropriate sampling and computed by valid
statistical methods, constitutes prima facie evideénce ofithe number of violations and the existence
of factors material to the proposed civil mofiey penalty as described in §§160.406 and 160.408.

(b) Once the Secretary has made a,prima fagie case, as described in paragraph (a) of this section,
the burden of going forward shifts toithe respondent to produce evidence reasonably calculated to
rebut the findings of the statiSticalisampling study. The Secretary will then be given the opportunity
to rebut this evidence.

§160.538 Witnesses.

(a) Except as pfovided in,paragraph (b) of this section, testimony at the hearing must be given
orally by witnessgs under‘oath or affirmation.

(®) At the discretion of the ALJ, testimony of witnesses other than the testimony of expert
witnesses may,be admitted in the form of a written statement. The ALJ may, at his or her
diseretion, admit prior sworn testimony of experts that has been subject to adverse examination,
such as’adeposition or trial testimony. Any such written statement must be provided to the other
party, along with the last known address of the witness, in a manner that allows sufficient time for
the other party to subpoena the witness for cross-examination at the hearing. Prior written
statements of witnesses proposed to testify at the hearing must be exchanged as provided in
§160.518.

(c) The ALJ must exercise reasonable control over the mode and order of interrogating witnesses
and presenting evidence so as to:

(1) Make the interrogation and presentation effective for the ascertainment of the truth;
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(2) Avoid repetition or needless consumption of time; and
(3) Protect witnesses from harassment or undue embarrassment.

(d) The ALJ must permit the parties to conduct cross-examination of witnesses as may be required
for a full and true disclosure of the facts.

(e) The ALJ may order witnesses excluded so that they cannot hear the testimony of other
witnesses, except that the ALJ may not order to be excluded—

(1) A party who is a natural person;

(2) In the case of a party that is not a natural person, the officer or employee of the party.appearing
for the entity pro se or designated as the party's representative; or

(3) A natural person whose presence is shown by a party to be essential t9,the presentationfof its
case, including a person engaged in assisting the attorney for the Secretary.

§160.540 Evidence.
(a) The ALJ must determine the admissibility of evidence.

(b) Except as provided in this subpart, the ALJ is not boudd by the Fedéral Rules of Evidence.
However, the ALJ may apply the Federal Rules of Evidenceswhere appropriate, for example, to
exclude unreliable evidence.

(c) The ALJ must exclude irrelevant or immaterial evidenge.

(d) Although relevant, evidence mayi be excluded if its probative value is substantially outweighed
by the danger of unfair prejudice, confusion of the issues, or by considerations of undue delay or
needless presentation of cumulative evidenee.

(e) Although relevant, evideneemmustbe excluded if it is privileged under Federal law.

(f) Evidence concerning offers’of compromise or settlement are inadmissible to the extent provided
in Rule 408 of theyFederal Rulésyof Evidence.

(g) Evidence ofsesimes, wrongs, or acts other than those at issue in the instant case is admissible in
order to show motive, opportunity, intent, knowledge, preparation, identity, lack of mistake, or
existenee of'a seheme.This evidence is admissible regardless of whether the crimes, wrongs, or
acts occurred dusing the statute of limitations period applicable to the acts or omissions that
constitdte the'basis for liability in the case and regardless of whether they were referenced in the
Seerétary's notice of proposed determination under §160.420 of this part.

(h) The 'ALJ must permit the parties to introduce rebuttal witnesses and evidence.

(i) All documents and other evidence offered or taken for the record must be open to examination
by both parties, unless otherwise ordered by the ALJ for good cause shown.

§160.542 The record.

(a) The hearing must be recorded and transcribed. Transcripts may be obtained following the
hearing from the ALJ. A party that requests a transcript of hearing proceedings must pay the cost of
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preparing the transcript unless, for good cause shown by the party, the payment is waived by the
ALJ or the Board, as appropriate.

(b) The transcript of the testimony, exhibits, and other evidence admitted at the hearing, and all
papers and requests filed in the proceeding constitute the record for decision by the ALJ and the
Secretary.

(c) The record may be inspected and copied (upon payment of a reasonable fee) by any person,
unless otherwise ordered by the ALJ for good cause shown.

(d) For good cause, the ALJ may order appropriate redactions made to the record.
§160.544 Post hearing briefs.

The ALJ may require the parties to file post-hearing briefs. In any event, any party\may file a post-
hearing brief. The ALJ must fix the time for filing the briefs. The time fopfiling maymnet.exceed 60
days from the date the parties receive the transcript of the hearing or, if applicable; the stipulated
record. The briefs may be accompanied by proposed findings of fact and conclasions‘of law. The
ALJ may permit the parties to file reply briefs.

§160.546 ALJ’s decision.

(a) The ALJ must issue a decision, based only on the recofd, which miist contain findings of fact
and conclusions of law.

(b) The ALJ may affirm, increase, or reduce the penaltiesiimposed by the Secretary.

(c) The ALJ must issue the decision to both parties withif 60 days after the time for submission of
post-hearing briefs and reply briefs, ifpermitted, has expired. If the ALJ fails to meet the deadline
contained in this paragraph, he or she must notify the parties of the reason for the delay and set a
new deadline.

(d) Unless the decision of thegAlm,is timely appealed as provided for in §160.548, the decision of
the ALJ will be final and binding onghe parties 60 days from the date of service of the ALJ's
decision.

§160.548 Appeal of the?Ald s decision.

(a) Any party may appealithe decision of the ALJ to the Board by filing a notice of appeal with the
Boardiwithin30/days of the date of service of the ALJ decision. The Board may extend the initial
30 day period forageriod of time not to exceed 30 days if a party files with the Board a request for
anyextension within the initial 30 day period and shows good cause.

(b) If'a)party files a timely notice of appeal with the Board, the ALJ must forward the record of the
proceeding to the Board.

(c) A notice of appeal must be accompanied by a written brief specifying exceptions to the initial
decision and reasons supporting the exceptions. Any party may file a brief in opposition to the
exceptions, which may raise any relevant issue not addressed in the exceptions, within 30 days of
receiving the notice of appeal and the accompanying brief. The Board may permit the parties to file
reply briefs.

(d) There is no right to appear personally before the Board or to appeal to the Board any
interlocutory ruling by the ALJ.
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(e) Except for an affirmative defense under §160.410(b)(1) of this part, the Board may not consider
any issue not raised in the parties' briefs, nor any issue in the briefs that could have been raised
before the ALJ but was not.

() If any party demonstrates to the satisfaction of the Board that additional evidence not presented
at such hearing is relevant and material and that there were reasonable grounds for the failure to
adduce such evidence at the hearing, the Board may remand the matter to the ALJ for consideration
of such additional evidence.

(g) The Board may decline to review the case, or may affirm, increase, reduce, reverse or remand
any penalty determined by the ALJ.

(h) The standard of review on a disputed issue of fact is whether the initial decision ofsthe ALJis
supported by substantial evidence on the whole record. The standard of review on d disputed issue
of law is whether the decision is erroneous.

(1) Within 60 days after the time for submission of briefs and reply briefs, if permitted, has expired,
the Board must serve on each party to the appeal a copy of the Board's decisiomand a'statement
describing the right of any respondent who is penalized to seek judicial review.

(3)(1) The Board's decision under paragraph (i) of this section, including,a décision to decline
review of the initial decision, becomes the final decision of the Seeretary 60 days after the date of
service of the Board's decision, except with respect to a décision.to remand to the ALJ or if
reconsideration is requested under this paragraph.

(2) The Board will reconsider its decision @nly if it determines that the decision contains a clear
error of fact or error of law. New evidence Will not be a basis for reconsideration unless the party
demonstrates that the evidence is newly discovered andiwas not previously available.

(3) A party may file a motion for reconsideration with the Board before the date the decision
becomes final under paragraph (j)(1) of thisisection. A motion for reconsideration must be
accompanied by a written brief speeifying any alleged error of fact or law and, if the party is
relying on additional evidene®, explaining why the evidence was not previously available. Any
party may file a brief in opposition within 15 days of receiving the motion for reconsideration and
the accompanying briefiunless this time limit is extended by the Board for good cause shown.
Reply briefs are not,permitted.

(4) The Boarddmust rulelen the motion for reconsideration not later than 30 days from the date the
opposition biief is due, If'the Board denies the motion, the decision issued under paragraph (i) of
this@Section becomes/the final decision of the Secretary on the date of service of the ruling. If the
Board grants,the motion, the Board will issue a reconsidered decision, after such procedures as the
Boardddetermines necessary to address the effect of any error. The Board's decision on
recomnsideration becomes the final decision of the Secretary on the date of service of the decision,
exceptwith respect to a decision to remand to the ALJ.

(5) If service of a ruling or decision issued under this section is by mail, the date of service will be
deemed to be 5 days from the date of mailing.

(k)(1) A respondent's petition for judicial review must be filed within 60 days of the date on which
the decision of the Board becomes the final decision of the Secretary under paragraph (j) of this

section.

(2) In compliance with 28 U.S.C. 2112(a), a copy of any petition for judicial review filed in any
U.S. Court of Appeals challenging the final decision of the Secretary must be sent by certified mail,
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return receipt requested, to the General Counsel of HHS. The petition copy must be a copy showing
that it has been time-stamped by the clerk of the court when the original was filed with the court.

(3) If the General Counsel of HHS received two or more petitions within 10 days after the final
decision of the Secretary, the General Counsel will notify the U.S. Judicial Panel on Multidistrict
Litigation of any petitions that were received within the 10 day period.

§160.550 Stay of the Secretary’s decision.

(a) Pending judicial review, the respondent may file a request for stay of the effective date of any
penalty with the ALJ. The request must be accompanied by a copy of the notice of appeal filed with
the Federal court. The filing of the request automatically stays the effective date of the pehalty until
such time as the ALJ rules upon the request.

(b) The ALJ may not grant a respondent's request for stay of any penalty unless the respondent
posts a bond or provides other adequate security.

(c) The ALJ must rule upon a respondent's request for stay within 10 days of reeeipt.
§160.552 Harmless error.

No error in either the admission or the exclusion of evidence, andie error or defect in any ruling or
order or in any act done or omitted by the ALJ or by any @f the partiesfis ground for vacating,
modifying or otherwise disturbing an otherwise appropriategling or order or act, unless refusal to
take such action appears to the ALJ or the Board ineomsistent,with substantial justice. The ALJ and
the Board at every stage of the proceeding must disregard any error or defect in the proceeding that
does not affect the substantial rights of the paities:

AUTHORITY: Secs. 1171 through 1180,0f the Social, Security Act (42 U.S.C. 1320d-1320d-9), as
added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031, sec. 105 of Pub. L. 110-233, 122 Stat.
881-922, and sec. 264 of Pub. L. L04-1915:h10 Stat. 2033-2034 (42 U.S.C. 1320d-2(note), and secs.
1104 and 10109 of Pub. L. 111-148,)124 Stat."146-154 and 915-917.

SOURCE: 65 FR 50367, Aug: 1742000, unless otherwise noted.

§162 is omitted from this document. It is unchanged.

§163/[Reserved]
PARTA64—SECURITY AND PRIVACY

Authority:@42 U.S.C. 1302(a); 42 U.S.C. 1320d--1320d-9; sec. 264, Pub. L. 104-191, 110 Stat.
2033-2034 (42 U.S.C. 1320d-2(note)); and secs. 13400--13424, Pub. L. 111-5, 123 Stat. 258-279.

Subpart A—General Provisions
§164.102 Statutory basis.
The provisions of this part are adopted pursuant to the Secretary's authority to prescribe standards,

requirements, and implementation specifications under part C of title XI of the Act, section 264 of
Public Law 104-191, and seetion13402sections 13400--13424 of Public Law 111-5.
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§164.103 Definitions.
As used in this part, the following terms have the following meanings:

Common control exists if an entity has the power, directly or indirectly, significantly to influence
or direct the actions or policies of another entity.

Common ownership exists if an entity or entities possess an ownership or equity interest of 5
percent or more in another entity.

Covered functions means those functions of a covered entity the performance of which makes the
entity a health plan, health care provider, or health care clearinghouse.

Health care component means a component or combination of components of a hybrid entity
designated by the hybrid entity in accordance with §164.105(a)(2)(iii)(C).

Hybrid entity means a single legal entity:

(1) That is a covered entity;

(2) Whose business activities include both covered and non-coyered functions; and

(3) That designates health care components in accordancefwith paragtaph §164.105(a)(2)(iii)(C).
Law enforcement official means an officer or employee,of any agency or authority of the United

States, a State, a territory, a political subdiyision ¢f a Stateyor territory, or an Indian tribe, who is
empowered by law to:

(1) Investigate or conduct an official inquiry into@potential violation of law; or

(2) Prosecute or otherwise conduct @ criminal, civil, or administrative proceeding arising from an
alleged violation of law.

Plan sponsor is defined as defined at,section 3(16)(B) of ERISA, 29 U.S.C. 1002(16)(B).

Required by lawimeans a mandatefcontained in law that compels an entity to make a use or
disclosure of protected health information and that is enforceable in a court of law. Required by law
includes, but ismet limited to, court orders and court-ordered warrants; subpoenas or summons
issued by a court,grand jury, a governmental or tribal inspector general, or an administrative body
autherized toreduire the production of information; a civil or an authorized investigative demand;
Medicare conditions of participation with respect to health care providers participating in the
program; and'statutes or regulations that require the production of information, including statutes or
regulations that require such information if payment is sought under a government program
providing public benefits.

§164.104 Applicability.

(a) Except as otherwise provided, the standards, requirements, and implementation specifications
adopted under this part apply to the following entities:

(1) A health plan.

(2) A health care clearinghouse.
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(3) A health care provider who transmits any health information in electronic form in connection
with a transaction covered by this subchapter.

the standards, re ulrements and im 1ementat1on specifications ado ted under thlS art apply to a

business associate.

§164.105 Organizational requirements.

subp&ts—@aﬁd—E of this part, other than the requirements of this section, §164.314
apply only to the health care component(s) of the entity, as specified in this i0

(2) Implementation specifications:

(1) Application of other provisions. In applying a provision of this part,
other than the requirements of this section, §164.314 § a hybrid entity:
(A) A reference in such provision to a “covered entity” refers to a health care

component of the covered entity;

29 ¢¢

(B) A reference in such provision te covered health care
provider,” or “health care gleari efers to a health care component of the
covered entity if such hea t performs the functions of a health
plan, health care provider, or, earinghouse, as applicable;

“protected health information” refers to
that is created or received by or on behalf of the
overed entity; and

(C) A reference in suc
protected health i

health care component of th

(D) A refe chprovision to “electronic protected health information”
nic protected health information that is created, received,

mitted by or on behalf of the health care component of the

. The covered entity that is a hybrid entity must ensure that a
ponent of the entity complies with the applicable requirements of-this

3 this part. In particular, and without limiting this

ement, such covered entity must ensure that:

(A) Its health care component does not disclose protected health information to
another component of the covered entity in circumstances in which subpart E of
this part would prohibit such disclosure if the health care component and the other
component were separate and distinct legal entities;

(B) Its health care component protects electronic protected health information with
respect to another component of the covered entity to the same extent that it would
be required under subpart C of this part to protect such information if the health
care component and the other component were separate and distinct legal entities;
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Gef—thﬂ—paﬁ—aﬂdéE) If a person performs dutles for both the health care
component in the capacity of a member of the workforce of such component and

for another component of the entity in the same capacity with respect to th

(ii1) Responsibilities of the covered entity . A covered entity that i ityfhas the
following responsibilities:

compliance and enforcement, the covered e

complying with-subpartE-efthis part.

(B) The covered entity is responsible fo
§164.530(i), pertaining to the implementati licies and procedures to ensure
compliance with applicable requirg i i
this-part, including the safe
section.

ponsible for designating the components that are part
of one or e components of the covered entity and documenting the
designatio ance with paragraph (c) of this section, provided that, if the

entity designates aone or more health care eempenent-er-components, it

lude omponent that would meet the definition of a covered entity or
tate if it were a separate legal entity. Health care component(s) also
de a component only to the extent that it performs:

designate themselves as a single covered entity for purposes of subparts-C-andE-efthis part.

(+2) Implementation specifications=.

(1) Requirements for designation of an affiliated covered entity.

(A) Legally separate covered entities may designate themselves (including any
health care component of such covered entity) as a single affiliated covered entity,

for purposes-efsubparts-C-and-E of this part, if all of the covered entities
designated are under common ownership or control.
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(B) The designation of an affiliated covered entity must be documented and the
documentation maintained as required by paragraph (c) of this section.

(i1) Safeguard requirements . An affiliated covered entity must ensure that: it complies with

the applicable requirements of this part, including, if the affiliated covered entity combines

the functions of a health plan, health care provider, or health care clearinghouse,
§164.308(a)(4)(11)(A) and §164.504(g), as applicable.

(A) The affiliated covered entity's creation, receipt, maintenance, or transmission
of electronic protected health information complies with the applicable
requirements of subpart C of this part;

(B) The affiliated covered entity's use and disclosure of protected health
information comply with the applicable requirements of subpart E 0f this part; and

(C) If the affiliated covered entity combines the function§yof.a health plang’health
care provider, or health care clearinghouse, the affiliated covered entity complies
with §164.308(a)(4)(ii)(A) and §164.504(g), as applicable.

(c)(1) Standard: Documentation. A covered entity must maintain a writtén orielectronic record of a
designation as required by paragraphs (a) or (b) of this section,

(2) Implementation specification: Retention period . A covered entitydmust retain the
documentation as required by paragraph (c)(1) of this sectiefi for 6'years from the date of its
creation or the date when it last was in effect, which€¥enis later.

§164.106 Relationship to other parts.

In complying with the requirementsof.thisgart, covered entities and, where provided, business
associates, are required to comply with‘the applicable provisions of parts 160 and 162 of this
subchapter.

Subpart B [Reserved]

Subpart C—Security Standards for the Protection of Electronic Protected Health
Information

Authority: 42 4iSyC. 1320d-2 and 1320d-4; sec. 13401, Pub. L. 111-5, 123 Stat. 260.
§164:302 Applicability.
Axcoveted entity or business associate must comply with the applicable standards, implementation

specifications, and requirements of this subpart with respect to electronic protected health
informatiofiof a covered entity.

§164.304 Definitions.
As used in this subpart, the following terms have the following meanings:
Access means the ability or the means necessary to read, write, modify, or communicate

data/information or otherwise use any system resource. (This definition applies to “access” as used
in this subpart, not as used in subparts D or E of this part.)
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Administrative safeguards are administrative actions, and policies and procedures, to manage the
selection, development, implementation, and maintenance of security measures to protect electronic
protected health information and to manage the conduct of the covered entity's or business
associate's workforce in relation to the protection of that information.

Authentication means the corroboration that a person is the one claimed.

Availability means the property that data or information is accessible and useable upon demand by
an authorized person.

Confidentiality means the property that data or information is not made available or disclos€d to
unauthorized persons or processes.

Encryption means the use of an algorithmic process to transform data into a form in which'thereis
a low probability of assigning meaning without use of a confidential process‘or key.

Facility means the physical premises and the interior and exterior of a building(s):
Information system means an interconnected set of information resources under the same direct

management control that shares common functionality. A system normally ifeludes hardware,
software, information, data, applications, communications, and people.

Integrity means the property that data or information haveginot been altéred or destroyed in an
unauthorized manner.

Malicious software means software, for example,/a virus, designed to damage or disrupt a system.

Password means confidential authentication informatiem€omposed of a string of characters.

Physical safeguards are physical measures, policies, and procedures to protect a covered entity's or
business associate's electronic inforimation systems and related buildings and equipment, from
natural and environmental hazards, and unauthorized intrusion.

Security or Security measutes eancompass all of the administrative, physical, and technical
safeguards in an informationsystem.

Security incident means thesattempted or successful unauthorized access, use, disclosure,
modification, eridestruction of information or interference with system operations in an information
system.

Téchnical safeguards means the technology and the policy and procedures for its use that protect
electrofic protected health information and control access to it.

User miean$ a person or entity with authorized access.
Workstation means an electronic computing device, for example, a laptop or desktop computer, or

any other device that performs similar functions, and electronic media stored in its immediate
environment.

2 BakerHostetler



§164.306 Security standards: General rules.

(a) General requirements. Covered entities_and business associates must do the following:

(1) Ensure the confidentiality, integrity, and availability of all electronic protected health
information the covered entity or business associate creates, receives, maintains, or transmits.

(2) Protect against any reasonably anticipated threats or hazards to the security or integrity of such
information.

(3) Protect against any reasonably anticipated uses or disclosures of such information that afé not
permitted or required under subpart E of this part.

(4) Ensure compliance with this subpart by its workforce.
(b) Flexibility of approach. (1) Covered entities and business associates may useiany-security

measures that allow the covered entity or business associate to reasonably.and apprepriately
implement the standards and implementation specifications as specified in thissubpart.

(2) In deciding which security measures to use, a covered entity_or busin@ss dssociate must take
into account the following factors:

(i) The size, complexity, and capabilities of the cgvered entityior business associate.

(i1) The covered entity's or the business asseeiate's technical infrastructure, hardware, and
software security capabilities.

(iii) The costs of security measures.

(iv) The probability and criticality of potential risks to electronic protected health
information.

(c) Standards. A covered entity#orbusiness associate must comply with the applicable standards as
provided in this section and in §464.308;°§164.310, §164.312, §164-314;164.314 and §164.316
with respect to all electronic protected health information.

(d) Implementation‘specifieations. In this subpart:

(1) Implementation specifications are required or addressable. If an implementation specification is
required, theswotd “Required” appears in parentheses after the title of the implementation
specification. Ifan implementation specification is addressable, the word “Addressable” appears in
parenthescs after the title of the implementation specification.

(2) When a'standard adopted in §164.308, §164.310, §164.312, §164.314, or §164.316 includes
requireddmplementation specifications, a covered entity or business associate must implement the
implementation specifications.

(3) When a standard adopted in §164.308, §164.310, §164.312, §164.314, or §164.316 includes
addressable implementation specifications, a covered entity or business associate must—--

(i) Assess whether each implementation specification is a reasonable and appropriate

safeguard in its environment, when analyzed with reference to the likely contribution to
protecting-the-entity’'s electronic protected health information; and
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(i1) As applicable to the covered entity— or business associate--
(A) Implement the implementation specification if reasonable and appropriate; or

(B) If implementing the implementation specification is not reasonable and
appropriate—

$( 1) Document why it would not be reasonable and appropriate to
implement the implementation specification; and

$( 2') Implement an equivalent alternative measure if reasonable a
appropriate.

(e) Maintenance. SeeurityA covered entity or business assomate must review and mio the
security measures implemented Atatie “ ee ? ﬂ

&deﬁed—m&éer—§-1—é4—1—9§—&néunder thls subpart =

accordance with §164.316(b)(2)( 111)
§164.308 Administrative safeguards.

(a) A covered entity or business associate must, in accor:

(1)(i) Standard: Security management process. Im and procedures to prevent,

detect, contain, and correct security violatiens.

t polici

(i1) Implementation specifications:

(A) Risk analysis (R d). Conduct an accurate and thorough assessment of the

ilities to the confidentiality, integrity, and availability

n policy (Required). Apply appropriate sanctions against workforce
s who fail to comply with the security policies and procedures of the
ed entity or business associate.

(D) Information system activity review (Required). Implement procedures to
regularly review records of information system activity, such as audit logs, access
reports, and security incident tracking reports.

(2) Standard: Assigned security responsibility. Identify the security official who is responsible for
the development and implementation of the policies and procedures required by this subpart for the
covered entity or business associate.

(3)(i) Standard: Workforce security. Implement policies and procedures to ensure that all members
of its workforce have appropriate access to electronic protected health information, as provided
under paragraph (a)(4) of this section, and to prevent those workforce members who do not have

44 BakerHostetler



access under paragraph (a)(4) of this section from obtaining access to electronic protected health
information.

(i1) Implementation specifications:

(A) Authorization and/or supervision (Addressable). Implement procedures for the
authorization and/or supervision of workforce members who work with electronic
protected health information or in locations where it might be accessed.

(B) Workforce clearance procedure (Addressable). Implement procedures to
determine that the access of a workforce member to electronic protected health
information is appropriate.

(C) Termination procedures (Addressable). Implement proceduresfor terminating
access to electronic protected health information when the cmployment of, or other
arrangement with, a workforce member ends or as required by determinations
made as specified in paragraph (a)(3)(ii)(B) of this section,

(4)(i) Standard: Information access management. Implement policiesfand procedures for
authorizing access to electronic protected health information that are comnsistént with the applicable
requirements of subpart E of this part.

(i1) Implementation specifications:

(A) Isolating health care clearingheuSésfunctions/(Required). If a health care
clearinghouse is part of a larger organization, the clearinghouse must implement
policies and procedures that protect the electronic protected health information of
the clearinghouse from unauthorized@eeess by the larger organization.

(B) Access authorization (Addressable). Implement policies and procedures for
granting access to,electronie protected health information, for example, through
access to a workstation, transaction, program, process, or other mechanism.

(C) Access establishient and modification (Addressable). Implement policies and
procedaires ‘that, based upon the covered entity's or the business associate's access
authorization pelicies, establish, document, review, and modify a user's right of
access to'@aiworkstation, transaction, program, or process.

(5)(1) Standard: Security awareness and training. Implement a security awareness and training
progfam, for all snembers of its workforce (including management).

(i1) Implementation specifications. Implement:

(A) Security reminders (Addressable). Periodic security updates.

(B) Protection from malicious software (Addressable). Procedures for guarding
against, detecting, and reporting malicious software.

(C) Log-in monitoring (Addressable). Procedures for monitoring log-in attempts
and reporting discrepancies.

(D) Password management (Addressable). Procedures for creating, changing, and
safeguarding passwords.
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(6)(1) Standard: Security incident procedures. Implement policies and procedures to address
security incidents.

(i1) Implementation specification: Response and Reportingreporting (Required). Identify
and respond to suspected or known security incidents; mitigate, to the extent practicable,
harmful effects of security incidents that are known to the covered entity or business
associate; and document security incidents and their outcomes.

(7)(1) Standard: Contingency plan. Establish (and implement as needed) policies and procedures for
responding to an emergency or other occurrence (for example, fire, vandalism, system failure, and
natural disaster) that damages systems that contain electronic protected health information.

(i1) Implementation specifications:

(A) Data backup plan (Required). Establish and implement prece o0 create
and maintain retrievable exact copies of electronic prote ion.

(B) Disaster recovery plan (Required). Establish (and imple as needed)
procedures to restore any loss of data.

(C) Emergency mode operation plan (Require d implement as
needed) procedures to enable continuation business processes for
protection of the security of electronic p nformation while operating
in emergency mode.

components.

(8) Standard: Evaluation. Pexf a petiodic technical and nontechnical evaluation, based initially
upon the standards imple der this rule and, subsequently, in response to environmental or

tory assurances, in accordance with §164.3 14(a) that the business associate will
afeguard the 1nf0rmat10n A covered entity is not required to obtain such satisfactory

(i-TFhe-transmisston-of2) A business associate may permit a business associate that is a

subcontractor to create, receive mamtam or transmlt electronic protected health information by—a
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q ation sue ons—and-req Lin
accordance w1th §164 3 14(a)-, that the subcontractor will aggrogrlatelx safeguard the 1nf0rmat10n
(43) Implementation specifications: Written contract or other arrangement (Required). Document
the satisfactory assurances required by paragraph (b)(1) or (b)(2) of this section through a written
contract or other arrangement with the business associate that meets the applicable requirements of
§164.314(a).

§164.310 Physical safeguards.
A covered entity or business associate must, in accordance with §164.306:
(a)(1) Standard: Facility access controls. Implement policies and procedures to limityphysical

access to its electronic information systems and the facility or facilitiesin,which,they“are housed,
while ensuring that properly authorized access is allowed.

(2) Implementation specifications:

(1) Contingency operations (Addressable). Establish (and.implement as needed) procedures
that allow facility access in support of restoration eflost data under the disaster recovery
plan and emergency mode operations plandfithe,event of an emergency.

(i1) Facility security plan (Addressable). Implement policies and procedures to safeguard
the facility and the equipment thereindrom unauthorized physical access, tampering, and
theft.

(iii) Access control and validation‘procedures (Addressable). Implement procedures to
control and validate a person's accessto facilities based on their role or function, including
visitor control, and géntrohof‘access to software programs for testing and revision.

(iv) Maintenanée records (Addressable). Implement policies and procedures to document
repairs andymodifications'to the physical components of a facility which are related to
security (forexampleghardware, walls, doors, and locks).

(b) Standardi Workstation use. Implement policies and procedures that specify the proper functions
to b&performed; the manner in which those functions are to be performed, and the physical
aftributes.ef the:susfoundings of a specific workstation or class of workstation that can access
electrenic protected health information.

(c) Standafd: Workstation security. Implement physical safeguards for all workstations that access
electronic protected health information, to restrict access to authorized users.

(d)(1) Standard: Device and media controls. Implement policies and procedures that govern the
receipt and removal of hardware and electronic media that contain electronic protected health
information into and out of a facility, and the movement of these items within the facility.
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(2) Implementation specifications:

(i) Disposal (Required). Implement policies and procedures to address the final disposition
of electronic protected health information, and/or the hardware or electronic media on
which it is stored.

(i1) Media re-use (Required). Implement procedures for removal of electronic protected
health information from electronic media before the media are made available for re-use.

(ii1) Accountability (Addressable). Maintain a record of the movements of hardware and
electronic media and any person responsible therefore.

(iv) Data backup and storage (Addressable). Create a retrievable, exact copy of.electronic
protected health information, when needed, before movement of equipment.

§164.312 Technical safeguards.

A covered entity or business associate must, in accordance with §164.306:

(a)(1) Standard: Access control. Implement technical policiespand procedures for electronic
information systems that maintain electronic protected health informatien tofallow access only to
those persons or software programs that have been granted accesstights as specified in
§164.308(a)(4).

(2) Implementation specifications:

(1) Unique user identification (Requited). 'Assign a unique name and/or number for
identifying and tracking user identity.

(i) Emergency access proceduref(Required). Establish (and implement as needed)
procedures for obtaining neécessaryielectronic protected health information during an
emergency.

(ii1) Automatic logoff (Addgessable). Implement electronic procedures that terminate an
electronic session after a predetermined time of inactivity.

(iv) Encryptien andsdecryption (Addressable). Implement a mechanism to encrypt and
decryptelectronic protected health information.

(b) Standard"Audit controls. Implement hardware, software, and/or procedural mechanisms that
reécord and examinedactivity in information systems that contain or use electronic protected health
mformation:

(c)(1)Standard: Integrity. Implement policies and procedures to protect electronic protected health
information from improper alteration or destruction.

(2) Implementation specification: Mechanism to authenticate electronic protected health
information (Addressable). Implement electronic mechanisms to corroborate that electronic
protected health information has not been altered or destroyed in an unauthorized manner.

(d) Standard: Person or entity authentication. Implement procedures to verify that a person or entity
seeking access to electronic protected health information is the one claimed.
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(e)(1) Standard: Transmission security. Implement technical security measures to guard against
unauthorized access to electronic protected health information that is being transmitted over an
electronic communications network.

(2) Implementation specifications:

(i) Integrity controls (Addressable). Implement security measures to ensure that
electronically transmitted electronic protected health information is not improperly
modified without detection until disposed of.

(i1) Encryption (Addressable). Implement a mechanism to encrypt electronic prote
health information whenever deemed appropriate.

§164.314 Organizational requirements.

(a)(1) Standard: Business associate contracts or other arrangements. ()-T|

arrangement iate-require )(4) must
meet the requirements of paragraph (a)(2)(i)-ex, (2)(2)(ii), or (a)(2)(iii) of thi i s applicable.

.......

(2) Implementation specifications (1

(i) Business associateféontractsy, The contract
asseetate-must pro @ at the business associate will—--

—pRysteas-a ar-sategua

aVa a af o Nnrofe heo on Aden ' fa¥a' aVa - A
anc=appi VPTo d a V5 £rtysana-avahao VO

eComply with the applicable requirements of this subpart;

iﬁ_ accordance with §164.308(b)(2), ensure that any subcontractors that create

e maintain, or transmit electronic protected health information thatit-ereates;
subpart:on behalf of the business associate agree to comply with the applicable
requirements of this subpart by entering into a contract or other arrangement that
complies with this section; and

(C) Report to the covered entity any security incident of which it becomes awares,

including breaches of unsecured protected health information as required by
§164.410.
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(i1) Other arrangements. éA)When—a—eevered—e&tHy—m&d—&s—b&s&ess—asseet&t&afebeﬂ&
soveramental-entities;theThe covered entity is in compliance with paragraph (a)(1) of this
section;+#— if it has another arrangement in place that meets the requirements of
§164.504(e)(3).

on a ) en h tho Oy
v, Vv atuto

obligation thelsoveted-entity-or-its-businessa tate-1ii) Business associate
contracts S ntractors. The requirements of paragraphs (a)(2)(i) and
2 m\ @ on apply to the contract or other arrangement between a

b mg associate and a subcontractor required by §164.308(b)(4) in the same
as s requirements apply to contracts or other arrangements between a

covered and business associate.

andard _{Q ements for group health plans. Except when the only electronic protected
ormationsdisclosed to a plan sponsor is disclosed pursuant to §164.504(f)(1)(ii) or (iii), or

nder §164.508, a group health plan must ensure that its plan documents provide that

sor will reasonably and appropriately safeguard electronic protected health

: created, received, maintained, or transmitted to or by the plan sponsor on behalf of the

group health plan.

(2) Implementation specifications (Required). The plan documents of the group health plan must be
amended to incorporate provisions to require the plan sponsor to—

(i) Implement administrative, physical, and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of the electronic
protected health information that it creates, receives, maintains, or transmits on behalf of
the group health plan;
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(i1) Ensure that the adequate separation required by §164.504(f)(2)(iii) is supported by
reasonable and appropriate security measures;

(ii1) Ensure that any agent;-ineladinga-subeentractor; to whom it provides this information
agrees to implement reasonable and appropriate security measures to protect the
information; and

(iv) Report to the group health plan any security incident of which it becomes aware.

§164.316 Policies and procedures and documentation requirements.

A covered entity or business associate must, in accordance with §164.306:

(a) Standard: Policies and procedures. Implement reasonable and appropriate policiés and
procedures to comply with the standards, implementation specifications, or other requifements of
this subpart, taking into account those factors specified in §164.306(b)(2)(1), (1D)H(ii1), and«(iv). This
standard is not to be construed to permit or excuse an action that violates amy,otherstandard,
implementation specification, or other requirements of this subpart. A coyered entity or business
associate may change its policies and procedures at any time, providéd that the changes are
documented and are implemented in accordance with this subpart.

(b)(1) Standard: Documentation. (i) Maintain the policies and proeedures implemented to comply
with this subpart in written (which may be electronic) forfn; and

(i1) If an action, activity or assessment is requited by thisfsubpart to be documented,
maintain a written (which may be glectronic) record of the action, activity, or assessment.

(2) Implementation specifications:

(1) Time limit (Required). Retainfthe documentation required by paragraph (b)(1) of this
section for 6 years from the date ofiits creation or the date when it last was in effect,
whichever is later.

(i1) Availability (Requiréd).dMake documentation available to those persons responsible for
implementing the pro€edures to which the documentation pertains.

(ii1) Updates (Required). Review documentation periodically, and update as needed, in
respons@ite environmental or operational changes affecting the security of the electronic
protécteddealth mformation.

$§164.318 _Compliance dates for the initial implementation of the security standards.

(a)'Health plan. (1) A health plan that is not a small health plan must comply with the applicable
requirements of this subpart no later than April 20, 2005.

(2) A small health plan must comply with the applicable requirements of this subpart no later than
April 20, 2006.

(b) Health care clearinghouse. A health care clearinghouse must comply with the applicable
requirements of this subpart no later than April 20, 2005.

(c) Health care provider. A covered health care provider must comply with the applicable
requirements of this subpart no later than April 20, 2005.
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Appendix A to Subpart C of Part 164—Security Standards: Matrix

Implementation Specifications
Standards Sections (R)=Required, (A)=Addressable

Administrative Safeguards

Security Management Process 164.308(a)(1)|Risk Analysis (R)

Risk Management (R)

Sanction Policy (R)

Information System A€tivity Review (R)

Assigned Security Responsibility  {164.308(a)(2)|(R)

Workforce Security 164.308(a)(3)|Authorization and/es Supervision (A)

Workforoe L£learance Procedure

‘Termination Procedures (A)

Information Access Management g}l 64.308(a)(4)(lsolating Health care Clearinghouse Function

(R)

Access Authorization (A)

Access Establishment and Modification (A)

Security Awarengss and Training  [164.308(a)(5)(Security Reminders (A)

Protection from Malicious Software (A)

Log-in Monitoring (A)

Password Management (A)

Security Incident Procedures 164.308(a)(6)|Response and Reporting (R)

Contingency Plan 164.308(a)(7)|Data Backup Plan (R)
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Implementation Specifications

Standards Sections (R)=Required, (A)=Addressable
Disaster Recovery Plan (R)
Emergency Mode Operation Plan (R)
Testing and Revision Procedure (A)
Applications and Data Criticality Analysis,(A)
Evaluation 164.308(a)(8)|(R)
Business Associate Contracts and  [164.308(b)(1)[WTritten Contract or Other‘Arrangement (R)
Other Arrangement
Physical Safeguards
Facility Access Controls 164.310(a)(1)|Contmgeéncy Operations (A)
Facility Security Plan (A)
Access Control and Validation Procedures (A)
Maintenance Records (A)
'Workstation Use 164.310(b) |(R)
'Workstation Security 164.310(c) |(R)
Deviee,and Media Comtrols 164.310(d)(1)|Disposal (R)

Media Re-use (R)

Accountability (A)

Data Backup and Storage (A)

Technical Safeguards(see 164.312)

Access Control

164.312(a)(1)

Unique User Identification (R)
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Implementation Specifications
Standards Sections (R)=Required, (A)=Addressable

Emergency Access Procedure (R)

Automatic Logoff (A)

Encryption and Decryption (A)

Audit Controls 164.312(b) |(R)
V' 4

Integrity 164.312(c)(1)|Mechanism to Authentic le Vo@
Protected Health Infi 10 )

Person or Entity Authentication 164.312(d) |(R)

Transmission Security 164.312(e)(1)|Integrity

Subpart D—Notification in the Case of B h red Protected Health Information
SOURCE: 74 FR 42767, Aug. 24, 20 s otherwise noted.

§164.400 Applicability.

The requirements of this sul 1 ly with respect to breaches of protected health
information occurring on o ember 23, 2009.

§164.402 Defin

Breach means é
D

ubpart E of this part which compromises the security or privacy of the

....
a

‘@ d u
‘ 6 @ information.
(1)' B de

{2} Breach excludes:

(i) Any unintentional acquisition, access, or use of protected health information by a
workforce member or person acting under the authority of a covered entity or a business
associate, if such acquisition, access, or use was made in good faith and within the scope of
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authority and does not result in further use or disclosure in a manner not permitted under
subpart E of this part.

(i) Any inadvertent disclosure by a person who is authorized to access protected health
information at a covered entity or business associate to another person authorized to access
protected health information at the same covered entity or business associate, or organized
health care arrangement in which the covered entity participates, and the information
received as a result of such disclosure is not further used or disclosed in a manner not
permitted under subpart E of this part.

(iii) A disclosure of protected health information where a covered entity or busines$
associate has a good faith belief that an unauthorized person to whom the disclostre,was
made would not reasonably have been able to retain such information.

(2) Except as provided in paragraph (1) of this definition, an acquisition, access, use,.or disclosure
of protected health information in a manner not permitted under subpart Buis.presumeditode a
breach unless the covered entity or business associate, as applicable, demaenstratesthat there is a

low probability that the protected health information has been compromised based on'a risk
assessment of at least the following factors:

(i) The nature and extent of the protected health information mvelved. including the types

of identifiers and the likelihood of re-identification;

(ii) The unauthorized person who used the protectedthealth information or to whom the

disclosure was made;

(iii) Whether the protected health information was actually acquired or viewed; and

(iv) The extent to which therisk todhe protected health information has been mitigated.

Unsecured protected health information means protected health information that is not rendered
unusable, unreadable, or indecipherable to unauthorized individualspersons through the use of a
technology or methodology specified by, the Secretary in the guidance issued under section
13402(h)(2) of PubleLawPRub. L Id\1-S~on-the HHS Web-site-5.

§164.404 Notification to individuals.

(a) Standard —<(1),General rule. A covered entity shall, following the discovery of a breach of
unsecured protected health information, notify each individual whose unsecured protected health
infofation hastbeen, of is reasonably believed by the covered entity to have been, accessed,
acquired, used, ‘Ordisclosed as a result of such breach.

(2)Breaches/treated as discovered. For purposes of paragraph (a)(1) of this section, §§164.406(a),
and 164:408(a), a breach shall be treated as discovered by a covered entity as of the first day on
which such breach is known to the covered entity, or, by exercising reasonable diligence would
have been known to the covered entity. A covered entity shall be deemed to have knowledge of a
breach if such breach is known, or by exercising reasonable diligence would have been known, to
any person, other than the person committing the breach, who is a workforce member or agent of
the covered entity (determined in accordance with the federal common law of agency).

(b) Implementation specification: Timeliness of notification. Except as provided in §164.412, a
covered entity shall provide the notification required by paragraph (a) of this section without
unreasonable delay and in no case later than 60 calendar days after discovery of a breach.
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(c) Implementation specifications: Content of notification —(1) Elements. The notification required
by paragraph (a) of this section shall include, to the extent possible:

(A) A brief description of what happened, including the date of the breach and the
date of the discovery of the breach, if known;

(B) A description of the types of unsecured protected health information that were
involved in the breach (such as whether full name, social security number, date of
birth, home address, account number, diagnosis, disability code, or other types of
information were involved);

(C) Any steps individuals should take to protect themselves from potential harm
resulting from the breach;

(D) A brief description of what the covered entity involved 1§idoing\tefinvestigate
the breach, to mitigate harm to individuals, and to protectagainstany. fusther
breaches; and

(E) Contact procedures for individuals to ask questigns or:leéarn additional
information, which shall include a toll-free telephone numbeér, an e-mail address,
Web site, or postal address.

(2) Plain language requirement. The notification requireddby paragraph'(a) of this section shall be
written in plain language.

(d) Implementation specifications: Methods of individualnotification. The notification required by
paragraph (a) of this section shall be provided,in the following form:

(1) Written notice. (i) Written notification by Tirst=elass mail to the individual at the last known
address of the individual or, if the individual agreesto electronic notice and such agreement has not
been withdrawn, by electronic mail. The notification may be provided in one or more mailings as
information is available.

(i1) If the covered entitydknows the individual is deceased and has the address of the next of
kin or personaldepresentative of the individual (as specified under §164.502(g)(4) of
subpart E)jwritten notifi€ation by first-class mail to either the next of kin or personal
representative,of thesimdividual. The notification may be provided in one or more mailings
as infofmation‘ig,available.

(2)Substitute notice [In"the case in which there is insufficient or out-of-date contact information
that precludes werittén notification to the individual under paragraph (d)(1)(i) of this section, a
substitte form of notice reasonably calculated to reach the individual shall be provided. Substitute
notice need 1ot be provided in the case in which there is insufficient or out-of-date contact
informatief that precludes written notification to the next of kin or personal representative of the
individual under paragraph (d)(1)(ii).

(i) In the case in which there is insufficient or out-of-date contact information for fewer
than 10 individuals, then such substitute notice may be provided by an alternative form of
written notice, telephone, or other means.

(i1) In the case in which there is insufficient or out-of-date contact information for 10 or
more individuals, then such substitute notice shall:
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(A) Be in the form of either a conspicuous posting for a period of 90 days on the
home page of the Web site of the covered entity involved, or conspicuous notice in
major print or broadcast media in geographic areas where the individuals affected
by the breach likely reside; and

(B) Include a toll-free phone number that remains active for at least 90 days where
an individual can learn whether the individual's unsecured protected health
information may be included in the breach.

(3) Additional notice in urgent situations. In any case deemed by the covered entity to require
urgency because of possible imminent misuse of unsecured protected health information, the
covered entity may provide information to individuals by telephone or other means, as appropriate,
in addition to notice provided under paragraph (d)(1) of this section.

§164.406 Notification to the media.

(a) Standard. For a breach of unsecured protected health information involving mote,than 500
residents of a State or jurisdiction, a covered entity shall, following the discoveny of the breach as
provided in §164.404(a)(2), notify prominent media outlets serving the State or jurisdiction.-Eer

%) heo NoEth ogsn N\

(b) Implementation specification: Timeliness of notification.Except,as provided in §164.412, a
covered entity shall provide the notification required by paragraph (a)of this section without
unreasonable delay and in no case later than 60 calendar day§ after)discovery of a breach.

(c) Implementation specifications: Contentsof notification, The notification required by paragraph
(a) of this section shall meet the requirementsyof §164.404(c).

§164.408 Notification to the Secretary.

(a) Standard. A covered entity shall, following the discovery of a breach of unsecured protected
health information as provided in §164.404(a)(2), notify the Secretary.

(b) Implementation specifications: Breaches involving 500 or more individuals. For breaches of
unsecured protected hedlth mmformation involving 500 or more individuals, a covered entity shall,
except as providedyin §164.4 12 provide the notification required by paragraph (a) of this section
contemporaneously with'themetice required by §164.404(a) and in the manner specified on the
HHS Web sites

(c)dmplementation specifications: Breaches involving less than 500 individuals. For breaches of

unsecured protected health information involving less than 500 individuals, a covered entity shall

maintain a [og\or other documentation of such breaches and, not later than 60 days after the end of

each calendar year, provide the notification required by paragraph (a) of this section for breaches

eceurrigdiscovered during the preceding calendar year, in the manner specified on the HHS Web
eb site.

§164.410 Notification by a business associate.

(a) Standard——(1) General rule. A business associate shall, following the discovery of a breach of
unsecured protected health information, notify the covered entity of such breach.

(2) Breaches treated as discovered. For purposes of paragraph (a)(1) of this section, a breach shall

be treated as discovered by a business associate as of the first day on which such breach is known
to the business associate or, by exercising reasonable diligence, would have been known to the
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business associate. A business associate shall be deemed to have knowledge of a breach if the

breach is known, or by exercising reasonable diligence would have been known, to any person,
other than the person committing the breach, who is an employee, officer, or other agent of the
business associate (determined in accordance with the federalFederal common law of agency).

(b) Implementation specifications: Timeliness of notification. Except as provided in §164.412, a
business associate shall provide the notification required by paragraph (a) of this section without
unreasonable delay and in no case later than 60 calendar days after discovery of a breach.

(c) Implementation specifications: Content of notification. (1) The notification required by
paragraph (a) of this section shall include, to the extent possible, the identification of each
individual whose unsecured protected health information has been, or is reasonably believed by the
business associate to have been, accessed, acquired, used, or disclosed during the breaghs

(2) A business associate shall provide the covered entity with any other available inforination that
the covered entity is required to include in notification to the individual under §164.404(e)/at the
time of the notification required by paragraph (a) of this section or promptly thereafter as
information becomes available.

§164.412 Law enforcement delay.

If a law enforcement official states to a covered entity or business‘@ssociate that a notification,
notice, or posting required under this subpart would impede a criminalinvestigation or cause
damage to national security, a covered entity or business‘associate shall:

(a) If the statement is in writing and specifies the fime forwhich a delay is required, delay such
notification, notice, or posting for the time pesiod specified by the official; or

(b) If the statement is made orally, document the statement, including the identity of the official
making the statement, and delay the notification, notice, or posting temporarily and no longer than
30 days from the date of the oral statement,junless a written statement as described in paragraph (a)
of this section is submitted during that time.

§164.414 Administrative requirements and burden of proof.
(a) Administrativeiequirements®A covered entity is required to comply with the administrative

requirements of §164530B)ntd), (e), (g), (h), (1), and (j) with respect to the requirements of this
subpart.

(b)Buitden of proof. Inthe event of a use or disclosure in violation of subpart E, the covered entity
of business,associate, as applicable, shall have the burden of demonstrating that all notifications
were made as required by this subpart or that the use or disclosure did not constitute a breach, as
defined at §164.402.

Subpart’E—Privacy of Individually Identifiable Health Information

AUTHORITY: 42 U.S.C. 1320d-2 and 1320d-4, sec. 264 of Pub. L. 104-191, 110 Stat. 2033-2034
(42 U.S.C. 1320d-2(note)).

§164.500 Applicability.

(a) Except as otherwise provided herein, the standards, requirements, and implementation
specifications of this subpart apply to covered entities with respect to protected health information.
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(b) Health care clearinghouses must comply with the standards, requirements, and implementation
specifications as follows:

(1) When a health care clearinghouse creates or receives protected health information as a business
associate of another covered entity, the clearinghouse must comply with:

(i) Section 164.500 relating to applicability;
(i1) Section 164.501 relating to definitions;

(ii1) Section 164.502 relating to uses and disclosures of protected health information
except that a clearinghouse is prohibited from using or disclosing protected health
information other than as permitted in the business associate contract under which it
created or received the protected health information;

(iv) Section 164.504 relating to the organizational requirements for covercd ‘entities;

(v) Section 164.512 relating to uses and disclosures for which individual authorization or
an opportunity to agree or object is not required, except that & clearinghouse is prohibited
from using or disclosing protected health informatiomother thanfas permitted in the
business associate contract under which it created or received the protected health
information;

(vi) Section 164.532 relating to transition requiremefits; and

(vii) Section 164.534 relating to compliance dates for initial implementation of the privacy
standards.

(2) When a health care clearinghouseereate§ or reeeives protected health information other than as
a business associate of a covered entity, the clearinghouse must comply with all of the standards,
requirements, and implementation,specifieations of this subpart.

(c) Where provided, the stand@fds; requirements, and implementation specifications adopted under
this subpart apply to a business aSsoeiate with respect to the protected health information of a
covered entity.

(ed) The standards, Tequiteéments, and implementation specifications of this subpart do not apply to
the Departmentf@f.Defense or to any other federal agency, or non-governmental organization acting
on its behalf] whenproviding health care to overseas foreign national beneficiaries.

§464.501 _Definitions.
Aswsed in this subpart, the following terms have the following meanings:

Correctional institution means any penal or correctional facility, jail, reformatory, detention center,
work farm, halfway house, or residential community program center operated by, or under contract
to, the United States, a State, a territory, a political subdivision of a State or territory, or an Indian
tribe, for the confinement or rehabilitation of persons charged with or convicted of a criminal
offense or other persons held in lawful custody. Other persons held in lawful custody includes
juvenile offenders adjudicated delinquent, aliens detained awaiting deportation, persons committed
to mental institutions through the criminal justice system, witnesses, or others awaiting charges or
trial.
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Data aggregation means, with respect to protected health information created or received by a
business associate in its capacity as the business associate of a covered entity, the combining of
such protected health information by the business associate with the protected health information
received by the business associate in its capacity as a business associate of another covered entity,
to permit data analyses that relate to the health care operations of the respective covered entities.

Designated record set means:

(1) A group of records maintained by or for a covered entity that is:

(i) The medical records and billing records about individuals maintained by or for a
covered health care provider;

(i1) The enrollment, payment, claims adjudication, and case or medical magagement record
systems maintained by or for a health plan; or

(iii) Used, in whole or in part, by or for the covered entity to make decisions,about
individuals.

(2) For purposes of this paragraph, the term record means anyjitem, colléction; or grouping of
information that includes protected health information and is maintained, collected, used, or
disseminated by or for a covered entity.

Direct treatment relationship means a treatment relationshipdetween an individual and a health
care provider that is not an indirect treatment relationship.

Health care operations means any of the following activities of the covered entity to the extent that
the activities are related to covered functions;

(1) Conducting quality assessment andimprovement activities, including outcomes evaluation and
development of clinical guidelines, (provided that the obtaining of generalizable knowledge is not
the primary purpose of any studies tesulting ffom such activities; patient safety activities (as
defined in 42 CFR 3.20); popiilatien-based activities relating to improving health or reducing health
care costs, protocol development; case management and care coordination, contacting of health
care providers and patights with information about treatment alternatives; and related functions that
do not include treatment;

(2) Reviewingghigicompetence or qualifications of health care professionals, evaluating practitioner
and provider performance, health plan performance, conducting training programs in which
studénts trainegs, or/practitioners in areas of health care learn under supervision to practice or
improve their skillsfas health care providers, training of non-health care professionals,
acereditation, certification, licensing, or credentialing activities;

-t e R 3) Except as prohibited under §164.502(a)(5)(i), underwriting, enrollment,
premiumrating, and other activities relatingrelated to the creation, renewal, or replacement of a
contract of health insurance or health benefits, and ceding, securing, or placing a contract for
reinsurance of risk relating to claims for health care (including stop-loss insurance and excess of
loss insurance), provided that the requirements of §164.514(g) are met, if applicable;

(4) Conducting or arranging for medical review, legal services, and auditing functions, including
fraud and abuse detection and compliance programs;
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(5) Business planning and development, such as conducting cost-management and planning-related
analyses related to managing and operating the entity, including formulary development and
administration, development or improvement of methods of payment or coverage policies; and

(6) Business management and general administrative activities of the entity, including, but not
limited to:

(1) Management activities relating to implementation of and compliance with the
requirements of this subchapter;

(ii) Customer service, including the provision of data analyses for policy holders, plan
sponsors, or other customers, provided that protected health information is not dis¢lesed to
such policy holder, plan sponsor, or customer.

(iii) Resolution of internal grievances;

(iv) The sale, transfer, merger, or consolidation of all or part of the ceveredyentity with
another covered entity, or an entity that following such activity will beeome ‘a’covered
entity and due diligence related to such activity; and

(v) Consistent with the applicable requirements of §164.514, creating de-identified health
information or a limited data set, and fundraising for.the benefit of the covered entity.

Health oversight agency means an agency or authority ofithefUnited States, a State, a territory, a
political subdivision of a State or territory, or an Indi@amtribe,,or.a person or entity acting under a
grant of authority from or contract with sugh public ageney, including the employees or agents of
such public agency or its contractors or persomns of entities/to whom it has granted authority, that is
authorized by law to oversee the health care system (Whether public or private) or government
programs in which health informationiis ne€essary'to determine eligibility or compliance, or to
enforce civil rights laws for which health' information is relevant.

Indirect treatment relationship meang,a relationship between an individual and a health care
provider in which:

(1) The health care proyider.delivers health care to the individual based on the orders of another
health care provider; and

(2) The healthseare provider typically provides services or products, or reports the diagnosis or
results associateddwith the'health care, directly to another health care provider, who provides the
servi€esor products orreports to the individual.

Inmatefmeansia person incarcerated in or otherwise confined to a correctional institution.
Marketingdreans:: (1) Except as provided in paragraph (2) of this definition, marketing means to
make a communication about a product or service that encourages recipients of the communication

to purchase or use the product or service. (2) Marketing does not include a communication made:

(1) To provide refill reminders or otherwise communicate about a drug or biologic that is
currently being prescribed for the individual, only if any financial remuneration received

by the covered entity in exchange for making the communication is reasonably related to
the covered entity’s cost of making the communication.
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made:i1) For the following treatment and health care operations oses, except where the
covered entity receives financial remuneration in exchange for making the communication:

A) For treatment of an individual by a health care provider, including case
management or care coordination for the individual, or to direct or recommend
alternative treatments, therapies, health care providers, or settings of care to the
individual;

(B) To describe a health-related product or service (or payment for such product
or serV1ce) that is provided by, or 1ncluded in a plan of beneﬁts of, the covered

participating in a health care prov1der network or health plan network, re
of, or enhancements to, a health plan; and health-related products or senvi
available only to a health plan enrollee that add value to, but are ng @'

of benefits-{i)}Fertreatment-of the-individual; or

eaf%te—th%mehﬂé&alc For case manag, ement or care coordination, contacting of

individuals with information about treatmentlalterna m related functions to
the extent these activities do not fall within the ¢ ﬁp on.of treatment.

o b e

semee3 Flnan01al remuneratlon means di .@; direct payment from or on behalf of a third
party whose product or service is beingdescribed. Direct or indirect payment does not include an

ment for treatment of an individual.

Payment means:

(1) The activities,undertake

care provider or health plan to obtain or provide reimbursement for the
ion of health care; and

(i) Determinations of eligibility or coverage (including coordination of benefits or the
determination of cost sharing amounts), and adjudication or subrogation of health benefit
claims;

(i1) Risk adjusting amounts due based on enrollee health status and demographic
characteristics;
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(iii) Billing, claims management, collection activities, obtaining payment under a contract
for reinsurance (including stop-loss insurance and excess of loss insurance), and related
health care data processing;

(iv) Review of health care services with respect to medical necessity, coverage under a
health plan, appropriateness of care, or justification of charges;

(v) Utilization review activities, including precertification and preauthorization of services,
concurrent and retrospective review of services; and

(vi) Disclosure to consumer reporting agencies of any of the following protected health
information relating to collection of premiums or reimbursement:

(A) Name and address;

(B) Date of birth;

(C) Social security number;

(D) Payment history;

(E) Account number; and

(F) Name and address of the health care provider.and/or health plan.
Psychotherapy notes means notes recorded,(in any medium) by a health care provider who is a
mental health professional documenting oranalyzing the contents of conversation during a private
counseling session or a group, joint, or family:ceunseling’session and that are separated from the
rest of the individual's medical recotd Psyehotherapy notes excludes medication prescription and
monitoring, counseling session start andi§top times, the modalities and frequencies of treatment

furnished, results of clinical tests, and any:summary of the following items: Diagnosis, functional
status, the treatment plan, symptoms)prognosis, and progress to date.

Public health authority means anfagency or authority of the United States, a State, a territory, a
political subdivision of@ State or territory, or an Indian tribe, or a person or entity acting under a
grant of authority from or contraefwith such public agency, including the employees or agents of
such public agency onitsi€ontractors or persons or entities to whom it has granted authority, that is
responsible foppublic health matters as part of its official mandate.

Research means(a systematic investigation, including research development, testing, and
evaluation, designed to develop or contribute to generalizable knowledge.

Treatment means the provision, coordination, or management of health care and related services by
one ormore health care providers, including the coordination or management of health care by a
health care provider with a third party; consultation between health care providers relating to a
patient; or the referral of a patient for health care from one health care provider to another.
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§164.502 Uses and disclosures of protected health information: general rules.

(a) Standard. A covered entity or business associate may not use or disclose protected health
information, except as permitted or required by this subpart or by subpart C of part 160 of this
subchapter.

(1) Covered entities: Permitted uses and disclosures. A covered entity is permitted to use or
disclose protected health information as follows:

(1) To the individual;

(i1) For treatment, payment, or health care operations, as permitted by and in co
with §164.506;

(iii) Incident to a use or disclosure otherwise permitted or required

provided that the covered entity has complied with the applicabl

§8§§164.502(b), §+64.514(d), and §+64.530(c) with respect to suc er pernntted or
required use or disclosure;

(iv) PursvantExcept for uses and disclosures prohibit
to and in compliance with a valid authorization under

(v) Pursuant to an agreement under, or as otherwi§e pe , §164.510; and

(vi) As permitted by and in compliance wi is, secti 164.512, e+-§164.514(e), (f), or
(2.

(2) Covered entities: y is required to disclose protected health

information:

(1) To an individual, whe under, and required by §164.524 or §164.528; and

(i) When required b ectetary under subpart C of part 160 of this subchapter to
investigate or deter @ ecovered entity's compliance with this subpartsubchapter.

Business assogia Pe uses and disclosures. A business associate may use or disclose

protected health inforn tiomenl permitted or required by its business associate contract or

other arrangement.pursuant to §164.504(e) or as required by law. The business associate may not

use or disclo ﬂ tected health information in a manner that would violate the requirements of this

subg if done Ad_i‘p overed entity, except for the purposes specified under §164.504(e)(2)(1)(A)
dﬁ M disclosures are permitted by its contract or other arrangement.

4)1] @ ssociates: Required uses and disclosures. A business associate is required to disclose
protect ." alth information:

(1) When required by the Secretary under subpart C of part 160 of this subchapter to
investigate or determine the business associate's compliance with this subchapter.

1) To the covered entity, individual, or individual's designee, as necessary to satisfy a
covered entity's obligations under §164.524(c)(2)(ii) and (3)(ii) with respect to an
individual's request for an electronic copy of protected health information.
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(5) Prohibited uses and disclosures.
(i) Use and disclosure of genetic information for underwriting purposes:

Notwithstanding any other provision of this subpart, a health plan, excluding an issuer of a
long-term care policy falling within paragraph (1)(viii) of the definition of health plan,
shall not use or disclose protected health information that is genetic information for
underwriting purposes. For purposes of paragraph (a)(5)(i) of this section, underwriting
purposes means, with respect to a health plan:

(A) Except as provided in paragraph (a)(5)(i)(B) of this section:

(1) Rules for, or determination of, eligibility (including enrollment and
continued eligibility) for, or determination of, benefits undér thepla
coverage, or policy (including changes in deductib m V@ haring
mechanisms in return for activities such as completing A&
assessment or participating in a wellness prog

The computation of premium or contrib@ition amountsunder the plan
coverage, or policy (including discounts ﬁg@ ents in kind, or
other premium differential mechanisms: in return fof activities such as

completing a health risk assessment.or participating in a wellness
4

program);

(3) The application of anysprezexisting.condition exclusion under the plan
coverage, or policy; and

Other activities related creation, renewal, or replacement of a
contract o @m e or health benefits.

B) Underwriting, purposesidoes not include determinations of medical

appropriateness whese an individual seeks a benefit under the plan, coverage, or
policy.

Sale of protécte formation:

) Excej suant to and in compliance with §164.508(a)(4), a covered entity or

iness.associate may not sell protected health information.

For purposes of this paragraph, sale of protected health information means:

1) Except as provided in paragraph (a)(5)(11)(B)(2) of this section, a

disclosure of protected health information by a covered entity or business
associate, if applicable, where the covered entity or business associate
directly or indirectly receives remuneration from or on behalf of the
recipient of the protected health information in exchange for the protected

health information.

(2) Sale of protected health information does not include a disclosure of
protected health information:

(i) For public health purposes pursuant to §164.512(b) or §164.514(e);
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(ii) For research purposes pursuant to §164.512(i) or §164.514(e), where
the only remuneration received by the covered entity or business associate
is a reasonable cost-based fee to cover the cost to prepare and transmit the
protected health information for such purposes;

(iii) For treatment and payment purposes pursuant to §164.506(a);

1v) For the sale, transfer, merger, or consolidation of all or part of the
covered entity and for related due diligence as described in paragraph
(6)(iv) of the definition of health care operations and pursuant to

§164.506(a);

To or by a business associate for activities that the business ate
undertakes on behalf of a covered entity, or on behalf of a Busines
associate in the case of a subcontractor, pursuant to'§ ﬂV_@ d
164.504(e), and the only remuneration providedds. b _‘LW to
the business associate the business associa A@ bcontractor, if
applicable, for the performance of such activities,

(vi) To an individual, when requesteéhund " 4.524 or §164.528; (vii)
Required by law as permitted under §.1¢ 1 512(a); and (viii) For any other

permitted by and in accordan h pplicable requirements
of this subpart, where the only rémunezation received by the covered entity
or business associate is a reasona 'T@ based fee to cover the cost to

pare and transmit the protected hea nformation for such pOSE Or a

fee otherwise exp,

sly permitted )y other law.
ecessary applies. When using or disclosing
ected health information from another covered
or business associate must make reasonable efforts to
imum necessary to accomplish the intended purpose of

(b) Standard: Minimum necessary —(1) Mini
protected health information or whe
entity or business associate, a cover
limit protected health informationgo the
the use, disclosure, or request.

(2) Minimum necessary do . This requirement does not apply to:

sclosures made to the Secretary in accordance with subpart C of part 160 of this
apter;

(v) Uses or disclosures that are required by law, as described by §164.512(a); and

(vi) Uses or disclosures that are required for compliance with applicable requirements of
this subchapter.

(c) Standard: Uses and disclosures of protected health information subject to an agreed upon
restriction. A covered entity that has agreed to a restriction pursuant to §164.522(a)(1) may not use
or disclose the protected health information covered by the restriction in violation of such
restriction, except as otherwise provided in §164.522(a).
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(d) Standard: Uses and disclosures of de-identified protected health information. (1) Uses and
disclosures to create de-identified information. A covered entity may use protected health
information to create information that is not individually identifiable health information or disclose
protected health information only to a business associate for such purpose, whether or not the de-
identified information is to be used by the covered entity.

(2) Uses and disclosures of de-identified information. Health information that meets the standard
and implementation specifications for de-identification under §164.514(a) and (b) is considered not
to be individually identifiable health information, i.e., de-identified. The requirements of this
subpart do not apply to information that has been de-identified in accordance with the applicable
requirements of §164.514, provided that:

(i) Disclosure of a code or other means of record identification designed to enable
otherwise de-identified information to be re-identified constitutes disclosu @’

health information; and
(i1) If de-identified information is re-identified, a covered entity se isclose such
re-identified information only as permitted or required by this

(e)(1) Standard: Disclosures to business associates. (i) A cov en ay disclose protected
health information to a business associate and may allow a bu sa iate to create-or, receive,
maintain, or transmit protected health information on its be covered entity obtains
satisfactory assurance that the business associate will apptopri uard the information. A
covered entity is not required to obtain such satisfacto from a business associate that
is a subcontractor.

ol
e
‘%’ 5
I
v
D
D
= @
D
a
D
D
d
D
D
D
(@) D
d
a
D
Q
B
(D]

business associate may disclose protected health information to a business associate that is
a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit
protected health information on its behalf, if the business associate obtains satisfactory
assurances, in accordance with §164.504(e)(1)(i), that the subcontractor will appropriately

safeguard the information.
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(2) Implementation specification: decunientation—A-—covered-entity must-document

theDocumentation. The satisfactory assurances required by paragraph (e)(1) of this section must be
documented through a written contract or other written agreement or arrangement with the business
associate that meets the applicable requirements of §164.504(e).

(f) Standard: Deceased individuals. A covered entity must comply with the requirements of this
subpart with respect to the protected health information of a deceased_individual for a period of 50

years following the death of the individual.

(g)(1) Standard: Personal representatives. As specified in this paragraph, a covered entity must,
except as provided in paragraphs (g)(3) and (g)(5) of this section, treat a personal representdtive as
the individual for purposes of this subchapter.

(2) Implementation specification: adults and emancipated minors. If under applicable law a person
has authority to act on behalf of an individual who is an adult or an emancipated minof in making
decisions related to health care, a covered entity must treat such person agja personal tepresentative
under this subchapter, with respect to protected health information relevant te suchipersonal
representation.

(3)(1) Implementation specification: unemancipated minors. Ifunder applicable law a parent,
guardian, or other person acting in loco parentis has authority {0 act on behalf of an individual who
is an unemancipated minor in making decisions related to health cate, a covered entity must treat
such person as a personal representative under this subchapter, with respect to protected health
information relevant to such personal representation, exceptithat such person may not be a personal
representative of an unemancipated minor, and thegmeonshasgthefauthority to act as an individual,
with respect to protected health information pertaining to‘ahealth care service, if:

(A) The minor consents to suchthealthi€are service; no other consent to such health
care service is required bydaw, regardless of whether the consent of another person
has also been obtained;and the minor has not requested that such person be treated
as the personal representative;

(B) The minor may lawfully obtain such health care service without the consent of
a parent, ghardian, or other person acting in loco parentis, and the minor, a court,
or another person authorized by law consents to such health care service; or

(C) " Ayparentpguardian, or other person acting in loco parentis assents to an
agreement of confidentiality between a covered health care provider and the minor
with'zespect to such health care service.

(liuNotwithistanding the provisions of paragraph (g)(3)(i) of this section:

(A) If, and to the extent, permitted or required by an applicable provision of State
or other law, including applicable case law, a covered entity may disclose, or
provide access in accordance with §164.524 to, protected health information about
an unemancipated minor to a parent, guardian, or other person acting in loco
parentis ;

(B) If, and to the extent, prohibited by an applicable provision of State or other
law, including applicable case law, a covered entity may not disclose, or provide
access in accordance with §164.524 to, protected health information about an
unemancipated minor to a parent, guardian, or other person acting in loco parentis
; and
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(C) Where the parent, guardian, or other person acting in loco parentis, is not the
personal representative under paragraphs (g)(3)(i1)(A), (B), or (C) of this section
and where there is no applicable access provision under State or other law,
including case law, a covered entity may provide or deny access under §164.524 to
a parent, guardian, or other person acting in loco parentis, if such action is
consistent with State or other applicable law, provided that such decision must be
made by a licensed health care professional, in the exercise of professional
judgment.

(4) Implementation specification: Deceased individuals. If under applicable law an executor,
administrator, or other person has authority to act on behalf of a deceased individual or of the
individual's estate, a covered entity must treat such person as a personal representative under this
subchapter, with respect to protected health information relevant to such personal representation.

(5) Implementation specification: Abuse, neglect, endangerment situations. Notwithstanding a State
law or any requirement of this paragraph to the contrary, a covered entityimay elect nogtestreat a
person as the personal representative of an individual if:

(i) The covered entity has a reasonable belief that:

(A) The individual has been or may be subjected\to demesti€ violence, abuse, or
neglect by such person; or

(B) Treating such person as the personal‘tepresentative could endanger the
individual; and

(i1) The covered entity, in the exercise,of professional judgment, decides that it is not in the
best interest of the individual to treattheypersomras the individual's personal representative.

(h) Standard: Confidential communications. A covered health care provider or health plan must
comply with the applicable requirgments ofi§ 164.522(b) in communicating protected health
information.

(1) Standard: Uses and disclosurés censistent with notice. A covered entity that is required by
§164.520 to have a noti€e may not use or disclose protected health information in a manner
inconsistent with'such notice. A'¢overed entity that is required by §164.520(b)(1)(iii) to include a
specific statement inits noticeyif it intends to engage in an activity listed in §164.520(b)(1)(iii)(A)-
(C), may not useox diselese protected health information for such activities, unless the required
statement isincludediin the notice.

(§) Standard: DiseloSures by whistleblowers and workforce member crime victims —(1)
Disclosures by whistleblowers. A covered entity is not considered to have violated the requirements
of this subpatt if a member of its workforce or a business associate discloses protected health
information, provided that:

(i) The workforce member or business associate believes in good faith that the covered
entity has engaged in conduct that is unlawful or otherwise violates professional or clinical
standards, or that the care, services, or conditions provided by the covered entity potentially
endangers one or more patients, workers, or the public; and

(i1) The disclosure is to:

(A) A health oversight agency or public health authority authorized by law to
investigate or otherwise oversee the relevant conduct or conditions of the covered
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entity or to an appropriate health care accreditation organization for the purpose of
reporting the allegation of failure to meet professional standards or misconduct by
the covered entity; or

(B) An attorney retained by or on behalf of the workforce member or business
associate for the purpose of determining the legal options of the workforce member
or business associate with regard to the conduct described in paragraph (j)(1)(i) of
this section.

(2) Disclosures by workforce members who are victims of a crime. A covered entity is not
considered to have violated the requirements of this subpart if a member of its workforce wheo is the
victim of a criminal act discloses protected health information to a law enforcement official,
provided that:

(i) The protected health information disclosed is about the suspected‘perpetrator of the
criminal act; and

(i1) The protected health information disclosed is limited to the information listed in

§164.512(H)(2)(0).
§164.504 Uses and disclosures: Organizational requirements.
(a) Definitions. As used in this section:
Plan administration functions means administrationgfiifictions,performed by the plan sponsor of a

group health plan on behalf of the group health plan and excludes functions performed by the plan
sponsor in connection with any other benefitier benefit plan of the plan sponsor.

Summary health information means‘information, that may be individually identifiable health
information, and:

(1) That summarizes the claims history, claims expenses, or type of claims experienced by
individuals for whom a planspefisor has provided health benefits under a group health plan; and

(2) From which the infermation deseribed at §164.514(b)(2)(i) has been deleted, except that the
geographic information describédiin §164.514(b)(2)(1)(B) need only be aggregated to the level of a
five digit zip code.

(b)-(d)

(€)(1) Standard: Business associate contracts. (i) The contract or other arrangement between-the

eovere@entityand-the business-asseeiate-required by §164.502 (e)(2) must meet the requirements
of paragraph/(e)(2)-e+, (e)(3), or (e)(5) of this section, as applicable.

(1) A covered entity is not in compliance with the standards in §164.502(e) and this
paragraph-(e)-ef-this-seetion, if the covered entity knew of a pattern of activity or practice
of the business associate that constituted a material breach or violation of the business
associate's obligation under the contract or other arrangement, unless the covered entity
took reasonable steps to cure the breach or end the violation, as applicable, and, if such
steps were unsuccessful:, terminated the contract or arrangement, if feasible.

(AyFerminated-the-contract-oerarrangementif feasiblereriii) A business associate

is not in compliance with the standards in §164.502(¢e) and this paragraph, if the
business associate knew of a pattern of activity or practice of a
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B If termination coasible. L bl :

Seeretary-subcontractor that constituted a material breach or violation of the

subcontractor's obligation under the contract or other arrangement, unless the

business associate took reasonable steps to cure the breach or end the violation, as
licable, and, if such steps were unsuccessful, terminated the contract or

arrangement, if feasible.

(2) Implementation specifications: Business associate contracts. A contract between the covered
entity and a business associate must:

(i) Establish the permitted and required uses and disclosures of suehprotected heal
information by the business associate. The contract may not authorize the busine
associate to use or further disclose the information in a manner that would vi

requirements of this subpart, if done by the covered entity, except that:

cted

(A) The contract may permit the business associate to u
health information for the proper management and admin:
associate, as provided in paragraph (e)(4) of this section;

(B) The contract may permit the business associate ide data aggregation
services relating to the health care operations e i

(i1) Provide that the business associate will:

(A) Not use or further disclose thed mati er than as permitted or required
by the contract or as required by

(B) Use appropriate safeguards'and eémply, where applicable, with subpart C of
this part with respectito ele arotected health information, to prevent use or
disclosure of the info 1on other than as provided for by its contract;

(C) Report to the cavered entity any use or disclosure of the information not
provided for contract of Wthh it becomes aware:PD)-Ensurc-thatany-agents,
including ¢ v pr-to-whom-it-provic breaches of unsecured protected
ealth‘fo ] oms-or-created-orreceived-by-the business-associate

Squired bV §164. 410

(E) Make available protected health information in accordance with §164.524;

(F) Make available protected health information for amendment and incorporate
any amendments to protected health information in accordance with §164.526;

(G) Make available the information required to provide an accounting of
disclosures in accordance with §164.528;

(H) To the extent the business associate is to carry out a covered entity's obligation
under this subpart, comply with the requirements of this subpart that apply to the
covered entity in the performance of such obligation.
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(I) Make its internal practices, books, and records relating to the use and disclosure
of protected health information received from, or created or received by the
business associate on behalf of, the covered entity available to the Secretary for
purposes of determining the covered entity's compliance with this subpart; and

(1)) At termination of the contract, if feasible, return or destroy all protected health
information received from, or created or received by the business associate on
behalf of, the covered entity that the business associate still maintains in any form
and retain no copies of such information or, if such return or destruction is not
feasible, extend the protections of the contract to the information and limit further
uses and disclosures to those purposes that make the return or destruction gf'the
information infeasible.

(iii) Authorize termination of the contract by the covered entity, if the coveted entity.
determines that the business associate has violated a material term ofithe contract.

(3) Implementation specifications: Other arrangements. (i) If a covered entity,and its,business
associate are both governmental entities:

(A) The covered entity may comply with thisiparagraphffe)-of-thisseetion-and
§164.314(a)(1), if applicable, by entering intoa memorandum of understanding
with the business associate that contains terms thatiaccomplish the objectives of

paragraph (e)(2) of this section_and §1646314(a)(2), ifapplicable.

(B) The covered entity may comply#with, this.paragraph (e)-efthisseetionand

§164.314(a)(1), if applicable, if other law: (including regulations adopted by the
covered entity or its busmess assogciate) contains requirements applicable to the

business associate that accomplish the®ebjectives of paragraph (e)(2) of this section
and §164.314(a)(2),9fapplicable:

(i1) If a business associategis required by law to perform a function or activity on behalf of a
covered entity or to provide@,service'described in the definition of business associate in
§160.103 of this sub€hapter to@covered entity, such covered entity may disclose protected
health information {to thé'business associate to the extent necessary to comply with the legal
mandate witho@it meeting the requirements of this paragraph {ejand §164.314(a)(1), if
applicablejprovided that'the covered entity attempts in good faith to obtain satisfactory
assurances asjrequiredby paragraph (e)(3):2) of this section_and §164.314(a)(1), if
applieableyand;if such attempt fails, documents the attempt and the reasons that such
assurancgs cannot be obtained.

(iin)yT he eovered entity may omit from its other arrangements the termination authorization
required by paragraph (e)(2)(iii) of this section, if such authorization is inconsistent with
the statutory obligations of the covered entity or its business associate.

1v) A covered entity may comply with this paragraph and §164.314(a)(1) if the covered
entity discloses only a limited data set to a business associate for the business associate to

carry out a health care operations function and the covered entity has a data use agreement
with the business associate that complies with §164.514(e)(4) and §164.314(a)(1), if

applicable.
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(4) Implementation specifications: Other requirements for contracts and other arrangements. (i) The
contract or other arrangement between the covered entity and the business associate may permit the
business associate to use the protected health information received by the business associate in its
capacity as a business associate to the covered entity, if necessary:

(A) For the proper management and administration of the business associate; or
(B) To carry out the legal responsibilities of the business associate.

(i1) The contract or other arrangement between the covered entity and the business
associate may permit the business associate to disclose the protected health information
received by the business associate in its capacity as a business associate for the parposes
described in paragraph (e)(4)(i) of this section, if:

(A) The disclosure is required by law; or

(B)('1) The business associate obtains reasonable assurances fromithe person to
whom the information is disclosed that it will be held confidentially ‘ahd used or
further disclosed only as required by law or for the p#posepurposcs for which it
was disclosed to the person; and

(2) The person notifies the business,assogiate of any instances of which it
is aware in which the confidentiality of the mformation has been breached.

(5) Implementation specifications: Business associatéi€ontracts with subcontractors. The

requirements of §164.504(¢e)(2) through (e)(4) apply to theicontract or other arrangement required
by §164.502(e)(1)(i1) between a business associate and a business associate that is a subcontractor

in the same manner as such requirements apply.to contracts or other arrangements between a
covered entity and business associate.

(H)(1) Standard: Requirements for group health plans. (i) Except as provided under paragraph
(H(1)(i) or (iii) of this section or asiotherwise’authorized under §164.508, a group health plan, in
order to disclose protected healthlinformation to the plan sponsor or to provide for or permit the
disclosure of protected health information to the plan sponsor by a health insurance issuer or HMO
with respect to the group health plan, must ensure that the plan documents restrict uses and
disclosures of suchyinformation'by the plan sponsor consistent with the requirements of this
subpart.

(i1) #he-EXeept as prohibited by §164.502(a)(5)(i), the group health plan, or a health

insuran€e issuer or HMO with respect to the group health plan, may disclose summary
health mfermation to the plan sponsor, if the plan sponsor requests the summary health

information for the-purpese-purposes of :

(A) Obtaining premium bids from health plans for providing health insurance
coverage under the group health plan; or

(B) Modifying, amending, or terminating the group health plan.
(iii) The group health plan, or a health insurance issuer or HMO with respect to the group
health plan, may disclose to the plan sponsor information on whether the individual is

participating in the group health plan, or is enrolled in or has disenrolled from a health
insurance issuer or HMO offered by the plan.
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(2) Implementation specifications: Requirements for plan documents. The plan documents of the
group health plan must be amended to incorporate provisions to:

(1) Establish the permitted and required uses and disclosures of such information by the
plan sponsor, provided that such permitted and required uses and disclosures may not be
inconsistent with this subpart.

(i1) Provide that the group health plan will disclose protected health information to the plan
sponsor only upon receipt of a certification by the plan sponsor that the plan documents
have been amended to incorporate the following provisions and that the plan sponsor
agrees to:

(A) Not use or further disclose the information other than as permittedyor required
by the plan documents or as required by law;

(B) Ensure that any agents;-inehadinga-subeontractor; tolwhom it provides

protected health information received from the group health plan agree to the same
restrictions and conditions that apply to the plan sponsorwith'tespectto such
information;

(C) Not use or disclose the information for empleyment-related actions and
decisions or in connection with any other beaefit epemployee benefit plan of the
plan sponsor;

(D) Report to the group health plans@figpuse or disclosure of the information that is
inconsistent with the uses or disclosures provided for of which it becomes aware;

(E) Make available protectedhealthiiniformation in accordance with §164.524;

(F) Make available protécted health information for amendment and incorporate
any amendments t0 protected health information in accordance with §164.526;

(G) Make ayailable théjinformation required to provide an accounting of
disclosures in ageordance with §164.528;

() Make its ternal practices, books, and records relating to the use and
disclosuréofprotected health information received from the group health plan
available to the Secretary for purposes of determining compliance by the group
health plan with this subpart;

(Ddf feasible, return or destroy all protected health information received from the
group health plan that the sponsor still maintains in any form and retain no copies
of such information when no longer needed for the purpose for which disclosure
was made, except that, if such return or destruction is not feasible, limit further
uses and disclosures to those purposes that make the return or destruction of the
information infeasible; and

(J) Ensure that the adequate separation required in paragraph (f)(2)(iii) of this
section is established.
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(ii1) Provide for adequate separation between the group health plan and the plan sponsor.
The plan documents must:

(A) Describe those employees or classes of employees or other persons under the
control of the plan sponsor to be given access to the protected health information to
be disclosed, provided that any employee or person who receives protected health
information relating to payment under, health care operations of, or other matters
pertaining to the group health plan in the ordinary course of business must be
included in such description;

(B) Restrict the access to and use by such employees and other persons des€ribed
in paragraph (f)(2)(iii)(A) of this section to the plan administration functions that
the plan sponsor performs for the group health plan; and

(C) Provide an effective mechanism for resolving any issuesiof noncommpliance by
persons described in paragraph (f)(2)(iii)(A) of this section with the planidocument

provisions required by this paragraph.

(3) Implementation specifications: Uses and disclosures. A group health plan may:

(i) Disclose protected health information to a plan sponsor to ‘cairy.eut plan administration
functions that the plan sponsor performs only consistent with the provisions of paragraph
(H)(2) of this section;

(i1) Not permit a health insurance issuer or M@, with respect to the group health plan to
disclose protected health informatien to the plan sponsor except as permitted by this
paragraph;

(iii) Not disclose and may nofyperniit a health insurance issuer or HMO to disclose
protected health information to'a'plan sponsor as otherwise permitted by this paragraph
unless a statement required(by §164:520(b)(1)(iii)(C) is included in the appropriate notice;
and (iv) Not disclose proteeted health'information to the plan sponsor for the purpose of
employment-relatedd@etions or.decisions or in connection with any other benefit or
employee benefit plan of theiplan sponsor.

(g) Standard: Requirements fora’covered entity with multiple covered functions. (1) A covered
entity that performs multipléicovered functions that would make the entity any combination of a
health plan, a eovered health care provider, and a health care clearinghouse, must comply with the
standards, réquirgments, and implementation specifications of this subpart, as applicable to the
healfh‘plan, health care provider, or health care clearinghouse covered functions performed.

(2),A covered entity that performs multiple covered functions may use or disclose the protected
health information of individuals who receive the covered entity's health plan or health care
providenseérvices, but not both, only for purposes related to the appropriate function being
performed.

§164.506 Uses and disclosures to carry out treatment, payment, or health care operations.

(a) Standard: Permitted uses and disclosures. Except with respect to uses or disclosures that require
an authorization under §164.508(a)(2) and-3through (4) or that are prohibited under
§164.502(a)(5)(d), a covered entity may use or disclose protected health information for treatment,
payment, or health care operations as set forth in paragraph (c) of this section, provided that such
use or disclosure is consistent with other applicable requirements of this subpart.
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(b) Standard: Consent for uses and disclosures permitted. (1) A covered entity may obtain consent
of the individual to use or disclose protected health information to carry out treatment, payment, or
health care operations.

(2) Consent, under paragraph (b) of this section, shall not be effective to permit a use or disclosure
of protected health information when an authorization, under §164.508, is required or when another
condition must be met for such use or disclosure to be permissible under this subpart.

(c) Implementation specifications: Treatment, payment, or health care operations. (1) A covered
entity may use or disclose protected health information for its own treatment, payment, or health
care operations.

(2) A covered entity may disclose protected health information for treatment activiticssof.a health
care provider.

(3) A covered entity may disclose protected health information to anotheficovered entity,ef a health
care provider for the payment activities of the entity that receives the infozmation.

(4) A covered entity may disclose protected health information to andther eoveredentity for health
care operations activities of the entity that receives the informiation, if each entity either has or had
a relationship with the individual who is the subject of the protected health ififormation being
requested, the protected health information pertains to such trelationship, and the disclosure is:

(i) For a purpose listed in paragraph (1) or (2) of'thefdefinition of health care operations; or
(i1) For the purpose of health care fraud and abusedetection or compliance.
(5) A covered entity that participates in an organized health care arrangement may disclose

protected health information about amiindividual toyanethercovered-entity-that-partieipatesother

participants in the organized health care arrangement for any health care operations activities of the
organized health care arrangement,

§164.508 Uses and disclosuresifor which an authorization is required.

(a) Standard: euthorizationsAuthorizations for uses and disclosures—--(1) Authorization required:

generat-General mile. Except asiotherwise permitted or required by this subchapter, a covered
entity may not use ordisclose,protected health information without an authorization that is valid
under this sectiofiyWhenya covered entity obtains or receives a valid authorization for its use or
disclosure of protected health information, such use or disclosure must be consistent with such
auth@rization.

(2), Authorization required: psyechotherapyPsychotherapy notes. Notwithstanding any provision of
thisisubpart,/other than the transition provisions in §164.532, a covered entity must obtain an
authorization for any use or disclosure of psychotherapy notes, except:

(i) To carry out the following treatment, payment, or health care operations:
(A) Use by the originator of the psychotherapy notes for treatment;
(B) Use or disclosure by the covered entity for its own training programs in which

students, trainees, or practitioners in mental health learn under supervision to
practice or improve their skills in group, joint, family, or individual counseling; or
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(C) Use or disclosure by the covered entity to defend itself in a legal action or other
proceeding brought by the individual; and

(i1) A use or disclosure that is required by §164.502(a)(2)(ii) or permitted by §164.512(a);
§164.512(d) with respect to the oversight of the originator of the psychotherapy notes;
§164.512(g)(1); or §164.512(G)(1)(D).

(3) Authorization required: Marketing. (i) Notwithstanding any provision of this subpart, other than
the transition provisions in §164.532, a covered entity must obtain an authorization for any use or
disclosure of protected health information for marketing, except if the communication is in the
form of:

(A) A face-to-face communication made by a covered entity to an i

(B) A promotional gift of nominal value provided by the co

(i) If the marketing involves direet-orindireet-financial remuner
aragraph (3) of the definition of marketing at §164.501, to the from a third
party, the authorization must state that such remuneration is 4 V

(b) Implementation specifications: g
authorization is a document that me

(i1) A valid authori

(2) Defective autho
following defg

(iii) The authorization is known by the covered entity to have been revoked;

(iv) The authorization violates paragraph (b)(3) or (4) of this section, if applicable;

(v) Any material information in the authorization is known by the covered entity to be
false.
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(3) Compound authorizations. An authorization for use or disclosure of protected health
information may not be combined with any other document to create a compound authorization,
except as follows:

(i) An authorization for the use or disclosure of protected health information for a research
study may be combined with any other type of written permission for the same or another
research study;ineludinganether. This exception includes combining an authorization for
the use or disclosure of protected health information for suehreseareh-era research study
with another authorization for the same research study, with an authorization for the

creation or maintenance of a research database or repository, or with a consent to
participate in sueh-researeh:research. Where a covered health care provider has conditioned
the provision of research- related treatment on the provision of one of the authorizations, as
permitted under paragraph (b)(4)(i) of this section, any compound authorizatiomereated
under this paragraph must clearly differentiate between the conditioned and uncenditioned

components and provide the individual with an opportunity to opt in‘to.the'tesearch
activities described in the unconditioned authorization.

(i1) An authorization for a use or disclosure of psychotherapy netes mayonly’be combined
with another authorization for a use or disclosure of psychotherapy notes:.

(iii) An authorization under this section, other than anauthorizationdfor a use or disclosure
of psychotherapy notes, may be combined with anysether siich authorization under this
section, except when a covered entity has conditioned the provision of treatment, payment,
enrollment in the health plan, or eligibility for benefits under paragraph (b)(4) of this
section on the provision of one of the authefizatiens.£Eh€ prohibition in this paragraph on

combining authorizations where one authorization conditions the provision of treatment,
payment, enrollment in a health plan,er eligibility for benefits under paragraph (b)(4) of
this section does not apply to a compound autherization created in accordance with
paragraph (b)(3)(i) of this seetion.

(4) Prohibition on conditioning ofzauthorizations. A covered entity may not condition the provision
to an individual of treatment, payment, enrollment in the health plan, or eligibility for benefits on
the provision of an authorization, éxcepts

(i) A coyered healthieare provider may condition the provision of research-related
treatment'@n provision of an authorization for the use or disclosure of protected health
information for such¥esearch under this section;

(i1) A health plan may condition enrollment in the health plan or eligibility for benefits on
provision of /an authorization requested by the health plan prior to an individual's
enrollmentfin the health plan, if:

(A) The authorization sought is for the health plan's eligibility or enrollment
determinations relating to the individual or for its underwriting or risk rating
determinations; and

(B) The authorization is not for a use or disclosure of psychotherapy notes under
paragraph (a)(2) of this section; and

(iii) A covered entity may condition the provision of health care that is solely for the
purpose of creating protected health information for disclosure to a third party on provision
of an authorization for the disclosure of the protected health information to such third

party.
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(5) Revocation of authorizations. An individual may revoke an authorization provided under this
section at any time, provided that the revocation is in writing, except to the extent that:

(1) The covered entity has taken action in reliance thereon; or

(i) If the authorization was obtained as a condition of obtaining insurance coverage, other
law provides the insurer with the right to contest a claim under the policy or the policy
itself.

(6) Documentation. A covered entity must document and retain any signed authorization under this
section as required by §164.530(j).

(c) Implementation specifications: Core elements and requirements —(1) Core elemeats. A valid
authorization under this section must contain at least the following elements;

(1) A description of the information to be used or disclosed that identifies,theiinformation in
a specific and meaningful fashion.

(i1) The name or other specific identification of the person(s)§or class of‘persons,
authorized to make the requested use or disclosure.

(ii1) The name or other specific identification of the person(s), or class of persons, to whom
the covered entity may make the requested use orfdisclosure:

(iv) A description of each purpose of the requested use of disclosure. The statement “at the
request of the individual” is a sufficient description of the purpose when an individual
initiates the authorization and does'aet, or elects not to, provide a statement of the purpose.

(v) An expiration date or ari'€xpiration event that relates to the individual or the purpose of
the use or disclosure. The statemént “end of the research study,” “none,” or similar
language is sufficient if thelauthorization is for a use or disclosure of protected health
information for research, ineluding for the creation and maintenance of a research database
or research repositony?

(vi) Signature of the ifidividual and date. If the authorization is signed by a personal
representative of the mdiwidual, a description of such representative's authority to act for
the individual,mustialse be provided.

(2) Required'statements. In addition to the core elements, the authorization must contain statements
adequate to plage the individual on notice of all of the following:

(1) The individual's right to revoke the authorization in writing, and either:

(A) The exceptions to the right to revoke and a description of how the individual
may revoke the authorization; or

(B) To the extent that the information in paragraph (c)(2)(i)(A) of this section is

included in the notice required by §164.520, a reference to the covered entity's
notice.
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(i1) The ability or inability to condition treatment, payment, enrollment or eligibility for
benefits on the authorization, by stating either:

(A) The covered entity may not condition treatment, payment, enrollment or
eligibility for benefits on whether the individual signs the authorization when the
prohibition on conditioning of authorizations in paragraph (b)(4) of this section
applies; or

(B) The consequences to the individual of a refusal to sign the authorization when,
in accordance with paragraph (b)(4) of this section, the covered entity can
condition treatment, enrollment in the health plan, or eligibility for benefitsfon
failure to obtain such authorization.

(iii) The potential for information disclosed pursuant to the authorization tg be subject to
redisclosure by the recipient and no longer be protected by this subpatt,

(3) Plain language requirement. The authorization must be written in plain language:

(4) Copy to the individual. If a covered entity seeks an authorizationdrom an individual for a use or
disclosure of protected health information, the covered entity must provide the individual with a
copy of the signed authorization.

§164.510 Uses and disclosures requiring an opportunity for the‘individual to agree or to
object.

A covered entity may use or disclose protected health infermation, provided that the individual is
informed in advance of the use or disclosure and has the opportunity to agree to or prohibit or
restrict the use or disclosure, in accordance withithe applicable requirements of this section. The
covered entity may orally inform theiindividual ofiand obtain the individual's oral agreement or
objection to a use or disclosure permitted by this section.

(a) Standard: use and disclosure for facility directories — (1) Permitted uses and disclosure.
Except when an objection is@xpressed in accordance with paragraphs (a)(2) or (3) of this section, a
covered health care provider may:

(1) Use thexfollowing prétected health information to maintain a directory of individuals in
its facility:

(A) The mdividual's name;
(B)(The individual's location in the covered health care provider's facility;

(C) The individual's condition described in general terms that does not
communicate specific medical information about the individual; and

(D) The individual's religious affiliation; and
(i1) Biselose-Use or disclose for directory purposes such information:
(A) To members of the clergy; or

(B) Except for religious affiliation, to other persons who ask for the individual by
name.
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(2) Opportunity to object. A covered health care provider must inform an individual of the
protected health information that it may include in a directory and the persons to whom it may
disclose such information (including disclosures to clergy of information regarding religious
affiliation) and provide the individual with the opportunity to restrict or prohibit some or all of the
uses or disclosures permitted by paragraph (a)(1) of this section.

(3) Emergency circumstances. (i) If the opportunity to object to uses or disclosures required by
paragraph (a)(2) of this section cannot practicably be provided because of the individual's
incapacity or an emergency treatment circumstance, a covered health care provider may use or
disclose some or all of the protected health information permitted by paragraph (a)(1) of this
section for the facility's directory, if such disclosure is:

(A) Consistent with a prior expressed preference of the individual, ifany, thatis
known to the covered health care provider; and

(B) In the individual's best interest as determined by the €overcdihealthycate
provider, in the exercise of professional judgment.

(i1) The covered health care provider must inform the individual and provide an
opportunity to object to uses or disclosures for directdry purposé€s as'required by paragraph
(a)(2) of this section when it becomes practicable to do se.

(b) Standard: uses and disclosures for involvement in thedndividual'sicare and notification purposes
— (1) Permitted uses and disclosures.

(1) A covered entity may, in accordance with paragraphs (b)(2), (b)(3), or (3b)(5) of this
section, disclose to a family memberjotherirelative, or a close personal friend of the
individual, or any other person identified by thefindividual, the protected health
information directly relevantite sueh person's involvement with the individual's health care
or payment related to the individual's health care.

(i1) A covered entity may use,or disclose protected health information to notify, or assist in
the notification of (inclading identifying or locating), a family member, a personal
representative of the individaal, or another person responsible for the care of the individual
of the individual's lo¢ation /general condition, or death. Any such use or disclosure of
protected‘healthl information for such notification purposes must be in accordance with
paragraphs (B)(2),®)3), (b)(4), or (4b)(5) of this section, as applicable.

(2) Uses and dis¢losures with the individual present. If the individual is present for, or otherwise
available prior t0, a use or disclosure permitted by paragraph (b)(1) of this section and has the
capacity tegmakehealth care decisions, the covered entity may use or disclose the protected health
mformation ifit:

(i)' Obtains the individual's agreement;

(i1) Provides the individual with the opportunity to object to the disclosure, and the
individual does not express an objection; or

(iii) Reasonably infers from the circumstances, based on the exercise of professional
judgment, that the individual does not object to the disclosure.

(3) Limited uses and disclosures when the individual is not present. If the individual is not present,

or the opportunity to agree or object to the use or disclosure cannot practicably be provided because
of the individual's incapacity or an emergency circumstance, the covered entity may, in the exercise
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of professional judgment, determine whether the disclosure is in the best interests of the individual
and, if so, disclose only the protected health information that is directly relevant to the person's
involvement with the individual's care or payment related to the individual's health care- or needed
for notification purposes. A covered entity may use professional judgment and its experience with
common practice to make reasonable inferences of the individual's best interest in allowing a
person to act on behalf of the individual to pick up filled prescriptions, medical supplies, X-rays, or
other similar forms of protected health information.

(4) Yse-Uses and disclosures for disaster relief purposes. A covered entity may use or disclose
protected health information to a public or private entity authorized by law or by its charter to assist
in disaster relief efforts, for the purpose of coordinating with such entities the uses or disclgsures
permitted by paragraph (b)(1)(ii) of this section. The requirements in paragraphs (b)(2)-aida(b)(3),
or (b)(5) of this section apply to such uses and diselesure-disclosures to the extent thatsthe covered
entity, in the exercise of professional judgment, determines that the requirements do notdnterfere
with the ability to respond to the emergency circumstances.

(5) Uses and disclosures when the individual is deceased. If the individuakis:deceased, a covered
entity may disclose to a family member, or other persons identified in pazagraph.(b)(Y) of this
section who were involved in the individual's care or payment for heélth car¢ priorto the
individual's death, protected health information of the individual that isdelevant to such person’s
involvement, unless doing so is inconsistent with any prior expressed preferénce of the individual
that is known to the covered entity.

§164.512 Uses and disclosures for which an authorization or opportunity to agree or object
is not required.

A covered entity may use or disclose protected health information without the written authorization
of the individual, as described in §164.508, or the oppeortunity for the individual to agree or object
as described in §164.510, in the situatiensovered by this section, subject to the applicable
requirements of this section. When the covered entity is required by this section to inform the
individual of, or when the individwal may aggee to, a use or disclosure permitted by this section, the
covered entity's information and thedndividual's agreement may be given orally.

(a) Standard: Uses and disclosuses réquired by law. (1) A covered entity may use or disclose
protected health inform@ation o the extent that such use or disclosure is required by law and the use
or disclosure complies with and'1s Timited to the relevant requirements of such law.

(2) A coveredéentity must,meet the requirements described in paragraph (c), (e), or (f) of this
section for uses of diselosures required by law.

(b) Standard: #ses=sUses and disclosures for public health activities.

(1) Permitted uses and disclosures. A covered entity may use or disclose protected health
information for the public health activities and purposes described in this paragraph to:

(i) A public health authority that is authorized by law to collect or receive such information
for the purpose of preventing or controlling disease, injury, or disability, including, but not
limited to, the reporting of disease, injury, vital events such as birth or death, and the
conduct of public health surveillance, public health investigations, and public health
interventions; or, at the direction of a public health authority, to an official of a foreign
government agency that is acting in collaboration with a public health authority;

(i1) A public health authority or other appropriate government authority authorized by law
to receive reports of child abuse or neglect;
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(iii) A person subject to the jurisdiction of the Food and Drug Administration (FDA) with
respect to an FDA-regulated product or activity for which that person has responsibility, for
the purpose of activities related to the quality, safety or effectiveness of such FDA-
regulated product or activity. Such purposes include:

(A) To collect or report adverse events (or similar activities with respect to food or
dietary supplements), product defects or problems (including problems with the
use or labeling of a product), or biological product deviations;

(B) To track FDA-regulated products;

(C) To enable product recalls, repairs, or replacement, or lookback (incliding
locating and notifying individuals who have received products that have,becn
recalled, withdrawn, or are the subject of lookback); or

(D) To conduct post marketing surveillance;

(iv) A person who may have been exposed to a communicable disease or may otherwise be
at risk of contracting or spreading a disease or condition, if the covered entity or public
health authority is authorized by law to notify such pérson asneéessary in the conduct of a
public health intervention or investigation; or

(v) An employer, about an individual who is a mémber of theiworkforce of the employer,
if:

(A) The covered entity is a,covered healthicare provider-whe-is-a-member-ofthe
workforee-of such-employeter who provides health care to the individual at the

request of the employer:

(1) To conductan evaluation relating to medical surveillance of the
workplacg; or

(2) Zo'evaluate,whether the individual has a work-related illness or injury;

(B) The protected health information that is disclosed consists of findings
concernning a work-related illness or injury or a workplace-related medical
surveillance;

(€) The employer needs such findings in order to comply with its obligations,
under?29 CFR parts 1904 through 1928, 30 CFR parts 50 through 90, or under state
law‘having a similar purpose, to record such illness or injury or to carry out
responsibilities for workplace medical surveillance; and

(D) The covered health care provider provides written notice to the individual that
protected health information relating to the medical surveillance of the workplace
and work-related illnesses and injuries is disclosed to the employer:

( 1) By giving a copy of the notice to the individual at the time the health
care is provided; or

( 2) If the health care is provided on the work site of the employer, by

posting the notice in a prominent place at the location where the health
care is provided.
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(vi) A school, about an individual who is a student or prospective student of the school, if:
(A) The protected health information that is disclosed is limited to proof of

immunization;

(B) The school is required by State or other law to have such proof of
immunization prior to admitting the individual; and

(C) The covered entity obtains and documents the agreement to the disclosure from

either:

(1) A parent, guardian, or other person acting in loco parentis of the
individual, if the individual is an unemancipated minor; or

(2) The individual, if the individual is an adult or emancipated‘minor.

(2) Permitted uses. If the covered entity also is a public health authority, the covered entity is
permitted to use protected health information in all cases in which it is permitted to disclose such
information for public health activities under paragraph (b)(1) of thigfsection.

(c) Standard: Disclosures about victims of abuse, neglect or domesticwiolence —(1) Permitted
disclosures. Except for reports of child abuse or neglect permittedby paragraph (b)(1)(ii) of this
section, a covered entity may disclose protected health information about an individual whom the
covered entity reasonably believes to be a victim of abusegnéglect, or domestic violence to a
government authority, including a social service orgfotective,services agency, authorized by law to
receive reports of such abuse, neglect, or demesti¢ violence:

(1) To the extent the disclosure is required bylaw and the disclosure complies with and is
limited to the relevant requirements’of such,law;

(ii) If the individual agrees to the'disclosure; or
(iii) To the extent thesdiSelosure,is expressly authorized by statute or regulation and:

(A) The covered entity, in the exercise of professional judgment, believes the
disclosure is negessary to prevent serious harm to the individual or other potential
victims; or

(B)Xf the'individual is unable to agree because of incapacity, a law enforcement or
other public official authorized to receive the report represents that the protected
health information for which disclosure is sought is not intended to be used against
the individual and that an immediate enforcement activity that depends upon the
disclosure would be materially and adversely affected by waiting until the
individual is able to agree to the disclosure.

(2) Informing the individual. A covered entity that makes a disclosure permitted by paragraph
(c)(1) of this section must promptly inform the individual that such a report has been or will be
made, except if:

(1) The covered entity, in the exercise of professional judgment, believes informing the
individual would place the individual at risk of serious harm; or

(i1) The covered entity would be informing a personal representative, and the covered entity
reasonably believes the personal representative is responsible for the abuse, neglect, or
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other injury, and that informing such person would not be in the best interests of the
individual as determined by the covered entity, in the exercise of professional judgment.

(d) Standard: Uses and disclosures for health oversight activities —(1) Permitted disclosures. A
covered entity may disclose protected health information to a health oversight agency for oversight
activities authorized by law, including audits; civil, administrative, or criminal investigations;
inspections; licensure or disciplinary actions; civil, administrative, or criminal proceedings or
actions; or other activities necessary for appropriate oversight of:

(i) The health care system;

(i) Government benefit programs for which health information is relevant to benéficiary
eligibility;

(iii) Entities subject to government regulatory programs for which health inforimation is
necessary for determining compliance with program standards; of

(iv) Entities subject to civil rights laws for which health information ismecessary for
determining compliance.

(2) Exception to health oversight activities. For the purpose of the disclesures permitted by
paragraph (d)(1) of this section, a health oversight activity does notiinclude an investigation or
other activity in which the individual is the subject of thednvestigationfor activity and such
investigation or other activity does not arise out of and isnet/directly related to:

(i) The receipt of health care;
(i1) A claim for public benefits related to, healthyor

(iii) Qualification for, or receiptiof, public benefits or services when a patient's health is
integral to the claim for public benefits or services.

(3) Joint activities or investigafions. Nothwithstanding paragraph (d)(2) of this section, if a health
oversight activity or investigatiofi isconducted in conjunction with an oversight activity or
investigation relating tofa claif for public benefits not related to health, the joint activity or
investigation is considered a health oversight activity for purposes of paragraph (d) of this section.

(4) Permitted us@s;, If a'covered entity also is a health oversight agency, the covered entity may use
protected health information for health oversight activities as permitted by paragraph (d) of this
sectiony

(e), Stafidard: Disclosures for judicial and administrative proceedings —(1) Permitted disclosures. A
covered entity may disclose protected health information in the course of any judicial or
administrative proceeding:

(i) In response to an order of a court or administrative tribunal, provided that the covered
entity discloses only the protected health information expressly authorized by such order;
or

(i1) In response to a subpoena, discovery request, or other lawful process, that is not
accompanied by an order of a court or administrative tribunal, if:

(A) The covered entity receives satisfactory assurance, as described in paragraph
(e)(1)(ii1) of this section, from the party seeking the information that reasonable
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efforts have been made by such party to ensure that the individual who is the
subject of the protected health information that has been requested has been given
notice of the request; or

(B) The covered entity receives satisfactory assurance, as described in paragraph
(e)(1)(iv) of this section, from the party seeking the information that reasonable
efforts have been made by such party to secure a qualified protective order that
meets the requirements of paragraph (e)(1)(v) of this section.

(iii) For the purposes of paragraph (e)(1)(ii)(A) of this section, a covered entity receives
satisfactory assurances from a party seeking preteeting-protected health informatiod #f the
covered entity receives from such party a written statement and accompanying
documentation demonstrating that: (A) The party requesting such informatiemshas ‘made a
good faith attempt to provide written notice to the individual (or, if the individual's location
is unknown, to mail a notice to the individual's last known address);

(B) The notice included sufficient information about the litigation'ox proceeding in
which the protected health information is requested to_permit'the individual to raise
an objection to the court or administrative tribunal; and

(C) The time for the individual to raise objections to the,court or administrative
tribunal has elapsed, and:

( 1) No objections were filed; or

(2) All objections,filed by the individual have been resolved by the court
or the administrativeitribunal and/the disclosures being sought are
consistent with such reselutiomns

(iv) For the purposes of paragraph (e)(1)(ii)(B) of this section, a covered entity receives
satisfactory assurances from a partyyseeking protected health information, if the covered
entity receives from such party a written statement and accompanying documentation
demonstrating that:

(A) Thé parti€s to the dispute giving rise to the request for information have agreed
toja qualified protective order and have presented it to the court or administrative
tribunal withgjurisdiction over the dispute; or

(B)Ehe party seeking the protected health information has requested a qualified
protective order from such court or administrative tribunal.

(v) For purposes of paragraph (e)(1) of this section, a qualified protective order means,
withérespect to protected health information requested under paragraph (e)(1)(ii) of this
seCtion, an order of a court or of an administrative tribunal or a stipulation by the parties to
the litigation or administrative proceeding that:

(A) Prohibits the parties from using or disclosing the protected health information
for any purpose other than the litigation or proceeding for which such information

was requested; and

(B) Requires the return to the covered entity or destruction of the protected health
information (including all copies made) at the end of the litigation or proceeding.
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(vi) Nethwithstanding Notwithstanding paragraph (e)(1)(ii) of this section, a covered entity
may disclose protected health information in response to lawful process described in
paragraph (e)(1)(ii) of this section without receiving satisfactory assurance under paragraph
(e)(1)(i1)(A) or (B) of this section, if the covered entity makes reasonable efforts to provide
notice to the individual sufficient to meet the requirements of paragraph (e)(1)(iii) of this
section or to seek a qualified protective order sufficient to meet the requirements of
paragraph (e)(1)(#¥v) of this section.

(2) Other uses and disclosures under this section. The provisions of this paragraph do not supersede
other provisions of this section that otherwise permit or restrict uses or disclosures of protected
health information.

(f) Standard: Disclosures for law enforcement purposes. A covered entity may disclosegprotected
health information for a law enforcement purpose to a law enforcement official if the conditions:in
paragraphs (f)(1) through (f)(6) of this section are met, as applicable.

(1) Permitted disclosures: Pursuant to process and as otherwise required by law. A'¢evered entity
may disclose protected health information:

(i) As required by law including laws that require the/teporting0f cettain types of wounds
or other physical injuries, except for laws subject to paragraph (b)d9)(ii) or (c)(1)(i) of this
section; or

(i1) In compliance with and as limited by the relevantrequirements of:

(A) A court order or court;ordered warrant, or a subpoena or summons issued by a
judicial officer;

(B) A grand jury subpoenas or

(C) An administrative request, including an administrative subpoena or summons,
a civil or an authorized investigative demand, or similar process authorized under
law, provided'that:

( 19 The information sought is relevant and material to a legitimate law
enforcement inquiry;

(.2 ) The request is specific and limited in scope to the extent reasonably
practicable in light of the purpose for which the information is sought; and

( 3 ) De-identified information could not reasonably be used.

(2)‘Permitted disclosures: Limited information for identification and location purposes. Except for
disclosures required by law as permitted by paragraph (f)(1) of this section, a covered entity may
disclose protected health information in response to a law enforcement official's request for such
information for the purpose of identifying or locating a suspect, fugitive, material witness, or
missing person, provided that:

(i) The covered entity may disclose only the following information:
(A) Name and address;

(B) Date and place of birth;
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(C) Social security number;

(D) ABO blood type and rh factor;

(E) Type of injury;

(F) Date and time of treatment;

(G) Date and time of death, if applicable; and

(H) A description of distinguishing physical characteristics, including height}
weight, gender, race, hair and eye color, presence or absence of facial haitj(beard
or moustache), scars, and tattoos.

(i1) Except as permitted by paragraph (f)(2)(i) of this section, the covered entity may not
disclose for the purposes of identification or location under paragsaph (£)(2) ofithis/section
any protected health information related to the individual's DNA or DNA"analysis, dental
records, or typing, samples or analysis of body fluids or tissue.

(3) Permitted disclosure: Victims of a crime. Except for disclpsures requiredby law as permitted by
paragraph (f)(1) of this section, a covered entity may disclose protectedihealth information in
response to a law enforcement official's request for such information about an individual who is or
is suspected to be a victim of a crime, other than disclosuses that are'sibject to paragraph (b) or (c)
of this section, if:

(i) The individual agrees to the disclosure; or

(i1) The covered entity is unable to obtain thelindividual's agreement because of incapacity
or other emergency circumstance, provided that:

(A) The law enforcementofficial represents that such information is needed to
determine whetherayviolatiopof law by a person other than the victim has
occurred, and’Stich information is not intended to be used against the victim;

(B) The law enforcement official represents that immediate law enforcement
activity that depends upon the disclosure would be materially and adversely
affected byawaiting until the individual is able to agree to the disclosure; and

(€) The disclosure is in the best interests of the individual as determined by the
covered entity, in the exercise of professional judgment.

(4). Pepmitted disclosure: Decedents. A covered entity may disclose protected health information
about an individual who has died to a law enforcement official for the purpose of alerting law
enforecemenit of the death of the individual if the covered entity has a suspicion that such death may
have resulted from criminal conduct.

(5) Permitted disclosure: Crime on premises. A covered entity may disclose to a law enforcement
official protected health information that the covered entity believes in good faith constitutes
evidence of criminal conduct that occurred on the premises of the covered entity.
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(6) Permitted disclosure: Reporting crime in emergencies. (i) A covered health care provider
providing emergency health care in response to a medical emergency, other than such emergency
on the premises of the covered health care provider, may disclose protected health information to a
law enforcement official if such disclosure appears necessary to alert law enforcement to:

(A) The commission and nature of a crime;
(B) The location of such crime or of the victim(s) of such crime; and
(C) The identity, description, and location of the perpetrator of such crime.

(i) If a covered health care provider believes that the medical emergency describéd in
paragraph (f)(6)(i) of this section is the result of abuse, neglect, or domestic vielenceof the
individual in need of emergency health care, paragraph (f)(6)(i) of this section dees not
apply and any disclosure to a law enforcement official for law enforeement pufposes is
subject to paragraph (c) of this section.

(g) Standard: Uses and disclosures about decedents —(1) Coroners and medical.examiners. A
covered entity may disclose protected health information to a coronef or medical'examiner for the
purpose of identifying a deceased person, determining a causg,of death,«r other duties as
authorized by law. A covered entity that also performs the duties of a‘coroner or medical examiner
may use protected health information for the purposes described inthis paragraph.

(2) Funeral directors. A covered entity may disclose proteeted health information to funeral
directors, consistent with applicable law, as necessaf§itoycarry. out their duties with respect to the
decedent. If necessary for funeral directorsgto carty out their duties, the covered entity may disclose
the protected health information prior to, andin reasonable anticipation of, the individual's death.

(h) Standard: Uses and disclosures foficada¥eric organ, eye or tissue donation purposes. A covered

entity may use or disclose protected health information to organ procurement organizations or other
entities engaged in the procurement, banking, or transplantation of cadaveric organs, eyes, or tissue
for the purpose of facilitating organ, eye or tissue donation and transplantation.

(i) Standard: Uses and disclosurés fet research purposes —(1) Permitted uses and disclosures. A
covered entity may usedr dis€lose protected health information for research, regardless of the
source of fundingof the research;provided that:

(i) Boafdiapprowval of a waiver of authorization. The covered entity obtains documentation
that/an alteration to or waiver, in whole or in part, of the individual authorization required
by §164.508/for use or disclosure of protected health information has been approved by
either:

(A) An Institutional Review Board (IRB), established in accordance with 7 CFR
lc.107, 10 CFR 745.107, 14 CFR 1230.107, 15 CFR 27.107, 16 CFR 1028.107, 21
CFR 56.107, 22 CFR 225.107, 24 CFR 60.107, 28 CFR 46.107, 32 CFR 219.107,
34 CFR 97.107, 38 CFR 16.107, 40 CFR 26.107, 45 CFR 46.107, 45 CFR 690.107,
or 49 CFR 11.107; or

(B) A privacy board that:
( 1) Has members with varying backgrounds and appropriate professional

competency as necessary to review the effect of the research protocol on
the individual's privacy rights and related interests;
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( 2) Includes at least one member who is not affiliated with the covered
entity, not affiliated with any entity conducting or sponsoring the research,
and not related to any person who is affiliated with any of such entities;
and

(3 ) Does not have any member participating in a review of any project in
which the member has a conflict of interest.

(i) Reviews preparatory to research. The covered entity obtains from the researcher
representations that:

(A) Use or disclosure is sought solely to review protected health information as
necessary to prepare a research protocol or for similar purposes prepasatory to
research;

(B) No protected health information is to be removed from the'covered,entity by
the researcher in the course of the review; and

(C) The protected health information for which use @r access is sought is necessary
for the research purposes.

(iii) Research on decedent's information. The covered entity,obtains from the researcher:

(A) Representation that the use or disclosusefsought is solely for research on the
protected health information of decedénts;

(B) Documentation, at the request ef the covered entity, of the death of such
individuals; and

(C) Representation that the protected health information for which use or
disclosure is sought is neeessary for the research purposes.

(2) Documentation of waiven@pproval)For a use or disclosure to be permitted based on
documentation of approval(of anfalteration or waiver, under paragraph (i)(1)(i) of this section, the
documentation must inglude all of the following:

(1) Identification"andsdate of action. A statement identifying the IRB or privacy board and
the datefon which the alteration or waiver of authorization was approved;

(i1) Waiver criteria. A statement that the IRB or privacy board has determined that the
alteration,of Waiver, in whole or in part, of authorization satisfies the following criteria:

(A) The use or disclosure of protected health information involves no more than a
minimal risk to the privacy of individuals, based on, at least, the presence of the
following elements;

( 1) An adequate plan to protect the identifiers from improper use and
disclosure;

( 2)) An adequate plan to destroy the identifiers at the earliest opportunity
consistent with conduct of the research, unless there is a health or research
justification for retaining the identifiers or such retention is otherwise
required by law; and
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(3 ) Adequate written assurances that the protected health information will
not be reused or disclosed to any other person or entity, except as required
by law, for authorized oversight of the research study, or for other research
for which the use or disclosure of protected health information would be
permitted by this subpart;

(B) The research could not practicably be conducted without the waiver or
alteration; and

(C) The research could not practicably be conducted without access to and use of
the protected health information.

(ii1) Protected health information needed. A brief description of the protected-health
information for which use or access has been determined to be necessary by the JRB
institutional review board or privacy board-has-determined, pursuantte, paragraph
(1)(2)(11)(C) of this section;

(iv) Review and approval procedures. A statement that the alteration ofywaiver of
authorization has been reviewed and approved under either dormal or expedited review
procedures, as follows:

(A) An IRB must follow the requirements of.the Common Rule, including the
normal review procedures (7 CFR 1c.108(b), 10.CFR¥745.108(b), 14 CFR
1230.108(b), 15 CFR 27.108(b), 16 CFR 1028.108(b), 21 CFR 56.108(b), 22 CFR
225.108(b), 24 CFR 60.108(b), 28 FR¥46.108®), 32 CFR 219.108(b), 34 CFR
97.108(b), 38 CFR 16.108¢b), 40/CFR 26.108(b), 45 CFR 46.108(b), 45 CFR
690.108(b), or 49 CFR 11.108(b)).or the expedited review procedures (7 CFR
1c.110, 10 CFR 745,110, 14 €FR 12305110, 15 CFR 27.110, 16 CFR 1028.110, 21
CFR 56.110, 22 CFR 225410, 24 €FR 60.110, 28 CFR 46.110, 32 CFR 219.110,
34 CFR 97.110, 38 CFR 16.110, 40 CFR 26.110, 45 CFR 46.110, 45 CFR 690.110,
or 49 CFR 11.110);

(B) A privaey board must review the proposed research at convened meetings at
which a majority ofithe privacy board members are present, including at least one
member who'satisfies the criterion stated in paragraph (i)(1)(i)(B)(2) of this
section, and the“alteration or waiver of authorization must be approved by the
majority of therprivacy board members present at the meeting, unless the privacy
board elects to use an expedited review procedure in accordance with paragraph
@)(2)¢v)(C) of this section;

(€)' A privacy board may use an expedited review procedure if the research
involves no more than minimal risk to the privacy of the individuals who are the
subject of the protected health information for which use or disclosure is being
sought. If the privacy board elects to use an expedited review procedure, the
review and approval of the alteration or waiver of authorization may be carried out
by the chair of the privacy board, or by one or more members of the privacy board
as designated by the chair; and

(v) Required signature. The documentation of the alteration or waiver of authorization must
be signed by the chair or other member, as designated by the chair, of the IRB or the
privacy board, as applicable.

(j) Standard: Uses and disclosures to avert a serious threat to health or safety —(1) Permitted
disclosures. A covered entity may, consistent with applicable law and standards of ethical conduct,
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use or disclose protected health information, if the covered entity, in good faith, believes the use or
disclosure:

(1)(A) Is necessary to prevent or lessen a serious and imminent threat to the health or safety
of a person or the public; and

(B) Is to a person or persons reasonably able to prevent or lessen the threat,
including the target of the threat; or

(i1) Is necessary for law enforcement authorities to identify or apprehend an individual:

(A) Because of a statement by an individual admitting participation in a ¥iolent
crime that the covered entity reasonably believes may have caused serious physical
harm to the victim; or

(B) Where it appears from all the circumstances that the jndividual has,eseaped
from a correctional institution or from lawful custody, as those terms are defined in
§164.501.

(2) Use or disclosure not permitted. A use or disclosure pursuyant to paragraph\(j)(1)(ii)(A) of this
section may not be made if the information described in paragraph (j)(1)(iD)(A) of this section is
learned by the covered entity:

(i) In the course of treatment to affect the propensityffo commit the criminal conduct that is
the basis for the disclosure under paragraphs(§)(h)(i1)(A)Of this section, or counseling or
therapy; or

(i1) Through a request by the individualito initiaté or to be referred for the treatment,
counseling, or therapy desctribed indparagraph (j)(2)(i) of this section.

(3) Limit on information that may.be disclesed. A disclosure made pursuant to paragraph
(§)(1)(i1)(A) of this section shall contain only‘the statement described in paragraph (j)(1)(ii)(A) of
this section and the protectedshealth infermation described in paragraph (f)(2)(i) of this section.

(4) Presumption of good faithébelief. A covered entity that uses or discloses protected health
information pursuant tQ paragraph’(j)(1) of this section is presumed to have acted in good faith with
regard to a belief deseribediimyparagraph (j)(1)(i) or (ii) of this section, if the belief is based upon
the covered entify's actual knowledge or in reliance on a credible representation by a person with
apparent kngwledge or authority.

(&) Standard: Uses.and disclosures for specialized government functions —(1) Military and
veterais activities —(i) Armed Forces personnel. A covered entity may use and disclose the
protected health information of individuals who are Armed Forces personnel for activities deemed
necessaryby appropriate military command authorities to assure the proper execution of the
military mission, if the appropriate military authority has published by notice in the FEDERAL
REGISTER the following information:

(A) Appropriate military command authorities; and

(B) The purposes for which the protected health information may be used or
disclosed.

(i1) Separation or discharge from military service. A covered entity that is a component of
the Departments of Defense or Franspertatien-Homeland Security may disclose to the
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Department of Veterans Affairs (DVA) the protected health information of an individual
who is a member of the Armed Forces upon the separation or discharge of the individual
from military service for the purpose of a determination by DV A of the individual's
eligibility for or entitlement to benefits under laws administered by the Secretary of
Veterans Affairs.

(ii1) Veterans. A covered entity that is a component of the Department of Veterans Affairs
may use and disclose protected health information to components of the Department that
determine eligibility for or entitlement to, or that provide, benefits under the laws
administered by the Secretary of Veterans Affairs.

(iv) Foreign military personnel. A covered entity may use and disclose the protected health
information of individuals who are foreign military personnel to their appropriate foreign
military authority for the same purposes for which uses and disclosures arefpermitted for
Armed Forces personnel under the notice published in the FEDERAL REGISTER pursuant to
paragraph (k)(1)(i) of this section.

(2) National security and intelligence activities. A covered entity may discloseprotected health
information to authorized federal officials for the conduct of lawful intelligence, eounter-
intelligence, and other national security activities authorized by the National Security Act (50
U.S.C. 401, ef seq. ) and implementing authority ( e.g., Executive,Ordenl23373).

(3) Protective services for the President and others. A coyered entity may disclose protected health
information to authorized federal-Federal officials for theiprévision of protective services to the
President or other persons authorized by 18 U.S.C£#0856:3056,0r'to foreign heads of state or other
persons authorized by 22 U.S.C. 2709(a)(3), or-te for the conduct of investigations authorized by
18 U.S.C. 871 and 879.

(4) Medical suitability determinationshA cévered entity that is a component of the Department of
State may use protected health information to make medical suitability determinations and may
disclose whether or not the individual was‘determined to be medically suitable to the officials in the
Department of State who need accessyto such'information for the following purposes:

(i) For the purpose(of adeequired security clearance conducted pursuant to Executive Orders
10450 and 12698;

(i1) As necessary toldetermine worldwide availability or availability for mandatory service
abroadunder sections 101(a)(4) and 504 of the Foreign Service Act; or

(ii1) For a family to accompany a Foreign Service member abroad, consistent with section
104b)(S)annd 904 of the Foreign Service Act.

(5)Carrectional institutions and other law enforcement custodial situations.

(1) Permitted disclosures. A covered entity may disclose to a correctional institution or a
law enforcement official having lawful custody of an inmate or other individual protected
health information about such inmate or individual, if the correctional institution or such
law enforcement official represents that such protected health information is necessary for:

(A) The provision of health care to such individuals;

(B) The health and safety of such individual or other inmates;
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(C) The health and safety of the officers or employees of or others at the
correctional institution;

(D) The health and safety of such individuals and officers or other persons
responsible for the transporting of inmates or their transfer from one institution,
facility, or setting to another;

(E) Law enforcement on the premises of the correctional institution; andor

(F) The administration and maintenance of the safety, security, and good order of
the correctional institution.

(i1) Permitted uses. A covered entity that is a correctional institution may use piotected
health information of individuals who are inmates for any purpose for which such'protected
health information may be disclosed.

(ii1) No application after release. For the purposes of this provision, an indiwidual is no
longer an inmate when released on parole, probation, supervised release, or otherwise is no
longer in lawful custody.

(6) Covered entities that are government programs providing public benefitsi (i) A health plan that
is a government program providing public benefits may disclose protected health information
relating to eligibility for or enrollment in the health plan t6 another agéncy administering a
government program providing public benefits if the sharingfof cligibility or enrollment
information among such government agencies or thefaintenane€ of such information in a single or
combined data system accessible to all such govetnment agencies is required or expressly
authorized by statute or regulation.

(i1) A covered entity that is @ govesfimentiagency administering a government program
providing public benefits may disclose protected health information relating to the program
to another covered entity that is a'goyernment agency administering a government program
providing public benefits 1fithe programs serve the same or similar populations and the
disclosure of protect€d health information is necessary to coordinate the covered functions
of such programs or|to ifnpyove administration and management relating to the covered
functions of such programs:

(1) Standard: Disclosuxes forwerkers' compensation. A covered entity may disclose protected
health informatiomyas authorized by and to the extent necessary to comply with laws relating to
workers' comipensation or other similar programs, established by law, that provide benefits for
work-rélated injuries’or illness without regard to fault.

§164.514 Other requirements relating to uses and disclosures of protected health
information.

(a) Standard: de-identification of protected health information. Health information that does not
identify an individual and with respect to which there is no reasonable basis to believe that the
information can be used to identify an individual is not individually identifiable health information.

(b) Implementation specifications: requirements for de-identification of protected health
information. A covered entity may determine that health information is not individually identifiable
health information only if:

(1) A person with appropriate knowledge of and experience with generally accepted statistical and
scientific principles and methods for rendering information not individually identifiable:
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(i) Applying such principles and methods, determines that the risk is very small that the
information could be used, alone or in combination with other reasonably available
information, by an anticipated recipient to identify an individual who is a subject of the
information; and

(i1) Documents the methods and results of the analysis that justify such determination; or

(2)(1) The following identifiers of the individual or of relatives, employers, or household members
of the individual, are removed:

(A) Names;

( 2) The initial three digits of a zip ¢ or allsuch geographic units
containing 20,000 or fewer people is,changed to 000.

(C) All elements of dates (except year)
including birth date, admission date

ectly related to an individual,
e, date of death; and all ages

y year) indicative of such age, except
that such ages and elemen ated into a single category of age 90 or

older;
(D) Telephone num
(E) Fax numbers;{
(F) Electr dresses;
Social security numbers;
ical record numbers;

h plan beneficiary numbers;

Account numbers;
(K) Certificate/license numbers;
(L) Vehicle identifiers and serial numbers, including license plate numbers;
(M) Device identifiers and serial numbers;
(N) Web Universal Resource Locators (URLSs);
(O) Internet Protocol (IP) address numbers;

(P) Biometric identifiers, including finger and voice prints;
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(Q) Full face photographic images and any comparable images; and

(R) Any other unique identifying number, characteristic, or code, except as
permitted by paragraph (c) of this section; and

(i1) The covered entity does not have actual knowledge that the information could be used
alone or in combination with other information to identify an individual who is a subject of
the information.

(c) Implementation specifications: re-identification. A covered entity may assign a code or other
means of record identification to allow information de-identified under this section to be re#
identified by the covered entity, provided that:

(1) Derivation. The code or other means of record identification is not derived fromi or related to
information about the individual and is not otherwise capable of being translated so asfto identify
the individual; and

(2) Security. The covered entity does not use or disclose the code or other means of record
identification for any other purpose, and does not disclose the mechafitsm for re-identification.

(d)(1) Standard: minimum necessary requirements. In order to_comply. with{§164.502(b) and this
section, a covered entity must meet the requirements of paragraphsi(d)(2) through (d)(5) of this
section with respect to a request for, or the use and disclo$ure of, protéeted health information.

(2) Implementation specifications: minimum necessafyauses of protected health information.

(i) A covered entity must identify:

(A) Those persons 0riclasses of persons, as appropriate, in its workforce who need
access to protected health information to carry out their duties; and

(B) For each suchperson or'¢lass of persons, the category or categories of
protected healthlinformation to which access is needed and any conditions
appropriate to suchaccess.

(i1) A covered entity mustimake reasonable efforts to limit the access of such persons or
classes identifiediimparagraph (d)(2)(i)(A) of this section to protected health information
consistefibwith paragraph (d)(2)(i)(B) of this section.

(3) dmiplementation specification: Minimum necessary disclosures of protected health information.

(1) For any type of disclosure that it makes on a routine and recurring basis, a covered
entity must implement policies and procedures (which may be standard protocols) that limit
the protected health information disclosed to the amount reasonably necessary to achieve
the purpose of the disclosure.

(i1) For all other disclosures, a covered entity must:
(A) Develop criteria designed to limit the protected health information disclosed to
the information reasonably necessary to accomplish the purpose for which

disclosure is sought; and

(B) Review requests for disclosure on an individual basis in accordance with such
criteria.
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(iii) A covered entity may rely, if such reliance is reasonable under the circumstances, on a
requested disclosure as the minimum necessary for the stated purpose when:

(A) Making disclosures to public officials that are permitted under §164.512, if the
public official represents that the information requested is the minimum necessary
for the stated purpose(s);

(B) The information is requested by another covered entity;

(C) The information is requested by a professional who is a member of its
workforce or is a business associate of the covered entity for the purpose of
providing professional services to the covered entity, if the professional fepresents
that the information requested is the minimum necessary for the statedspurpose(s);
or

(D) Documentation or representations that comply with the applicable
requirements of §164.512(i) have been provided by a personyrequesting the

information for research purposes.

(4) Implementation specifications: Minimum necessary requests for protécted health information.

(i) A covered entity must limit any request for protected health information to that which is
reasonably necessary to accomplish the purpose for which thefrequest is made, when
requesting such information from other covered entifies.

(ii) For a request that is made on agouting and reeurring basis, a covered entity must
implement policies and procedures (Which may be standard protocols) that limit the
protected health information requested te the‘amount reasonably necessary to accomplish
the purpose for which the request is'made.

(iii) For all other requests,a covered entity must:

(A) Developseritesia designed to limit the request for protected health information
to the information regasonably necessary to accomplish the purpose for which the
requestfis made; and

(B)'Reviewmgrequests for disclosure on an individual basis in accordance with such
Criteria,

(5)dmplementation specification: Other content requirement. For all uses, disclosures, or requests
té which the requirements in paragraph (d) of this section apply, a covered entity may not use,
discloseé or request an entire medical record, except when the entire medical record is specifically
justified as the amount that is reasonably necessary to accomplish the purpose of the use,
disclosuref or request- (e)

(1) Standard: Limited data set. A covered entity may use or disclose a limited data set that meets
the requirements of paragraphs (¢)(2) and (e)(3) of this section, if the covered entity enters into a
data use agreement with the limited data set recipient, in accordance with paragraph (e)(4) of this
section.
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(2) Implementation specification: Limited data set: A limited data set is protected health
information that excludes the following direct identifiers of the individual or of relatives,
employers, or household members of the individual:

(i) Names;

(i1) Postal address information, other than town or city, State, and zip code;

(iii) Telephone numbers;

(iv) Fax numbers;

(v) Electronic mail addresses; &
(vi) Social security numbers; @
(vii) Medical record numbers;

(viii) Health plan beneficiary numbers;

(ix) Account numbers;

(x) Certificate/license numbers;

(xi) Vehicle identifiers and serial numbers, i i ;

section the purposes of research, public health, or health care operations.

c ed entity may use protected health information to create a limited data set that
he requirements of paragraph (e)(2) of this section, or disclose protected health
ation only to a business associate for such purpose, whether or not the limited data
is to be used by the covered entity.

(4) Implementation specifications: Data use agreement.

(1) Agreement required. A covered entity may use or disclose a limited data set under
paragraph (e)(1) of this section only if the covered entity obtains satisfactory assurance, in
the form of a data use agreement that meets the requirements of this section, that the
limited data set recipient will only use or disclose the protected health information for
limited purposes.
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(i1) Contents- A data use agreement between the covered entity and the limited data set
recipient must:

(A) Establish the permitted uses and disclosures of such information by the limited
data set recipient, consistent with paragraph (e)(3) of this section. The data use
agreement may not authorize the limited data set recipient to use or further disclose
the information in a manner that would violate the requirements of this subpart, if
done by the covered entity;

(B) Establish who is permitted to use or receive the limited data set; and
(C) Provide that the limited data set recipient will:

( 1) Not use or further disclose the information other than@as permitted by
the data use agreement or as otherwise required by lTaw;

( 2) Use appropriate safeguards to prevent use ordisclosure of the
information other than as provided for by the data use agreement;

(3) Report to the covered entity anypuse or dis¢losure of the information
not provided for by its data use agreement ofwhichdit becomes aware;

( 4) Ensure that any agents;-ineldeingasubedhtractor; to whom it provides

the limited data set agreesagree to,the'same restrictions and conditions that
apply to the limited data setifeeipient, with respect to such information; and

( 5) Not identify theyinformation or contact the individuals.

(ii1) Compliance.

(A) A covered entity is notiin compliance with the standards in paragraph (e) of
this section if the covered entity knew of a pattern of activity or practice of the
limited dataséfiecipient that constituted a material breach or violation of the data
use agreenient, dnless the covered entity took reasonable steps to cure the breach or
end thefviolation, as applicable, and, if such steps were unsuccessful:

(MpRiscontinued disclosure of protected health information to the
recipient; and

(2) Reported the problem to the Secretary.

(B) A covered entity that is a limited data set recipient and violates a data use
agreement will be in noncompliance with the standards, implementation
specifications, and requirements of paragraph (e) of this section.

(f+) Fundraising communications.

(1) Standard: Uses and disclosures for fundraising. A-Subject to the conditions of paragraph (f)(2)
of this section, a covered entity may use, or disclose to a business associate or to an institutionally

related foundation, the following protected health information for the purpose of raising funds for
its own benefit, without an authorization meeting the requirements of §164.508:

(i) Demographic information relating to an individual;-and, including name, address, other
contact information, age, gender, and date of birth;
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(i1) Dates of health care provided to an individual;

(iii) Department of service information;

1v) Treating physician;

(v) Outcome information; and
(vi) Health insurance status.

(2) Implementation specifications: Fundraising requirements.

(1) Fhe-A covered entity may not use or disclose protected health informatio
fundraising purposes as otherwise permitted by paragraph (f)(1) of this sec ss

statement required by §164.520(b)(1)(iii)(BA) is included in the covered e s nptice:(iH)
The-covered-entitymustinelade-inany of privacy practices.

(i) With each fundraising materialst-sends-communication made toan.in ual under
this paragraph-a-deseription-ofhow, a covered entity must provide the 1 dual may-ept
eut-ofreeeivingwith a clear and conspicuous op -- 5_’ o receive any further
fundraising communications._The method for an indivi al tolelectaiot to receive further
fundraising communications may not cause the individualite incur an undue burden or
more than a nominal cost. =

A% a O£ o a .. . aVaWa
O asx H d arvAaya Agsioms

m ot condition treatment or ent on

(i) The covered entity must v

to-opt-out-ofrecerving futureA covered e

the individual’s choice with respectfe. the @-_’ fundraising communications.
P

A covered entity may 1€ effundrhi ing communications to an individual under this
paragraph where the individ elected not to receive such communications under
paragraph (f)(1)(ii)(B) of th S section.

mak
o A

(v) A covered entitygmayprovide an individual who has elected not to receive further

fundraising comm w ongjare-notsent-with a method to opt back in to receive such
communjcations.

he creation, renewal, or replacement of a contract of health insurance or
tich health insurance or health benefits are not placed with the health plan,
y ret-only use or disclose such protected health information for any-ether-such

_or as may be required by law, subject to the prohibition at §164.502(a)(5)(i) with

tic information included in the protected health information.

(h)(1) Standard: Verification requirements. Prior to any disclosure permitted by this subpart, a
covered entity must:

(1) Except with respect to disclosures under §164.510, verify the identity of a person
requesting protected health information and the authority of any such person to have access
to protected health information under this subpart, if the identity or any such authority of
such person is not known to the covered entity; and
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(i1) Obtain any documentation, statements, or representations, whether oral or written, from
the person requesting the protected health information when such documentation,
statement, or representation is a condition of the disclosure under this subpart.

(2) Implementation specifications: Verification.

(1) Conditions on disclosures. If a disclosure is conditioned by this subpart on particular
documentation, statements, or representations from the person requesting the protected
health information, a covered entity may rely, if such reliance is reasonable under the
circumstances, on documentation, statements, or representations that, on their face, meet
the applicable requirements.

(A) The conditions in §164.512(f)(1)(ii)(C) may be satisfied by the administrative
subpoena or similar process or by a separate written statement thatf on its face,
demonstrates that the applicable requirements have been met.

(B) The documentation required by §164.512(i)(2) may be satisfiedyby one or more
written statements, provided that each is appropriately dated and signed in
accordance with §164.512(i)(2)(i) and (v).

(i1) Identity of public officials. A covered entity may rely, if sueh reliance is reasonable
under the circumstances, on any of the following toyerifyiddentity when the disclosure of
protected health information is to a public official or a personiacting on behalf of the public
official:

(A) If the request is made in persn, presentation of an agency identification badge,
other official credentials, orotherproof of government status;

(B) If the request is imwriting, thesequest is on the appropriate government
letterhead; or

(C) If the disclosureiis to a petson acting on behalf of a public official, a written
statement onfapprepriate government letterhead that the person is acting under the
government's authority or other evidence or documentation of agency, such as a
contragt forgérvices, memorandum of understanding, or purchase order, that
establishes that'the person is acting on behalf of the public official.

(1i1) Authority ofipublic officials. A covered entity may rely, if such reliance is reasonable
under thefeiteumstances, on any of the following to verify authority when the disclosure of
protectgd health information is to a public official or a person acting on behalf of the public
officialt

(A) A written statement of the legal authority under which the information is
requested, or, if a written statement would be impracticable, an oral statement of
such legal authority;

(B) If a request is made pursuant to legal process, warrant, subpoena, order, or
other legal process issued by a grand jury or a judicial or administrative tribunal is
presumed to constitute legal authority.

(iv) Exercise of professional judgment. The verification requirements of this paragraph are
met if the covered entity relies on the exercise of professional judgment in making a use or
disclosure in accordance with §164.510 or acts on a good faith belief in making a
disclosure in accordance with §164.512(j).
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§164.520 Notice of privacy practices for protected health information.

(a) Standard: notice of privacy practices.

(1) Right to notice. Except as provided by paragraph (a)(2) or (3) of this section, an individual has a
right to adequate notice of the uses and disclosures of protected health information that may be
made by the covered entity, and of the individual's rights and the covered entity's legal duties with
respect to protected health information.

(2) Exception for group health plans.

(i) An individual enrolled in a group health plan has a right to notice:

(A) From the group health plan, if, and to the extent that, such an individual does
not receive health benefits under the group health plan through an insurance
contract with a health insurance issuer or HMO; or

(B) From the health insurance issuer or HMO with respect to'the group health plan
through which such individuals receive their health benefitsundefthe group health
plan.

(i1) A group health plan that provides health benefits solelyathrough an insurance contract
with a health insurance issuer or HMO, and that greates or recéives protected health
information in addition to summary health informatiéon as defined in §164.504(a) or
information on whether the individual is parti€ipating indhe group health plan, or is
enrolled in or has disenrolled from,a health insurance issuer or HMO offered by the plan,
must:

(A) Maintain a notiegyundef this'section; and

(B) Provide such notice upon request to any person. The provisions of paragraph
(c)(1) of this sectiomdo not apply to such group health plan.

(ii1) A group health plansthatprovides health benefits solely through an insurance contract
with a health inguranee issuer or HMO, and does not create or receive protected health
information other than‘simmary health information as defined in §164.504(a) or
information‘on whether an individual is participating in the group health plan, or is enrolled
in or hasidisenrolled from a health insurance issuer or HMO offered by the plan, is not
required t0‘maintain or provide a notice under this section.

(3) Exception foninfnates. An inmate does not have a right to notice under this section, and the
requiteiments of this section do not apply to a correctional institution that is a covered entity.

(b) Implementation specifications: Content of notice.

(1) Required elements. The covered entity must provide a notice that is written in plain language
and that contains the elements required by this paragraph.

(i) Header. The notice must contain the following statement as a header or otherwise
prominently displayed: “THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION
ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET
ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.”
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(i1) Uses and disclosures. The notice must contain:

(A) A description, including at least one example, of the types of uses and
disclosures that the covered entity is permitted by this subpart to make for each of
the following purposes: treatment, payment, and health care operations.

(B) A description of each of the other purposes for which the covered entity is
permitted or required by this subpart to use or disclose protected health information
without the individual's written authorization.

(C) If a use or disclosure for any purpose described in paragraphs (b)(1)(ii)(A) or
(B) of this section is prohibited or materially limited by other applicable the
description of such use or disclosure must reflect the more stringent S ned
in §160.202 of this subchapter.

(D) For each purpose described in paragraph (b)(1)(ii)( on, the
description must include sufficient detail to place the 1nd'
uses and disclosures that are permitted or required by
applicable law.

(E) A description of the t
under §164.508(a)(2)—(a)(4), a statement t
described in the notice will be made onl

authorization, and a statement that the 1
as provided by §164.508(b)(5).

dual’’s written
ay revoke sueh-an authorization

(iii) Separate statements for certainuses o @ es. If the covered entity intends to
engage in any of the following activi the iption required by paragraph
(b)(1)(i1)(A) of this section must in€lude aseparate statement_informing the individual of

such activities, as applicablestk
(A) The-coveree nay Sontact the-individual-to-provide--
accorddnce'y Aﬂ 514 1 the covered entity may contact the individual to

ds for covered ¢ entlty and the individual has a right to opt out of
recéiving sichrcommunications; er

accordance with §164.504(f), the group health plan, or a health
ce issuer or HMO with respect to a group health plan, may disclose
cted health information to the sponsor of the plan—; or

C) If a covered entity that is a health plan, excluding an issuer of a long-term care
olicy falling within paragraph (1)(viii) of the definition of health plan, intends to
use or disclose protected health information for underwriting purposes, a statement

that the covered entity is prohibited from using or disclosing protected health
information that is genetic information of an individual for such purposes.

(iv) Individual rights. The notice must contain a statement of the individual's rights with
respect to protected health information and a brief description of how the individual may
exercise these rights, as follows:

(A) The right to request restrictions on certain uses and disclosures of protected
health information as provided by §164.522(a), including a statement that the
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covered entity is not required to agree to a requested restriction, except in case of a
disclosure restricted under §164.522(a)(1)(vi);

(B) The right to receive confidential communications of protected health
information as provided by §164.522(b), as applicable;

(C) The right to inspect and copy protected health information as provided by
§164.524;

(D) The right to amend protected health information as provided by §164.526;

(E) The right to receive an accounting of disclosures of protected health
information as provided by §164.528; and

(F) The right of an individual, including an individual who has agreeddo receive
the notice electronically in accordance with paragraph (c)(3),of this ‘seetion, to

obtain a paper copy of the notice from the covered entity upon request.

(v) Covered entity's duties. The notice must contain:

(A) A statement that the covered entity is required bylaw tefmaintain the privacy
of protected health information-and, to provide individuals with notice of its legal

duties and privacy practices with respect4o protected health information, and to

notify affected individuals following a breach of unsecured protected health
information;

(B) A statement that the covered entity is required to abide by the terms of the
notice currently in effect; and

(C) For the covered entity to apply a change in a privacy practice that is described
in the notice to protected health information that the covered entity created or
received prior to iSsuing a revised notice, in accordance with §164.530(1)(2)(ii), a
statement that'ititeserves the right to change the terms of its notice and to make the
new notice proyisions effective for all protected health information that it
maintaihs. The statement must also describe how it will provide individuals with a
revised notice:

(vi) CoemiplaintsyThe notice must contain a statement that individuals may complain to the
covered entity and to the Secretary if they believe their privacy rights have been violated, a
brief description of how the individual may file a complaint with the covered entity, and a
statement;that the individual will not be retaliated against for filing a complaint.

(vii)/Contact. The notice must contain the name, or title, and telephone number of a person
opoffice to contact for further information as required by §164.530(a)(1)(ii).

(viii) Effective date. The notice must contain the date on which the notice is first in effect,
which may not be earlier than the date on which the notice is printed or otherwise
published.

(2) Optional elements.

(1) In addition to the information required by paragraph (b)(1) of this section, if a covered
entity elects to limit the uses or disclosures that it is permitted to make under this subpart,
the covered entity may describe its more limited uses or disclosures in its notice, provided
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that the covered entity may not include in its notice a limitation affecting its right to make a
use or disclosure that is required by law or permitted by §164.512(G)(1)(i).

(i1) For the covered entity to apply a change in its more limited uses and disclosures to
protected health information created or received prior to issuing a revised notice, in
accordance with §164.530(1)(2)(ii), the notice must include the statements required by
paragraph (b)(1)(v)(C) of this section.

(3) Revisions to the notice. The covered entity must promptly revise and distribute its notice
whenever there is a material change to the uses or disclosures, the individual's rights, the covered
entity's legal duties, or other privacy practices stated in the notice. Except when required byflaw, a
material change to any term of the notice may not be implemented prior to the effective date of the
notice in which such material change is reflected.

(c) Implementation specifications: Provision of notice. A covered entity mustimake thénotice
required by this section available on request to any person and to individuals,as‘specifiedqift
paragraphs (c)(1) through (c)(3) of this section, as applicable.

(1) Specific requirements for health plans.

(i) A health plan must provide the notice:

(A) No later than the compliance date for'the health plan, to individuals then
covered by the plan;

(B) Thereafter, at the timeof enrgllment,te individuals who are new enrollees:-ané

(C) Within 60 days‘efia material'tevision to the notice, to individuals then covered
by the plan.

(i1) No less frequently than‘once every three years, the health plan must notify individuals
then covered by the planiof thelavailability of the notice and how to obtain the notice.

(iii) The healthgplan satisfies the requirements of paragraph (c)(1) of this section if notice is
providedte, the named‘dmsured of a policy under which coverage is provided to the named
insured and‘one 6fimeose dependents.

(iv) Af a health plan has more than one notice, it satisfies the requirements of paragraph
(c)(Fy of this/section by providing the notice that is relevant to the individual or other
person tequesting the notice.

(v) If there is a material change to the notice:

(A) A health plan that posts its notice on its web site in accordance with paragraph
¢)(3)(i) of this section must prominently post the change or its revised notice on its
web site by the effective date of the material change to the notice, and provide the
revised notice, or information about the material change and how to obtain the
revised notice, in its next annual mailing to individuals then covered by the plan.

(B) A health plan that does not post its notice on a web site pursuant to paragraph

(¢)(3)(1) of this section must provide the revised notice, or information about the
material change and how to obtain the revised notice, to individuals then covered

by the plan within 60 days of the material revision to the notice.
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(2) Specific requirements for certain covered health care providers. A covered health care provider
that has a direct treatment relationship with an individual must:

(i) Provide the notice:

(A) No later than the date of the first service delivery, including service delivered
electronically, to such individual after the compliance date for the covered health
care provider; or

(B) In an emergency treatment situation, as soon as reasonably practicable after the
emergency treatment situation.

(i1) Except in an emergency treatment situation, make a good faith effort to obtain a‘wzitten
acknowledgment of receipt of the notice provided in accordance with paragraph(e)(2)(@)of
this section, and if not obtained, document its good faith efforts to obtain such
acknowledgment and the reason why the acknowledgment was not obtained;

(iii) If the covered health care provider maintains a physical service delivery site:

(A) Have the notice available at the service deliverysiteffor individuals to request
to take with them; and

(B) Post the notice in a clear and promingnt location‘Where it is reasonable to
expect individuals seeking service from thes€overed health care provider to be able
to read the notice; and

(iv) Whenever the notice is revised;make the notice available upon request on or after the
effective date of the revision and promptly cemply with the requirements of paragraph
(c)(2)(iii) of this section, if applicable.

(3) Specific requirements for electronic notice.

(i) A covered entity thatimaintains a web site that provides information about the covered
entity's customer services ombenefits must prominently post its notice on the web site and
make the noticglavaildble electronically through the web site.

(i1) A covered entitypmay provide the notice required by this section to an individual by e-
mail, ifithe individual agrees to electronic notice and such agreement has not been
withdrawn.If the’covered entity knows that the e-mail transmission has failed, a paper
copy ofithe notice must be provided to the individual. Provision of electronic notice by the
covered entity will satisfy the provision requirements of paragraph (c) of this section when
timely, made in accordance with paragraph (c)(1) or (2) of this section.

(iid) For purposes of paragraph (¢)(2)(i) of this section, if the first service delivery to an
individual is delivered electronically, the covered health care provider must provide
electronic notice automatically and contemporaneously in response to the individual's first
request for service. The requirements in paragraph (c¢)(2)(ii) of this section apply to
electronic notice.

(iv) The individual who is the recipient of electronic notice retains the right to obtain a
paper copy of the notice from a covered entity upon request.
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(d) Implementation specifications: Joint notice by separate covered entities. Covered entities that
participate in organized health care arrangements may comply with this section by a joint notice,
provided that:

(1) The covered entities participating in the organized health care arrangement agree to abide by the
terms of the notice with respect to protected health information created or received by the covered
entity as part of its participation in the organized health care arrangement;

(2) The joint notice meets the implementation specifications in paragraph (b) of this section, except
that the statements required by this section may be altered to reflect the fact that the notice covers
more than one covered entity; and

(1) Describes with reasonable specificity the covered entities, or class of entitiessto which
the joint notice applies;

(i1) Describes with reasonable specificity the service delivery sites, or classes.ofisefvice
delivery sites, to which the joint notice applies; and

(iii) If applicable, states that the covered entities participating in the’organized health care
arrangement will share protected health information with each efher)as necessary to carry
out treatment, payment, or health care operations relating to the,organized health care
arrangement.

(3) The covered entities included in the joint notice must'provide the notice to individuals in
accordance with the applicable implementation spegifi€ations,ofparagraph (c) of this section.
Provision of the joint notice to an individual by aiy one ofithe covered entities included in the joint
notice will satisfy the provision requirement.of patagraph (¢) of this section with respect to all
others covered by the joint notice.

(e) Implementation specifications: Documentation. A covered entity must document compliance
with the notice requirements, as required bya§ 164.530(j), by retaining copies of the notices issued
by the covered entity and, if applicable, any written acknowledgments of receipt of the notice or
documentation of good faith@ffotts to'obtain such written acknowledgment, in accordance with
paragraph (c)(2)(ii) of this section.

§164.522 Rights'to, request privacy protection for protected health information.

(a)(1) Standard:Right'of an individual to request restriction of uses and disclosures.

(i) A"covered entity must permit an individual to request that the covered entity restrict:

(A) Uses or disclosures of protected health information about the individual to
carry out treatment, payment, or health care operations; and

(B) Disclosures permitted under §164.510(b).

(i) A-Except as provided in paragraph (a)(1)(vi) of this section, a covered entity is not

required to agree to a restriction.

(ii1) A covered entity that agrees to a restriction under paragraph (a)(1)(i) of this section
may not use or disclose protected health information in violation of such restriction, except
that, if the individual who requested the restriction is in need of emergency treatment and
the restricted protected health information is needed to provide the emergency treatment,
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the covered entity may use the restricted protected health information, or may disclose such
information to a health care provider, to provide such treatment to the individual.

(iv) If restricted protected health information is disclosed to a health care provider for
emergency treatment under paragraph (a)(1)(iii) of this section, the covered entity must
request that such health care provider not further use or disclose the information.

(V) A restriction agreed to by a covered entity under paragraph (a) of this section, is not
effective under this subpart to prevent uses or disclosures permitted or required under
§§164.502(a)(2)(i1), 164.510(a) or 164.512.

(vi) A covered entity must agree to the request of an individual to restrict disclostite.of
rotected health information about the individual to a health plan if:

(2) Implementation specifications: Terminating a restrictio

agreement-to-a restriction, if :

ed entity may terminate s

(1) The individual agrees to or requests the tefmination in'writing;

s tert @ nd the oral agreement is documented;

(i1) The individual orally agrees to't
or

'J n
C with respect to protected health information created or received
informed the individual.

ation: Documentatlon A covered entity that-agreeste-must document a
a-in accordance with§+64-530(H- §160.530(j) of this

A covered health care provider must permit individuals to request and must
accommodate reasonable requests by individuals to receive communications of protected
health information from the covered health care provider by alternative means or at
alternative locations.

(i1) A health plan must permit individuals to request and must accommodate reasonable
requests by individuals to receive communications of protected health information from the
health plan by alternative means or at alternative locations, if the individual clearly states
that the disclosure of all or part of that information could endanger the individual.
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(2) Implementation specifications: Conditions on providing confidential communications.

(i) A covered entity may require the individual to make a request for a confidential
communication described in paragraph (b)(1) of this section in writing.

(i1) A covered entity may condition the provision of a reasonable accommodation on:
(A) When appropriate, information as to how payment, if any, will be handled; and
(B) Specification of an alternative address or other method of contact.
(iii) A covered health care provider may not require an explanation from the individual as
to the basis for the request as a condition of providing communications on a confidential

basis.

(iv) A health plan may require that a request contain a statement that diselosure,ofdall or
part of the information to which the request pertains could endanger the individual.

§164.524 Access of individuals to protected health information.

(a) Standard: Access to protected health information.

(1) Right of access. Except as otherwise provided in paragraph (a)(2)iet(a)(3) of this section, an
individual has a right of access to inspect and obtain a copy.ef protected health information about
the individual in a designated record set, for as longasythe protected health information is
maintained in the designated record set, except fof:

(i) Psychotherapy notes;

(i1) Information compiled in reasénable anticipation of, or for use in, a civil, criminal, or
administrative action or proeceding; and

(iii) Protected healthdnfermation maintained by a covered entity that is:

(A) Subject ta'the Clinical Laboratory Improvements Amendments of 1988, 42
OS.CI263a, taathe extent the provision of access to the individual would be
prohibitedyby. law; or

(B):Exempt from the Clinical Laboratory Improvements Amendments of 1988,
pursuant to 42 CFR 493.3(a)(2).

(2) Unreviewable grounds for denial. A covered entity may deny an individual access without
providing the individual an opportunity for review, in the following circumstances.

(@) The protected health information is excepted from the right of access by paragraph
(a)(1) of this section.

(i1) A covered entity that is a correctional institution or a covered health care provider
acting under the direction of the correctional institution may deny, in whole or in part, an
inmate's request to obtain a copy of protected health information, if obtaining such copy
would jeopardize the health, safety, security, custody, or rehabilitation of the individual or
of other inmates, or the safety of any officer, employee, or other person at the correctional
institution or responsible for the transporting of the inmate.
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(iii) An individual's access to protected health information created or obtained by a covered
health care provider in the course of research that includes treatment may be temporarily
suspended for as long as the research is in progress, provided that the individual has agreed
to the denial of access when consenting to participate in the research that includes
treatment, and the covered health care provider has informed the individual that the right of
access will be reinstated upon completion of the research.

(iv) An individual's access to protected health information that is contained in records that
are subject to the Privacy Act, 5 U.S.C. 552a, may be denied, if the denial of access under
the Privacy Act would meet the requirements of that law.

(v) An individual's access may be denied if the protected health information was obtained
from someone other than a health care provider under a promise of confidentiality andythe
access requested would be reasonably likely to reveal the source of the infermation.

(3) Reviewable grounds for denial. A covered entity may deny an individualaceess, provided that
the individual is given a right to have such denials reviewed, as required by paragraph (a)(4) of this
section, in the following circumstances:

(i) A licensed health care professional has determinedyin,the exé€rcise of professional
judgment, that the access requested is reasonably likely te endangesfthe life or physical
safety of the individual or another person;

(i1) The protected health information makes referen¢eto another person (unless such other
person is a health care provider) and a licensedthealth,cafe professional has determined, in
the exercise of professional judgment, that the aceess requested is reasonably likely to
cause substantial harm to such otherpersons, or

(iii) The request for access ismadefy theindividual's personal representative and a
licensed health care professional has determined, in the exercise of professional judgment,
that the provision of access{to such personal representative is reasonably likely to cause
substantial harm to the individual or‘another person.

(4) Review of a denial of accessfIf access is denied on a ground permitted under paragraph (a)(3)
of this section, the indigidualthas the right to have the denial reviewed by a licensed health care
professional who'ig,designated by'the covered entity to act as a reviewing official and who did not
participate in the original'dégiston to deny. The covered entity must provide or deny access in
accordance with'the detesmination of the reviewing official under paragraph (d)(4) of this section.

(b)dmplementation specifications: Requests for access and timely action.

(D) Individual's request for access. The covered entity must permit an individual to request access
to Ingpect oito obtain a copy of the protected health information about the individual that is
maintained 1n a designated record set. The covered entity may require individuals to make requests
for access in writing, provided that it informs individuals of such a requirement.

(2) Timely action by the covered entity.

(1) Except as provided in paragraph (b)(2)(ii) of this section, the covered entity must act on
a request for access no later than 30 days after receipt of the request as follows.

(A) If the covered entity grants the request, in whole or in part, it must inform the

individual of the acceptance of the request and provide the access requested, in
accordance with paragraph (c) of this section.
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(B) If the covered entity denies the request, in whole or in part, it must provide the
individual with a written denial, in accordance with paragraph (d) of this section.

reguest—(iit) If the covered entity is unable to take an action required by paragraph
(®)(2)(1)(A) or (B) of this section within the time required by paragraph (b)(2)(i}-er6+) of
this section, as applicable, the covered entity may extend the time for such actions by no
more than 30 days, provided that:

(A) The covered entity, within the time limit set by paragraph (b)(2)(i}-ef#) of
this section, as applicable, provides the individual with a written statement ofthe
reasons for the delay and the date by which the covered entity will/complete. its
action on the request; and

(B) The covered entity may have only one such extension¢ftime for action on a
request for access.

(c) Implementation specifications: Provision of access. If the overed enfity provides an individual
with access, in whole or in part, to protected health information, the covered'entity must comply
with the following requirements.

(1) Providing the access requested. The covered entity mustiprovide the access requested by
individuals, including inspection or obtaining a copys ofbothgofithe protected health information
about them in designated record sets. If thgysame protectedthealth information that is the subject of
a request for access is maintained in more than one'designated record set or at more than one
location, the covered entity need only produce the protééted health information once in response to
a request for access.

(2) Form of access requested.

(i) The covered entity'must provide the individual with access to the protected health
information in the formé@#tand format requested by the individual, if it is readily producible
in such form egfand‘férmat; or, if not, in a readable hard copy form or such other form e+
and formatas agreed to'by the covered entity and the individual.

(i1) Nefwithstanding paragraph (c)(2)(i) of this section, if the protected health information
thatis the'subject'of a request for access is maintained in one or more designated record
sets ele€tronically and if the individual requests an electronic copy of such information, the
covered enfity must provide the individual with access to the protected health information

in the electronic form and format requested by the individual, if it is readily producible in
such'form and format; or, if not, in a readable electronic form and format as agreed to by

th€ covered entity and the individual.

(iii) The covered entity may provide the individual with a summary of the protected health
information requested, in lieu of providing access to the protected health information or
may provide an explanation of the protected health information to which access has been
provided, if:

(A) The individual agrees in advance to such a summary or explanation; and

(B) The individual agrees in advance to the fees imposed, if any, by the covered
entity for such summary or explanation.
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(3) Time and manner of access.

(1) The covered entity must provide the access as requested by the individual in a timely
manner as required by paragraph (b)(2) of this section, including arranging with the
individual for a convenient time and place to inspect or obtain a copy of the protected
health information, or mailing the copy of the protected health information at the
individual®’s request. The covered entity may discuss the scope, format, and other aspects
of the request for access with the individual as necessary to facilitate the timely provision
of access.

(ii) If an individual's request for access directs the covered entity to transmit the copy of
protected health information directly to another person designated by the individdal, the
covered entity must provide the copy to the person designated by the individuaksThe
individual's request must be in writing, signed by the individual, and clearly identify. the
designated person and where to send the copy of protected health informationd

(4) Fees. If the individual requests a copy of the protected health informatiomor agrees to a
summary or explanation of such information, the covered entity may impose ateasonable, cost-
based fee, provided that the fee includes only the cost of:

(1) Copying-including the-cost-of suppliesforandlabgiefLaborfosCopying; the protected
health information requested by the individual, whether inpaper or electronic form;

(ii) Supplies for creating the paper copy or electroni€ media if the individual requests that
the electronic copy be provided on portablefmedia;

(iii) Postage, when the individual hasirequested the copy, or the summary or explanation,
be mailed; and

(##1v) Preparing an explanationor summary of the protected health information, if agreed
to by the individual as required by paragraph (c)(2)(ii) of this section.

(d) Implementation specificationsaDenial of access. If the covered entity denies access, in whole or
in part, to protected health infomhation, the covered entity must comply with the following
requirements.

(1) Making other informatiomaccessible. The covered entity must, to the extent possible, give the
individual acceSsite any ether protected health information requested, after excluding the protected
health informhation agyto which the covered entity has a ground to deny access.

(2) DenialgThe'eovered entity must provide a timely, written denial to the individual, in accordance
with paragraph (b)(2) of this section. The denial must be in plain language and contain:

(1)(The basis for the denial;

(i1) If applicable, a statement of the individual's review rights under paragraph (a)(4) of this
section, including a description of how the individual may exercise such review rights; and

(ii1) A description of how the individual may complain to the covered entity pursuant to the
complaint procedures in §164.530(d) or to the Secretary pursuant to the procedures in
§160.306. The description must include the name, or title, and telephone number of the
contact person or office designated in §164.530(a)(1)(ii).
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(3) Other responsibility. If the covered entity does not maintain the protected health information
that is the subject of the individual's request for access, and the covered entity knows where the
requested information is maintained, the covered entity must inform the individual where to direct
the request for access.

(4) Review of denial requested. If the individual has requested a review of a denial under paragraph
(a)(4) of this section, the covered entity must designate a licensed health care professional, who
was not directly involved in the denial to review the decision to deny access. The covered entity
must promptly refer a request for review to such designated reviewing official. The designated
reviewing official must determine, within a reasonable period of time, whether or not to deny the
access requested based on the standards in paragraph (a)(3) of this section. The covered entity must
promptly provide written notice to the individual of the determination of the designated réviewing
official and take other action as required by this section to carry out the designated reviewing
official's determination.

(e) Implementation specification: Documentation. A covered entity must/document théfellowing
and retain the documentation as required by §164.530():

(1) The designated record sets that are subject to access by individuals; and

(2) The titles of the persons or offices responsible for receiving and proeessiftg requests for access
by individuals.

§164.526 Amendment of protected health informations
(a) Standard: Right to amend . (1) Right toamend . An individual has the right to have a covered

entity amend protected health information or'a record about the individual in a designated record
set for as long as the protected health information is maintained in the designated record set.

(2) Denial of amendment . A covered entity may deny an individual's request for amendment, if it
determines that the protected health information or record that is the subject of the request:

(i) Was not created by thecovered entity, unless the individual provides a reasonable basis
to believe that the originatortof protected health information is no longer available to act on
the requested amhendment;

(i1) Is not parbof themdesignated record set;
(ii1) (Would'net be available for inspection under §164.524; or
(1v),Is aceurate and complete.

(b) Implementation specifications: requests for amendment and timely action . (1) Individual's
requestiforfamendment . The covered entity must permit an individual to request that the covered
entity amend the protected health information maintained in the designated record set. The covered
entity may require individuals to make requests for amendment in writing and to provide a reason
to support a requested amendment, provided that it informs individuals in advance of such
requirements.
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(2) Timely action by the covered entity.

(i) The covered entity must act on the individual's request for an amendment no later than
60 days after receipt of such a request, as follows.

(A) If the covered entity grants the requested amendment, in whole or in part, it
must take the actions required by paragraphs (c)(1) and (2) of this section.

(B) If the covered entity denies the requested amendment, in whole or in part, it
must provide the individual with a written denial, in accordance with paragraph
(d)(1) of this section.

(ii) If the covered entity is unable to act on the amendment within the time required by
paragraph (b)(2)(i) of this section, the covered entity may extend the time for sueh’action
by no more than 30 days, provided that:

(A) The covered entity, within the time limit set by paragraph (b)(2)(i) of this
section, provides the individual with a written statement of theieasons for the
delay and the date by which the covered entity will gomplete its‘action on the
request; and

(B) The covered entity may have only one such extension of time for action on a
request for an amendment.

(c) Implementation specifications: Accepting the améfidment,. Ifd¢he covered entity accepts the
requested amendment, in whole or in part, the coyered entity must comply with the following
requirements.

(1) Making the amendment . The covered efitity muist make the appropriate amendment to the
protected health information or record that is the subject of the request for amendment by, at a
minimum, identifying the records in the designated record set that are affected by the amendment
and appending or otherwise providing a link't6 the location of the amendment.

(2) Informing the individual . Indaccerdance with paragraph (b) of this section, the covered entity
must timely inform thedndividual that the amendment is accepted and obtain the individual's
identification of and agreementt®’have the covered entity notify the relevant persons with which
the amendment needsyto beishared in accordance with paragraph (c)(3) of this section.

(3) Informing others» The covered entity must make reasonable efforts to inform and provide the
amefidiment within a reasonable time to:

(1) Petsons identified by the individual as having received protected health information
about the individual and needing the amendment; and

(1) Persons, including business associates, that the covered entity knows have the protected

health information that is the subject of the amendment and that may have relied, or could
foreseeably rely, on such information to the detriment of the individual.
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(d) Implementation specifications: Denying the amendment . If the covered entity denies the
requested amendment, in whole or in part, the covered entity must comply with the following
requirements.

(1) Denial . The covered entity must provide the individual with a timely, written denial, in
accordance with paragraph (b)(2) of this section. The denial must use plain language and contain:

(1) The basis for the denial, in accordance with paragraph (a)(2) of this section;

(i1) The individual's right to submit a written statement disagreeing with the denial and how
the individual may file such a statement;

(iii) A statement that, if the individual does not submit a statement of disagreement, the
individual may request that the covered entity provide the individual's request for
amendment and the denial with any future disclosures of the protected,health afiformation
that is the subject of the amendment; and

(iv) A description of how the individual may complain to the coyered€ntity pursuant to the
complaint procedures established in §164.530(d) or to the Sgeretary’pursuant to the
procedures established in §160.306. The description must include the name, or title, and
telephone number of the contact person or office designated m §164¢530(a)(1)(ii).

(2) Statement of disagreement . The covered entity must permit the individual to submit to the
covered entity a written statement disagreeing with the denial'of all or part of a requested
amendment and the basis of such disagreement. Thef¢overed entity may reasonably limit the length
of a statement of disagreement.

(3) Rebuttal statement . The covered entity may prepatesa written rebuttal to the individual's
statement of disagreement. Wheneverisuch@ rebuttal is prepared, the covered entity must provide a
copy to the individual who submitted, the'statement of disagreement.

(4) Recordkeeping . The covered entity must; as appropriate, identify the record or protected health
information in the designatedfrecord setithat is the subject of the disputed amendment and append
or otherwise link the individual's'request for an amendment, the covered entity's denial of the
request, the individual'sfstatemhent of disagreement, if any, and the covered entity's rebuttal, if any,
to the designatedtecord|set.

(5) Future disclosures.

(1) If'a statement of disagreement has been submitted by the individual, the covered entity
must include the material appended in accordance with paragraph (d)(4) of this section, or,
at the election of the covered entity, an accurate summary of any such information, with
any subsequent disclosure of the protected health information to which the disagreement
relates.

(i1) If the individual has not submitted a written statement of disagreement, the covered
entity must include the individual's request for amendment and its denial, or an accurate
summary of such information, with any subsequent disclosure of the protected health
information only if the individual has requested such action in accordance with paragraph
(d)(1)(ii1) of this section.

(ii1)) When a subsequent disclosure described in paragraph (d)(5)(i) or (ii) of this section is

made using a standard transaction under part 162 of this subchapter that does not permit the
additional material to be included with the disclosure, the covered entity may separately
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transmit the material required by paragraph (d)(5)(i) or (ii) of this section, as applicable, to
the recipient of the standard transaction.

(e) Implementation specification: Actions on notices of amendment. A covered entity that is
informed by another covered entity of an amendment to an individual's protected health
information, in accordance with paragraph (c)(3) of this section, must amend the protected health
information in designated record sets as provided by paragraph (c)(1) of this section.

(f) Implementation specification: Documentation. A covered entity must document the titles of the
persons or offices responsible for receiving and processing requests for amendments by individuals
and retain the documentation as required by §164.530()).

§164.528 Accounting of disclosures of protected health information.

(a) Standard: Right to an accounting of disclosures of protected health information: (1)’An
individual has a right to receive an accounting of disclosures of protectedthealth information made
by a covered entity in the six years prior to the date on which the accountingis requested, except
for disclosures:

(1) To carry out treatment, payment and health care operations a§ provided in §164.506;
(i1) To individuals of protected health information about them as provided in §164.502;

(iii) Incident to a use or disclosure otherwise permittéd or tequired by this subpart, as
provided in §164.502;

(iv) Pursuant to an authorization as‘provided in §164.508;

(v) For the facility's directofyior togersonsyinvolved in the individual's care or other
notification purposes as provided in §164.510;

(vi) For national security ot intelligenee purposes as provided in §164.512(k)(2);

(vii) To correctional institutions‘or law enforcement officials as provided in
§164.512(k)(5);

(viii) As partiof aslimited data set in accordance with §164.514(e); or
(ix) Ahat geeurred’prior to the compliance date for the covered entity.

(2)(1) The covered entity must temporarily suspend an individual's right to receive an accounting of
disclostires tola health oversight agency or law enforcement official, as provided in §164.512(d) or
(f),xespectively, for the time specified by such agency or official, if such agency or official
provides the covered entity with a written statement that such an accounting to the individual would
be reasonably likely to impede the agency's activities and specifying the time for which such a
suspension is required.

(ii) If the agency or official statement in paragraph (a)(2)(i) of this section is made orally,
the covered entity must:

(A) Document the statement, including the identity of the agency or official
making the statement;
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(B) Temporarily suspend the individual's right to an accounting of disclosures
subject to the statement; and

(C) Limit the temporary suspension to no longer than 30 days from the date of the
oral statement, unless a written statement pursuant to paragraph (a)(2)(i) of this
section is submitted during that time.

(3) An individual may request an accounting of disclosures for a period of time less than six years
from the date of the request.

(b) Implementation specifications: Content of the accounting. The covered entity must provide the
individual with a written accounting that meets the following requirements.

(1) Except as otherwise provided by paragraph (a) of this section, the accounting must include
disclosures of protected health information that occurred during the six years|(or suchsghorter time
period at the request of the individual as provided in paragraph (a)(3) of this section ) priondo the
date of the request for an accounting, including disclosures to or by business.associates of the
covered entity.

(2) Except as otherwise provided by paragraphs (b)(3) or (b)(4) of this séction, the accounting must
include for each disclosure:

(i) The date of the disclosure;

(i) The name of the entity or person who rec€ived the protected health information and, if
known, the address of such entity or person;

(iii) A brief description of the protectedshealthminformation disclosed; and

(iv) A brief statement of the pugpose of the disclosure that reasonably informs the
individual of the basis for the disclosure or, in lieu of such statement, a copy of a written
request for a disclosure under, §§164:502(a)(2)(ii) or 164.512, if any.

(3) If, during the period covereddby the accounting, the covered entity has made multiple
disclosures of protectedéhealth information to the same person or entity for a single purpose under
§§164.502(a)(2)(i),or 164.512 e accounting may, with respect to such multiple disclosures,
provide:

(1) The information required by paragraph (b)(2) of this section for the first disclosure
during the aceotinting period;

(11) The frequency, periodicity, or number of the disclosures made during the accounting
period; and

(11) The date of the last such disclosure during the accounting period.
(4)(1) If, during the period covered by the accounting, the covered entity has made disclosures of
protected health information for a particular research purpose in accordance with §164.512(i) for 50
or more individuals, the accounting may, with respect to such disclosures for which the protected

health information about the individual may have been included, provide:

(A) The name of the protocol or other research activity;
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(B) A description, in plain language, of the research protocol or other research
activity, including the purpose of the research and the criteria for selecting
particular records;

(C) A brief description of the type of protected health information that was
disclosed;

(D) The date or period of time during which such disclosures occurred, or may
have occurred, including the date of the last such disclosure during the accounting
period;

(E) The name, address, and telephone number of the entity that sponsoredithe
research and of the researcher to whom the information was disclosedgand

(F) A statement that the protected health information of the individualémayjor may
not have been disclosed for a particular protocol or otherlsesearch activitys

(i1) If the covered entity provides an accounting for research disclosures, in accordance
with paragraph (b)(4) of this section, and if it is reasonably likely that the'protected health
information of the individual was disclosed for such research\protocal or activity, the
covered entity shall, at the request of the individual, assist in econtacting the entity that
sponsored the research and the researcher.

(c) Implementation specifications: Provision of the accountifig. (1) The covered entity must act on
the individual's request for an accounting, no later thami60 days after receipt of such a request, as
follows.

(1) The covered entity must provide the individual with the accounting requested; or

(i1) If the covered entity is unablé to provide the accounting within the time required by
paragraph (c)(1) of this section, theicovered entity may extend the time to provide the
accounting by no more than 30 days;provided that:

(A) The covered'entity, within the time limit set by paragraph (c)(1) of this section,
provides theindividual with a written statement of the reasons for the delay and the
date by which'th@'covered entity will provide the accounting; and

(B) Thecovered entity may have only one such extension of time for action on a
request for an accounting.

(2) The covered entity must provide the first accounting to an individual in any 12 month period
without charge. The covered entity may impose a reasonable, cost-based fee for each subsequent
request for an accounting by the same individual within the 12 month period, provided that the
coveredertity informs the individual in advance of the fee and provides the individual with an
opportunity to withdraw or modify the request for a subsequent accounting in order to avoid or
reduce the fee.

(d) Implementation specification: Documentation. A covered entity must document the following
and retain the documentation as required by §164.530():

(1) The information required to be included in an accounting under paragraph (b) of this section for
disclosures of protected health information that are subject to an accounting under paragraph (a) of
this section;
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(2) The written accounting that is provided to the individual under this section; and

(3) The titles of the persons or offices responsible for receiving and processing requests for an
accounting by individuals.

[65 FR 82802, Dec. 28, 2000, as amended at 67 FR 53271, Aug. 14, 2002]

§164.530 Administrative requirements.

(a)(1) Standard: Personnel designations.

(1) A covered entity must designate a privacy official who is responsible for the
development and implementation of the policies and procedures of the entity,

(i1) A covered entity must designate a contact person or office who isiesponsible for
receiving complaints under this section and who is able to provide, further information
about matters covered by the notice required by §164.520.

(2) Implementation specification: Personnel designations. A covered@ntity mustidocument the
personnel designations in paragraph (a)(1) of this section as required bygpara@raph (j) of this
section.

(b)(1) Standard: Training. A covered entity must train allgmembers ofiits' workforce on the policies
and procedures with respect to protected health informationa@quired by this subpart and subpart D
of this part, as necessary and appropriate for the membess of thevorkforce to carry out their
functions within the covered entity.

(2) Implementation specifications: Training.

(1) A covered entity must provide training that meets the requirements of paragraph (b)(1)
of this section, as follows;

(A) To eachan@mber of the covered entity's workforce by no later than the
compliance datefforgthe covered entity;

(B) Thereafter,itofeach new member of the workforce within a reasonable period of
timeaftemthe person joins the covered entity's workforce; and

(€) Lo each member of the covered entity's workforce whose functions are affected
by ajmaterial change in the policies or procedures required by this subpart or
subpart D of this part, within a reasonable period of time after the material change
becomes effective in accordance with paragraph (i) of this section.

(i) A covered entity must document that the training as described in paragraph (b)(2)(i) of
this section has been provided, as required by paragraph (j) of this section.

(c)(1) Standard: Safeguards. A covered entity must have in place appropriate administrative,
technical, and physical safeguards to protect the privacy of protected health information.

(2)(i) Implementation specification: Safeguards. A covered entity must reasonably safeguard
protected health information from any intentional or unintentional use or disclosure that is in
violation of the standards, implementation specifications or other requirements of this subpart.
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(i1) A covered entity must reasonably safeguard protected health information to limit
incidental uses or disclosures made pursuant to an otherwise permitted or required use or
disclosure.

(d)(1) Standard: Complaints to the covered entity. A covered entity must provide a process for
individuals to make complaints concerning the covered entity's policies and procedures required by
this subpart and subpart D of this part or its compliance with such policies and procedures or the
requirements of this subpart or subpart D of this part.

(2) Implementation specification: Documentation of complaints. As required by paragraph (j) of
this section, a covered entity must document all complaints received, and their disposition, @f’any.

(e)(1) Standard: Sanctions. A covered entity must have and apply appropriate sanctionssagainst
members of its workforce who fail to comply with the privacy policies and procedutes of the
covered entity or the requirements of this subpart or subpart D of this part. This standard does not
apply to a member of the covered entity's workforce with respect to actiohs thatare covesed by and
that meet the conditions of §164.502(j) or paragraph (g)(2) of this section.

(2) Implementation specification: Documentation. As required by pafagraph(j) ofithis section, a
covered entity must document the sanctions that are applied, if any.

(f) Standard: Mitigation. A covered entity must mitigate, to.the exteént practicable, any harmful
effect that is known to the covered entity of a use or disclosure of protected health information in
violation of its policies and procedures or the requirementsgof'this subpart by the covered entity or
its business associate.

(g) Standard: Refraining from intimidating enretaliatory acts. A covered entity—

(1) May not intimidate, threaten, coeree, diseriminate against, or take other retaliatory action
against any individual for the exercise by the individual of any right established, or for participation
in any process provided for, by this{subpartier subpart D of this part, including the filing of a
complaint under this section; and

(2) Must refrain from intimidation and retaliation as provided in §160.316 of this subchapter.
(h) Standard: Waiver of rights*“Afeovered entity may not require individuals to waive their rights

under §160.306 of this 'subchapter, this subpart, or subpart D of this part, as a condition of the
provision of trzeatiment, payment, enrollment in a health plan, or eligibility for benefits.

(1)(d)r'Standard:Policies and procedures. A covered entity must implement policies and procedures
with respeet.to pretécted health information that are designed to comply with the standards,
mmplementation specifications, or other requirements of this subpart and subpart D of this part. The
policies and procedures must be reasonably designed, taking into account the size and the type of
activities that relate to protected health information undertaken by a covered entity, to ensure such
compliance. This standard is not to be construed to permit or excuse an action that violates any
other standard, implementation specification, or other requirement of this subpart.

(2) Standard: Changes to policies and procedures.

(1) A covered entity must change its policies and procedures as necessary and appropriate
to comply with changes in the law, including the standards, requirements, and
implementation specifications of this subpart or subpart D of this part.
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(i) When a covered entity changes a privacy practice that is stated in the notice described
in §164.520, and makes corresponding changes to its policies and procedures, it may make
the changes effective for protected health information that it created or received prior to the
effective date of the notice revision, if the covered entity has, in accordance with
§164.520(b)(1)(v)(C), included in the notice a statement reserving its right to make such a
change in its privacy practices; or

(ii1) A covered entity may make any other changes to policies and procedures at any time,
provided that the changes are documented and implemented in accordance with paragraph
(1)(5) of this section.

(3) Implementation specification: Changes in law. Whenever there is a change in law that
necessitates a change to the covered entity's policies or procedures, the covered entitysmust
promptly document and implement the revised policy or procedure. If the change in lawmaterially
affects the content of the notice required by §164.520, the covered entity mustypromptly make the
appropriate revisions to the notice in accordance with §164.520(b)(3). Naothing inythisiparagraph
may be used by a covered entity to excuse a failure to comply with the law.

(4) Implementation specifications: Changes to privacy practices statéd in the notice.

(1) To implement a change as provided by paragraph (1)(2)(ii)‘0f.this'section, a covered
entity must:

(A) Ensure that the policy or procedure, aggrévisedto reflect a change in the
covered entity's privacy practice asgStated in itsaiotice, complies with the standards,
requirements, and implementatiofi specifications of this subpart;

(B) Document the policy or proeccdureyas revised, as required by paragraph (j) of
this section; and

(C) Revise the notice as required by §164.520(b)(3) to state the changed practice
and make the revisednotice available as required by §164.520(c). The covered
entity may not 1mplement a change to a policy or procedure prior to the effective
date of thelrevised nbtice.

(i1) If a ceyered entity hasnot reserved its right under §164.520(b)(1)(v)(C) to change a
privacy practice thatisystated in the notice, the covered entity is bound by the privacy
practiees as stated in the notice with respect to protected health information created or
received @hile such notice is in effect. A covered entity may change a privacy practice that
is stated 1n the notice, and the related policies and procedures, without having reserved the
right to'degSo, provided that:

(A) Such change meets the implementation specifications in paragraphs
(1)@)(1)(A)-(C) of this section; and

(B) Such change is effective only with respect to protected health information
created or received after the effective date of the notice.

(5) Implementation specification: Changes to other policies or procedures. A covered entity may
change, at any time, a policy or procedure that does not materially affect the content of the notice
required by §164.520, provided that:

(i) The policy or procedure, as revised, complies with the standards, requirements, and
implementation specifications of this subpart; and
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(i) Prior to the effective date of the change, the policy or procedure, as revised, is
documented as required by paragraph (j) of this section.

(j)(1) Standard: Documentation. A covered entity must:

(1) Maintain the policies and procedures provided for in paragraph (i) of this section in
written or electronic form;

(i1) If a communication is required by this subpart to be in writing, maintain such writing,
or an electronic copy, as documentation; and

(iii) If an action, activity, or designation is required by this subpart to be documefited,
maintain a written or electronic record of such action, activity, or designation,

(iv) Maintain documentation sufficient to meet its burden of proof under §164@14(b).
(2) Implementation specification: Retention period. A covered entity mustiretain the,documentation

required by paragraph (j)(1) of this section for six years from the date of its creation ot the date
when it last was in effect, whichever is later.

(k) Standard: Group health plans. (1) A group health plan is not subjectito the'standards or
implementation specifications in paragraphs (a) through (f) and (i).ef this section, to the extent that:

(i) The group health plan provides health benefits sel€ly through an insurance contract with
a health insurance issuer or an HMO; and

(i1) The group health plan does not'ctreate'or receive protected health information, except
for:

(A) Summary health infermation as'defined in §164.504(a); or

(B) Information on‘whetherthe individual is participating in the group health plan,
or is enrolledditor, hasidisenrolled from a health insurance issuer or HMO offered
by the plan.

(2) A group healthyplan describedsin paragraph (k)(1) of this section is subject to the standard and
implementation specificationyin paragraph (j) of this section only with respect to plan documents
amended in aceordance with §164.504(f).

§164:532 Trangition provisions.

(@) Standard: Effect of prior authorizations. Notwithstanding §§164.508 and 164.512(i), a covered
entity may use or disclose protected health information, consistent with paragraphs (b) and (c) of
this section, pursuant to an authorization or other express legal permission obtained from an
individual permitting the use or disclosure of protected health information, informed consent of the
individual to participate in research, er-a waiver of informed consent by an IRB, or a waiver of

authorization in accordance with §164.512(1)(1)(i).

(b) Implementation specification: Effect of prior authorization for purposes other than research.
Notwithstanding any provisions in §164.508, a covered entity may use or disclose protected health
information that it created or received prior to the applicable compliance date of this subpart
pursuant to an authorization or other express legal permission obtained from an individual prior to
the applicable compliance date of this subpart, provided that the authorization or other express legal
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permission specifically permits such use or disclosure and there is no agreed-to restriction in
accordance with §164.522(a).

(c) Implementation specification: Effect of prior permission for research. Notwithstanding any
provisions in §§164.508 and 164.512(i), a covered entity may, to the extent allowed by one of the
following permissions, use or disclose, for research, protected health information that it created or
received either before or after the applicable compliance date of this subpart, provided that there is
no agreed-to restriction in accordance with §164.522(a), and the covered entity has obtained, prior
to the applicable compliance date, either:

(1) An authorization or other express legal permission from an individual to use or disclose
protected health information for the research;

(2) The informed consent of the individual to participate in the research;-er

(3) A waiver, by an IRB, of informed consent for the research, in accordance, with 7 CER.
lc.116(d), 10 CFR 745.116(d), 14 CFR 1230.116(d), 15 CFR 27.116(d), 16 €FR 1028.116(d), 21
CFR 50.24, 22 CFR 225.116(d), 24 CFR 60.116(d), 28 CFR 46.116(d),,32 CFR,219:116(d), 34
CFR 97.116(d), 38 CFR 16.116(d), 40 CFR 26.116(d), 45 CFR 46.116(d),45 CFR690.116(d), or
49 CFR 11.116(d), provided that a covered entity must obtaimiauthotization in'accordance with
§164.508 if, after the compliance date, informed consent is sought frompan.ifidividual participating
in the research; or

(4) A waiver of authorization in accordance with §164.5 12@)(1)(1).

(d) Standard: Effect of prior contracts or other arrangements with business associates.
Notwithstanding any other provisions of this subpastpart, @ covered entity, otherthan-a-small
health-plan-or business associate with respectdga subéomitractor, may disclose protected health
information to a business associate and may allow,a business associate to create, receive, maintain,
or use-transmit protected health information on its behalf pursuant to a written contract or other
written arrangement with such bugsiness associate that does not comply with §§164.308(b),

164.314(a), 164.502(¢e), and 164.504(e)-consistent-with-the requirements;and, only forsueh-time;
set-forth-in accordance withgaragraph'(e) of this section.

(e) Implementation spe€ification: Deemed compliance. (1) Qualification. Notwithstanding other
sections of this stBpartpart, a covered entity, etherthana-smal-health-plan-or business associate
with respect to a subcentractoryis deemed to be in compliance with the documentation and
contract requiséments ofi§§164.308(b), 164.314(a), 164.502(e), and 164.504(e), with respect to a
particular busines§ agsociate relationship, for the time period set forth in paragraph (e)(2) of this
section,if:

(1) Prior to Oetober1+5;2002;January 25, 2013, such covered entity, or business associate
with{respect to a subcontractor, has entered into and is operating pursuant to a written
contract or other written arrangement Wrth a—basmess—asseerat%fer—saeh—b&smess—asseei—ate

asseer—ate;—aﬂd—the busmess associate that comnlles Wlth the aDDhcable provisions of
§8§164.314(a) or 164.504(e) that were in effect on such date; and

(i1) The contract or other arrangement is not renewed or modified from Oeteber15;2002;
unti-the-complianee-date-setforth-in-§164-534-March 26, 2013, until September 23, 2013.
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(2) Limited deemed compliance period. A prior contract or other arrangement that meets the
qualification requirements in paragraph (e) of this section; shall be deemed compliant until the
earlier of:

(1) The date such contract or other arrangement is renewed or modified on or after-the
comphiance-datesetforthin-§164-534+er-September 23, 2013; or (ii) Apri4;2004-
September 22, 2014.

(3) Covered entity responsibilities. Nothing in this section shall alter the requirements of a covered
entity to comply with part 160, subpart C of this subchapter and §§164.524, 164.526, 164.528, and
164.530(f) with respect to protected health information held by a business associate.

(f) Effect of prior data use agreements. If, prior to [Janua 2013, a covered entity<ha ed
into and is operating pursuant to a data use agreement with a recipient of a li ata set'that
complies with §164.514(e), notwithstanding §164.502(a)(5)(i1), the covered m V@ ue to
disclose a limited data set pursuant to such agreement in exchange for remun _&_w on
behalf of the recipient of the protected health information until the earlier of m_ date such
agreement is renewed or modified on or after September 23, 2013; or (2)September 22, 2014.

st andards.

(a) Health care providers. A covered health care provider with the applicable
requirements of this subpart no later than April 14, 2003

§164.534 Compliance dates for initial implementation of

(b) Health plans. A health plan must comply with ic quirements of this subpart no
later than the following as applicable:

(1) Health plans other than small health plan 03.

(2) Small health plans. April 14, 2004.
(c) Health clearinghouses. A healthigare cleatinghouse must comply with the applicable
requirements of this subpa: April 14, 2003.

1t
§165-169 [Reserved]
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