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Domestic 
Crypto

Decoding cryptocurrency 
within the realm of 

matrimonial disputes. 

Agenda

1) Cryptocurrency 
1) What is it?

2) Why is it?

3) Who cares? 

2) Records and Availability

3) You and Your Practice
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Phone: (346) 400-6554
Email: dorothy.haraminac@greenvetsLLC.com

Professor, Cyber 
Engineering at HBU

ACFE Speaker of the 
Year & NACVA 40 
Under 40 Honoree, 
2019 

Litigation Forensics 
Board Chair, NACVA 

Science and 
Engineering Advisory 
Board, HBU

Testifying 
Expert on 
bitcoin asset & 
cryptocurrency 
tracing

Matrimonial Litigation

Civil Disputes & Criminal Defense

Training for Law Enforcement

Consulting and 
testimony in 
civil and 
criminal 
litigation

Oil & Gas Operator Disputes

IP and Trade Secret Theft

Crypto Defense 

Consulting for 
digital & 
physical asset 
security

Data Privacy Compliance & Breach Investigations

Business Email Compromise Investigations

Risk Assessments and Due Diligence for M&A

Pen Testing, Ethical Hacking, & Security Consultation
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What is it?
Why is it?
Who cares?

A thing with 

1) a value and 

2) a tax liability and

3) an additional value/loss.

Do you hold 
cryptocurrency, 
including NFTs? 
Please describe.

Do you suspect your spouse 
holds cryptocurrency, 

including NFTs? 
Please describe.

You, The Attorney

Where are 
the records?

(Part 1 of 3)

Tax Records
•Form 8938 (Foreign 

Assets)
•Form 8949 (Capital 

Gains/Losses)
•Form 8283 (Sch. A 

Contributions)
•Form 1099 Misc (for 

payments/receipts)
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Where are 
the records?

(Part 2 of 3)

Old-Fashioned 
Financial Records

• Bank statements
• Investment statements
• Credit card statements
• Employment 

agreements (incl. 
options, 83b?)

Where are 
the records?

(Part 3 of 3)

Crypto Transaction 
Records

• From the wallet, exchange, 
AND web 3 (defi) service 
provider
• Must include all addresses 

generated and transaction 
IDs

• Must include USD deposits 
and withdrawals

• Not self-created or public 
site screenshots

• Public blockchain records (not 
sufficient as a discovery 
response)
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Is there a crypto account? Yes.
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Transactions
User REDACTED@youwish.com58b6e546879fa92b424f0776

Timestamp

Transa
ction 
Type Asset

Quanti
ty 
Transa
cted

USD 
Spot 
Price 
at 
Transa
ction

USD 
Subtot
al

USD 
Total 
(inclusi
ve of 
fees)

USD 
Fees Notes

2019-05-31T05:08:25Z Buy ETH 0.193 248.5 48.01 50 1.99 Bought 0.19320207 ETH for $50.00 USD
2019-05-31T05:09:03Z Send ETH 0.193 247.3 Sent 0.19320207 ETH to 0x9a0A34df1692f73e4aa8347C734d092E8B652df7
2019-05-31T05:28:07Z ConvertBCH 0.296 419.2 122.8 123.9 1.11 Converted 0.29557863 BCH to 1.15474749 LTC
2019-05-31T05:34:15Z Sell LTC 4.571 105.3 481.2 474 7.17 Sold 4.57099858 LTC for $474.02 USD
2019-05-31T11:47:12Z ReceiveETH 1.519 254.5 Received 1.51883576 ETH from an external account
2019-05-31T11:54:22Z ConvertETH 1.519 254.5 383.2 386.5 3.29 Converted 1.51883576 ETH to 20.42256999 REP
2019-05-31T11:55:13Z Send REP 20.42 18.76 Sent 20.42256999 REP to 0x9a0A34df1692f73e4aa8347C734d092E8B652df7

You can use this transaction report to inform your likely tax obligations. For US customers, Sells, Converts, and Rewards Income, and Coinbase Earn transactions are 
taxable events. For final tax obligations, please consult your tax advisor.

Do we need to trace these? Yes.

Headline Here

Activity

Almost ALL 
Transactions
Almost ALL 
Transactions

Address
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Bitcoin Pizza

• View using 
blockchain.com, one of 
many websites known as 
block explorers. 

• Same kinds of 
information as a 
traditional wire transfer.

• https://www.blockchain.com/btc/tx/a
1075db55d416d3ca199f55b6084e2
115b9345e16c5cf302fc80e9d5fbf5d
48d

Received 
From Address

Received 
From Address

Transaction ID

Amounts
Receiving 
Address
Receiving 
Address

Date/Time
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Are there more records than this? Yes.

(c) 2022 GreenVets, LLC 14

Are there web3 records? Yes.
Note: ONLY accessible to the account holder, not the other party.
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Computer goes brrrrrr
(running mining software) and

earns bitcoins as a result of running the software

Hey, what are your 
addresses? 

Attorney
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Wallets
+ A group of addresses* 

accessed by the same 
private key. 

+ Can you identify wallets on 
the blockchain? Yes-ish. 

+ Do wallets store crypto?  
Nope. Wallets store access.

Software Hardware

Web App Phone 
App

Paper

Your keys,  
your coins.

*-Addresses look like long strings of numbers and letters; they identify locations on a blockchain.  
(c) 2022 GreenVets, LLC 16

ADDRESS WALLET EXCHANGE
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Stores the access to the addresses. 
Stores your private key. 

More than one crypto per wallet. 

More than one address per wallet. 

Allows sends and receipts of crypto. 

Can be recreated from seed words.

Exchange

Wallet

Address

Buy and Sell

Send and Receive

Location
Used in 

Transactions

ADDRESS WALLET EXCHANGE
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Stores the access to the addresses. 
Stores your private key. 

More than one crypto per wallet. 

More than one address per wallet. 

Allows sends and receipts of crypto. 

Can be recreated from seed words.

Exchange

Wallet

Address

Buy and Sell

Send and Receive

Location
Used in 

Transactions

Never ask for Private Keys or Seed 
Words

in Discovery, without proper 
security.
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Exchanges
+ Third-parties that allow buying 

and selling of crypto ($$$).
+ Can you identify exchanges on 

the blockchain? Yes-ish. 
+ Do exchanges store crypto?  

Nope-ish. 
+ Can you identify exchanges in 

bank records?  You betcha.

Binance Gemini Kraken

Coinbase Mt. Gox 
 Huobi

And many more!

Not your 
keys, not 

your coins.

(c) 2022 GreenVets, LLC 19

EXAMPLE EXCHANGES     
LOGOS ARE COPYRIGHT THEIR OWNERS
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Is this sufficient?  No.

0x74397EbC0E07709E4dF3c9FFB9d9Af2af18EE0cD

Did the expert 
search more than 
one blockchain? Attorney
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© 2022 GreenVets, LLC presented to AAML/BVR National Divorce Conference

https://www.coindesk.com/artwork-ethereum-hashmask-650k

Sold for 420 ETH
“I also liked that there’s a 

transparent copyright policy that 
gives the owner freedom over their 
non-fungible tokens, whereas most 

NFT projects have a license that 
restricts the buyer from 

commercializing their NFT.”

NFT Valuation 
Considerations

Represents 
Ownership

Subject Has 
Sold Before

Has Been 
Sold Before

Is Currently 
Listed for 

Sale Similar 
Ones Have 
Been Sold 

Reference 
to Image 
Server or 

IPFS

Created 
from 

Unowned 
Copyright

© 2022 GreenVets, LLC presented to AAML/BVR National Divorce Conference

Fungible vs. Non Fungible

1 coin = $50

5 coins = $250

1 NFT = $50

3 NFTs = $???
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© 2022 GreenVets, LLC presented to AAML/BVR National Divorce Conference

These are real NFTs and you can buy them.
Opensea: https://opensea.io/collection/chickenft4 

I believe you, 
But what is it?

Origin Stories
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YOUR IDENTITY EVERYWHERE.

Security Without Identification: Transaction Systems 
to Make Big Brother Obsolete, 1985

(c) 2022 GreenVets, LLC 30

28

29

30



Domestic Crypto - Presented to TADRO 06 OCT 2022

(c) 2022 GreenVets, LLC 11

YOUR IDENTITY NOT EVERYWHERE. 

Security Without Identification: Transaction Systems 
to Make Big Brother Obsolete, 1985
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1993/6 – ENCRYPTION DEWEAPONIZED

1991 – Phil Zimmerman and Hal Finney create PGP, 
encryption that uses private keys to protect 
information. The NSA wants access.

1993 – Clinton drops the federal investigation into PGP 
following the release of PGP’s code to the world 
(books on planes)

1996 – Encryption, some of it, is moved off the 
munitions list. 

Not without a fight.
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CYPHERPUNKS MANIFESTO
“We are defending our privacy with 
cryptography,
with anonymous mail forwarding systems, 
with digital signatures, and with 
electronic money… 

We cannot expect governments, 
corporations, or other large, faceless 
organizations to grant us privacy out of their 
beneficence…

We must defend our privacy.”  

- Eric Hughes
EFF logo plain, 6 August 2013, Author EFF, https://commons.wikimedia.org/wiki/File:EFF-logo-plain.svg
CryptoPartyHandbook cover, https://www.cryptoparty.in/learn/handbook(c) 2022 GreenVets, LLC 33
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Cypherpunks
1992

Satoshi Nakamoto
October 31, 2008 

Paypal
1998

PizzaNet
(not a scandal)
1994

Financial Crisis
2008
(Lehman Brothers, 
September 15, 
2008)

bit gold (Szabo) &
b-money  (Wei 
Dai)
1998

PGP
1991
Hal 
Finney

Hashcash
1997
Adam Back
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A system with special 
characteristics that 
allows transactions.

In the same way that 
your computer is 
required to run an 
application, the 
blockchain is required 
to use bitcoin.

WHAT IS 
BITCOIN?

(c) 2022 GreenVets, LLC 35

NAKAMOTO AND FRIENDS

Hal Finney
(PGP)

Nick Szabo
(bit gold)

Wei Dai
(b-money

& Crypto++)

Adam Back
(hash cash 

& DoS prevention)
Hal Finney Obituary - The Santa Barbara Independent, https://www.independent.com/obits/2014/09/02/hal-finney/ 
Nick Szabo, Nick Szabo, Global Financial Assets, on bitcoin, blockchain and the benefits of smart contracts, 
https://www.youtube.com/watch?v=vXCOfTteQAo, Apr 2016
Adam Back, Adam Back's home page (cypherspace.org), http://www.cypherspace.org/adam/

(c) 2022 GreenVets, LLC 36
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FROM MY 
COLD, DEAD 
HANDS.

Privacy may be 4th 
amendment, but a right to 
encryption is a 2nd 
amendment right.  

Aug 2015, 
https://openclipart.org/det

ail/224281/key-in-fist
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Vitalik Buterin (top left)
Gavin Wood (top right)

Charles Hoskinson (bottom left)
Joseph Lubin (bottom right)

Anthony Di Iorio
Mihai Alisie
Amir Chetrit

Jeffrey Wilcke
Bitcoin

EthSuisse’s
Bitcoin 

Address(es)

EthSuisse developed Ethereum
Sets up a public crowdsale of ether
Buyers send bitcoin to EthSuisse
EthSuisse sends ether to buyers and themselves

Ether Ether

Buyers (Ethereum 
ICO Participants)
(c) 2022 GreenVets, LLC 38

Who cares? You probably should. 
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DESOUZA VS. DESOUZA
California Court of Appeals (NOV 2020, case began DEC 2012)
• Breached fiduciary duty (pg. 7, affirmed pg. 17)

• Withheld information about his bitcoin investments during discovery
• Failed to disclose bitcoins were tied up in bankruptcy
• Failed to produce & falsely denied having docs related to bitcoins
• Failed to disclose cryptocurrency generated by forks  
• Failed to file a bankruptcy claim regarding U.S. dollars

• Ordered to transfer bitcoins and other crypto – affirmed (pg. 17)
• Ordered to pay attorneys’ fees and costs – affirmed (pg. 17)

https://www.courts.ca.gov/opinions/nonpub/A156311.PDF
https://webapps.sftc.org/ci/CaseInfo.dll?CaseNum=FDI12778498&SessionID=04E6795B00FE7567DA8E2327375C8828E351923A

NOT A CERTIFIED OPINION
Not to be published in official reports.  CA “prohibits courts and parties from citing or relying on opinions not certified.”
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Why It Matters

It is Real.

• It’s used to buy 
things. 

• It’s used as collateral. 
• It’s used as a loan. 
• It’s legal tender in 

some countries. 
• It was legal tender in 

Ohio (briefly). 

It has a Value.

• Can be easily traded 
for U.S. dollars.

• Generates other 
assets (forks and 
airdrops).

• Transfer can 
generate a loss.

• Generates capital 
gains and losses. 

• Recognized as a 
taxable thing by the 
IRS.

It matters Early.

• $350,000 total other 
assets

• $50,000,000 in 
crypto

• Motions for 
Attorneys Fees

• Discovery Requests
• Fiduciary Duty Issues
• Difficult 

Characterization
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Civil Complaint
• Accuse the opposing expert of a crime 
• Accuse the opposing expert of tortious acts
• Client attacks on the opposing expert (DDoS, 

malware spam)
• Expert spends a lot of time with the client to 

“understand”

Worrisome Objections
• Violation of privacy
• Overburdensome
• Other party has equal access
• Outside the dates of marriage/relationship
• Calls for expert opinion
• Vague definitions
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Cryptocurrency 
is stored on 

devices.

Wallets and 
records are 
private info.

People are 
honest. 

I don’t have to 
disclose crypto.

Forks, airdrops, 
and mining 

rewards are gifts. 

All transactions 
are on the 

blockchain.

Common Myths (These are false statements)
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Common Myths BUSTED (These are true.)

Cryptocurrency is 
stored on the 
blockchain.

Wallets and 
records are not 

any more private 
than bank records.

People are rarely 
completely 

honest. 

I should disclose 
crypto.

Forks, airdrops, 
and mining 
rewards are 

usually income. 

All transactions 
are NOT on the 

blockchain.

Expert Red Flags
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Zero financial forensics expertise (e.g. MAFF, CFE, or CFF)

Hired to explain, but then attempts to value.

Crypto expertise is “I’ve read about it” or “I have it”.

Has a crypto credential and nothing else. 
• Review credentials for education and exam
• Needs financial expertise for tracing and valuation
• Crypto credentials are not substitutes for financial 

expertise and MAY NOT convey appropriate 
knowledge and skills
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Maybe you 
don’t need an 
expert? 

• No pattern of non-disclosure. 
• Assets are easily divisible. 
• Detailed tax filings exist since 

2014. 
• Clients are amicable and happy 

with the division. 
• Both clients are tech-savvy 

enough to self-manage assets. 

• May still need an asset advisor or 
manager (e.g. family office or 
cousin-in-law?).

Questions? Dorothy Haraminac

Dorothy.Haraminac@GreenvetsLLC.com

www.GreenvetsLLC.com

(346) 400-6554
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Security Consultation
Pen-Testing
Corporate Training
Litigation Support
Diligence & Economics
Cryptocurrency, Blockchains, and more
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