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to a Smart Grid, and while global investments in Smart Grid systems had only 
reached $16 billion as of 2010, that amount is expected to grow to an astonishing 
$2 trillion in just 20 short years.4 Sensing new opportunities for substantial profit, 
private industry is rushing in to offer new products and concepts that will meet the 
demands of utility companies looking for appropriate digital technology that can 
efficiently interface with currently existing power plants, substations, transformers, 
transmission lines, and interior wiring, in order to upgrade and revitalize 
outdated systems. 

Smart Meters are the first of these new innovations to penetrate the marketplace in 
a meaningful way, and because they are being installed directly in people’s homes, 
they have become, in essence, the public face of the Smart Grid.

The Launching of the 
Smart Meter Campaign
Utility companies around the world are brimming with enthusiasm about the 
possibilities offered by AMI technology. Tens of billions have already been spent 
on the purchase and installment of Smart Meters equipment, primarily in North 
America, Europe, Asia, and Australia.5 As of 2010, more than 20 million AMIs had 

been installed in the U.S., more than any other 
nation in the world, and 90% of these units 
were located in private residences.6  At a cost 
of between $250 and $500 per installation, 
this means that somewhere between five and 
ten billion dollars have already been invested 
on Smart Meters by U.S. based power 
companies, which would tend to indicate 
that the industry must be expecting to reap 
big benefits in the very near future. The 
Obama Administration has expressed a total 
commitment to supporting this technology, 
and its 2009 stimulus package included $1 
billion of matching funds designed to help 
utility companies finance the installation of 
millions of new Smart Meters across the land.7 
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As of now, utility companies in about twenty-five states have begun installing 
Smart Meters, and lawmakers in those states have been busy adopting policies to 
regulate the deployment of this cutting edge technology.8 With the momentum 
that the Smart Grid project in general has gained, it is only a matter of time until 
all fifty states decide to hop on board the AMI train, and the federal government 
is standing by ready to offer its full financial and regulatory support. Ultimately, 
the goal of the government and the utility industry is to achieve nothing less than 
100% compliance with the Smart Meter program, which they claim is vital to the 
complete implementation of the Smart Grid. 
As a propaganda device, Smart Meters represent a perfect opportunity for the 
utility companies, the electronics industry, and the government to sell the concept 
of grid modernization to consumers of electricity in a direct and personal way. 
The creation of the Smart Grid will ultimately require an investment of hundreds 
of billions of dollars of taxpayers’ money at the federal, state, and local levels. In 
addition, utility companies will be spending hundreds of billions of dollars of their 
own money over the next fifteen to twenty years on this project, costs that will 
inevitably be passed on to their customers. Therefore, the actors responsible for 
pushing this initiative need a way to put a positive spin on these publicly subsidized 
investments. Also, selling the public on the idea that the slick new meters being 
installed in their homes have the potential to save them money is an excellent way 
to encourage public support for the ambitious and costly Smart Grid project. 

The Energy Information Administration estimates that the average consumer should 
be able to save between $80 and $180 dollars per year with a full and complete 
Smart Meter layout, and a recent Department of Energy study claims that the Smart 
Meter system is already reducing annual energy consumption by 15% in the places 
where it has been implemented.9 

How Smart Meters Work
The older analog meters used to record energy usage could not be read remotely. 
Consequently, utility companies had to periodically dispatch meter readers to 
collect information about electricity consumption directly from homes, businesses, 
and public buildings. Smart Meters function more like cell phones or shortwave 
radios, featuring two-way wireless communications systems that allow information 
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about electricity use to be sent 
directly on radio frequency (RF) 
bands to the utility supplier for 
recording and analysis. While 
analog meters had spinning dials 
that allowed a property owner 
to monitor their rate of energy 
consumption as it unfolded, Smart 
Meters accomplish essentially the 
same thing with an ever-changing 
digital display that registers and 
reports electricity usage in the 
standard kilowatt-hours (kWh) 

form. These wireless meters beam updated reports to the utility company every 
fifteen minutes, and at the end of each month, the numbers collected will be used 
to generate a new and accurate, up-to-the-minute utility bill. 

Given the way that wireless technologies have been evolving and proliferating, the 
basic concept as just described may seem rather unremarkable. However, there is 
more to the Smart Meter system than just a simple change in the way electricity use 
will be recorded and processed by utility companies. Smart Meters are designed 
to be interactive technology that will help consumers learn everything they always 
wanted to know about their own electricity utilization habits, but were afraid to 
ask. It is this quality of the AMI system that is supposed to provide utility company 
customers with the vital information they need to help them save money by reducing 
their power consumption. 

As a Smart Meter collects information, in addition to sending that data on to the 
provider, it can also transmit it to in-home display devices that will give homeowners 
and other interested parties a specific rundown on how much energy they are 
using, and on how their rates of consumption are changing throughout the day. 
Eventually, utility companies plan to institute variable pricing schemes that will 
give their customers a break on costs for power consumed during “off-peak” hours, 
when power demands are traditionally lower, and the information provided by 
Smart Meter systems will put electricity users in a much better position to make 
intelligent choices based on these kinds of considerations. 
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Home Area 
Networks 
(HANs)
What has just been 
described applies to a 
very basic Smart Meter 
set-up, where the AMI 
equipment functions 
as a more intelligent, 
communicative, and 
responsive replacement 
for traditional analog energy meters. This basic set-up is really only the beginning, 
because, Smart Meters can be programmed to establish a connection with literally 
any type of wireless device. It is this characteristic that gives this technology its 
superior potential as an energy management tool. 

Digitalized wireless communications systems can be installed inside of basically 
anything that runs on an artificial power source. This means that refrigerators, 
washing machines, ovens, televisions, stereo systems, and anything else that uses 
electricity can be supplied with wireless technology that will allow it to establish 
a two-way link with a Smart Meter by transmitting and receiving RF signals on a 
compatible frequency. So instead of the old-fashioned kind of arrangement–where 
the meter measures gross energy consumption in a home–if a consumer purchases 
appliances and electronic equipment that have Wi-Fi capacity, those devices will 
be able to send information about how much energy they are using directly to the 
Smart Meter, which can then transmit this data on to the utility company for storage 
and analysis. When a Smart Meter and the electrical appliances and devices in a 
household are connected within such an interactive system, this is what is known 
as a Home-Area Network, or HAN.

Once a utility company has this kind of information about a customer’s electricity 
usage in its possession, it can then set up a program on its website that will allow 
people to sign in and check out all of the details about their energy usage for 
themselves. A Home-Area Network arrangement takes all of the mystery out of 
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electricity consumption, allowing consumers to plan sensible strategies that can 
help them cut down on energy costs.

At the present time, appliances that offer Wi-Fi options for use with Smart Meters 
make up a relatively small percentage of the market. However, it is not unreasonable 
to assume that within five years all new appliances and other devices sold in the 
United States that use electricity will possess RF capabilities.

There is even more to an HAN than this. There are home energy management 
systems that can be added to an HAN, and these systems will enable utility company 
customers to program their appliances to shut on and off automatically based on pre-
determined commands, making adjustments based on total energy consumption 
benchmarks and on the specifics of differential pricing schemes (i.e., lower prices 
for off-peak hours and vice versa). Home energy management systems will feature 
an in-home plug-in technological component that harvests information from the 
Smart Meter, and the appliances and devices in the HAN and then uploads that data 
wirelessly to an associated computer software program for display and analysis. 
The electricity consumer can use this computer program interactively, interfacing 
with the HAN to set up automatic controls that will turn individual appliances on 
and off as desired, although manual overrides will always be possible depending on 
the circumstances.

While the development of home energy management systems are currently lagging 
far behind Smart Meter installation programs, General Electric is one important 
manufacturing company that is determined to stay ahead of the game. GE has 
already come out with a home energy management device called the Nucleus, 
which will allow purchasers of GE’s Brillion line of appliances to set up HANs that 
function interactively for the benefit of the electricity consumer, in exactly the way 
that has just been described.10 

This all may sound a bit complicated, but, when a full Home-Area Network has 
been set up with Smart Meter, and individual electrical devices, in-house displays, 
and home energy management technology and information processing software 
all combine into an integrated whole, it is at this point that the true money-saving 
potential of consumer-level Smart Grid technology can finally be unlocked.
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Smart Meters and Grid Efficiency
High rates of demand during certain hours of the day have been a thorn in the 
side of utility companies for quite some time. In most locales, power generation 
and distribution systems were not constructed to handle the heavy loads required 
to service everyone during periods when large numbers of people are demanding 
power at the same time. As a result, excessive energy demand can occasionally lead 
to blackouts, brownouts, or power rationing, which can cause serious inconvenience 
for a lot of people. Such an event could also draw angry responses from the general 
public, and howls of protest and outrage from elected officials responding to the 
complaints of their constituents. But, if people have specific, up-to-the-minute 
information available about their patterns of electricity usage that they can access 
easily and conveniently from the comfort of their own homes, it will make it much 
easier for them to adjust their power consumption habits by shifting some of their 
energy usage to off-peak hours when prices are reduced.

If the process works as anticipated, peak hour demands on grid systems will be eased 
and the overall pattern of consumer electricity consumption will even out as people 
begin spacing their usage to keep down costs. When peak-hour related demands 
are lessened, it will reduce the overall stress and strain on the grid considerably, 
which will save on repair and maintenance costs that are currently being transferred 
to the consumer. Because of the cyclical nature of power consumption under the 
current system, many utilities are forced to rely on specially constructed peak-load 
generators, which only function during periods of high demand and are left idle 
the rest of the year.11 If Smart Meter usage is able to balance out the times when 
people consume power, it will reduce the need to construct expensive new part-
time generators, while also allowing the peak-load facilities that currently exist to 
be put into full-time use as a way to meet future increases in demand for electricity. 
The costs of all new grid construction will eventually be passed on to the consumer 
in the form of higher energy prices, and this is yet another way in which Smart 
Grid innovations and Smart Meter installations will help utility company customers 
reduce their electricity bills.
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Don’t Believe the Hype
In the minds of many, there is a close link between technology and the march of 
progress. The utility companies are counting on this association to help them sell 
Smart Meters to the general public, and also to make it easier to get financial and 
legal assistance from government agencies eager to promote the next technological 
wonder. 

While the connection between progress and technological advance is valid to a 
certain extent, in the real world, things are more complex than this simple concept 
suggests. While our machines can sometimes make us free, in other instances, they 
can turn us into their slaves. While they can sometimes improve the quality of our 
lives, they can also expose us to hidden dangers that those profiting from their 
introduction will not willingly disclose. 



11

AMIs, at first glance, may seem like a benign or even potentially beneficial innovation. 
However, beneath the propaganda blitz that is accompanying the arrival of the 
Smart Grid there are important questions being raised about how safe, secure, and 
cost-effective Smart Meters really are. If the skeptics and critics are right, Smart 
Meters may, in reality, be the proverbial wolf in sheep’s clothing, primed to do the 
bidding of greedy utility companies as they devour our money, our privacy, and our 
good health. 
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Chapter 2
A Cost-Benefit Analysis of Smart 
Meters: Who Bears the Cost, and 

Who Really Benefits?

I, for One, Welcome Our New 
Smart Meter Overlords
	
We have been assured by representatives of the utility companies and the 
government that Smart Grid technologies are being installed to improve energy 
efficiency, and that this will ultimately mean cheaper electricity for all. Digital 
information processing and wireless communication in electrical production and 
distribution is the wave of the future, we are told, and each and every innovation 
that brings the Smart Grid closer to fruition should be welcomed with open arms. 

The Smart Meter is the first on these innovations to come into widespread usage, 
and its march to dominance has been truly impressive to behold. By 2020, it is 
estimated that almost one billion AMIs will be in use in homes, businesses, and other 
locations worldwide, and somewhere between 60 and 70% of all buildings wired for 
electricity in North America are expected to have these new meters installed by 
that time.12 This rapid and expansive deployment has turned the Smart Meter into 
the lynchpin of the Smart Grid movement. The utility companies, in concert with 
the U.S. Department of Energy, have acted accordingly by launching an extensive 
public relations campaign designed to convince the American people that AMIs will 
save them money by forever revolutionizing the way they consume energy. 

We have all heard the old saying about something that sounds too good to be true, 
and in this instance we would be well advised to heed that familiar caution. 
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Smart Meters will Save You Money – 
Eventually
Whatever positive effect the Smart Meter might eventually have on the costs of 
power, not even their most enthusiastic advocates will dispute that in the short 
run their installation is going to make the price of electricity go up. Despite annual 
profits in the $40 billion range, the utility companies are claiming that they cannot 
possibly afford to install Smart Meters in tens of millions of American homes and 
businesses out of their own pockets. So, they have let everyone know that they 
will be passing these costs on to their customers in the form of higher monthly 
electricity bills.13 People are being promised that Smart Meters will help them save 
money in the long run, but only after ten years or so when the installation program 
is complete, and all of the costs associated with it have been completely paid. 

It is certainly true that, despite their high level of profit, utility companies really do 
not have the funds on hand to pay for the full costs of putting in tens of millions 
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of new Smart Meters, which can cost up to $500 each to install, when everything 
involved in the process is included in the calculations.14 However, it must not be 
forgotten that the traditional analog meters that are still operating in most places 
are working perfectly fine, and there is no urgent reason why AMI technology 
needs to be installed everywhere overnight. If the utility companies were willing 
to introduce Smart Meters more gradually, they would be able to handle a good 
portion of the costs without too much trouble. But, they are in a rush to get them 
in as soon as possible, because that gives them the ideal justification for passing 
the financial burden on to their customers, who have no where else to turn to meet 
their power needs. 

Utility companies operate as monopolies in their own markets and regions, and 
because they have so much wealth and power they are able to exercise significant 
control over public utilities commissions, elected officials, and government 
bureaucrats in each and every state. The interests of the consumer and the tax 
payer are always going to be the last consideration in a situation like this, which is 
why the proclamations by the power companies and the government that Smart 
Meters are being installed to benefit the public should be met with great skepticism.

The Truth about Peak Hour Pricing
Once AMI technology has been fully implemented, utility companies are promising 
to introduce tiered pricing schemes that will give consumers a break if they shift 
a percentage of their power usage to off-peak times. Let’s be clear about what 
they are actually proposing. Instead of a flat rate for all kilowatt-hours used, power 
providers want to charge people more for using electricity at times of high demand 
while leaving other prices the same, and Smart Meters will make it easy for them 
to switch to this kind of system. Despite what the propaganda has implied, utility 
companies will not be cutting anyone’s rates; rather, they will simply be raising 
the fees they charge for those who use electricity during peak hours, which are 
the times when people need power the most. In a burst of public candor that is 
rare when the subject is the utility industry, a representative of the public utilities 
commission in Nevada recently admitted the truth, telling a newspaper reporter 
that the introduction of Smart Meters in the state would only slow the rate of 



15

increase in energy prices paid by consumers and would not lead to any real cost 
reductions or savings.15 

Like college tuition, cable television, and property tax bills, the prices we pay 
for power consumption will always rise steadily at a pace that exceeds the rate 
of inflation. The introduction of differential pricing will allow utility companies to 
continue to raise their rates while claiming with a straight face that it is all part of 
a greater plan they are implementing for the good of their customers. People who 
are able to avert some of their power usage from peak hours may indeed end up 
paying less for their electricity, though those savings will only be relative and not 
absolute. 

How large can we expect those savings to be, anyway? While it certainly may be 
possible for most people to shift some power consumption to off-peak hours, 
high demand for electricity is generally driven by circumstances that are beyond 
our ability to control. We use more electricity after six o’clock in the evening, for 
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example, because we are home and no longer at work, and because we need to 
turn on the lights to see after it gets dark. We use our heating systems and our 
air conditioners more frequently during the times of day when the temperatures 
are at their most extreme, and we are forced to use them more than usual during 
mid-winter cold spells or mid-summer heat waves. It is factors such as these that 
are largely responsible for the peak hour phenomenon. The higher demand for 
electricity during certain time periods is likely to be much more inflexible than the 
utility companies would like us believe. 

In an effort to get the truth, engineer and energy expert Rob States looked closely 
at the potential savings, by shifting flexible power use from peak to off-peak 
hours, and he concluded that most consumers would be able to save no more 
than about $40 per year by using this strategy.16 As already mentioned, the total 
cost of installing a new AMI system in an individual home could run to as much as 
$500. If this cost is inevitably going to be passed on to the consumer, it means that 
someone would have to spend more than twelve years paying off the costs of a 
Smart Meter installation before they could expect to see any relative reductions in 
their electricity bills, thanks to the new differential pricing scheme. 

Even if people are able to reduce their power consumption during peak hours to 
a certain extent, and the demand for electricity begins to balance out across the 
day, do we really expect the utility companies to leave things as they are? If the 
public’s electricity consumption habits shift into the lower costing off-peak hours to 
a degree that could cause the profits of the utility companies to take a dip, power 
providers will simply hunt down the lost higher-cost kilowatt hours in their new 
locations. The companies will then make up the lost profits, entrapping consumers 
in new pricing schemes that redefines the peak hour concept into something based 
on a more progressive, graded scale.

In other words, if consumption during the 6-7 p.m. hour goes down 10%, while 
consumption rises by 5% in the one hour immediately before and after this time, 
the utility companies will simply raise their rates by 5% in these new “semi-peak” 
periods to make up the difference (while keeping the 6-7 p.m. rates right where 
they are, naturally). In the end, regardless where you take your electricity usage, 
the power companies will use their Smart Meters to find you. They will increase 
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your rates during these hours based on the rationale that the changes in people’s 
consumption habits have put new, unanticipated strains on the grid, and that 
they have no choice but to increase rates in order to keep up with the costs of 
maintenance and repair. 

If there is anyone out there still clinging to the illusion that the point of Smart 
Meters is to help consumers save money by altering their patterns of electricity 
usage, consider this: natural gas companies across the country are also making 
the switch to Smart Meters, even though the peak hour concept has no relevance 
to an industry where the product to be used is stored at home in tanks that can 
be accessed at any time the consumer so chooses, without it having any effect 
whatsoever on the operations of the grid.

Do the Bells and Whistles Make a 
Difference?
While AMI promoters have touted the alleged benefits of differential pricing 
schemes, Smart Meter advocates say this is only the beginning of the story. In reality, 
utility companies assert that all the extras accompanying the Smart Meter will 
ultimately help their customers cut down on their electricity bills. Fully developed 
and realized RF Home Area Networks that feature in-home displays, programmable 
thermostats, home energy software, and Smart Meter-friendly appliances will be 
the real energy cost savers, it is claimed. Once consumers of electricity have access 
to all the information these intricate webs of digital interconnection can provide, 
they will be able to program their electrical devices and appliances to switch on and 
off at appropriate times in order to maximize energy savings. 

However, the utility companies and the government have no intention of paying for 
any of these wonderful bells and whistles. The homeowner must purchase all in-home 
displays, digital thermostats, and home energy management systems separately. 
The only way to get appliances with RF capacity/Smart Meter compatibility will be 
to purchase them brand new at high-end retail prices. 
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Technological sophistication does not come cheaply. Anyone hoping to put together 
a functioning HAN that will allow them to program their personal household grids to 
achieve maximum savings might have to spend several thousands of dollars just to 
acquire all of the necessary elements. Even if it was true that a Smart Meter system, 
with all of the accoutrements added, would allow a person to save a noticeable 
amount of money on their electricity bills, it is not clear how many years they would 
need to experience those savings before they would finally be able to catch up with 
all they spent to install a complete system, on top of the AMI. 

Even if such a system were installed, homeowners would then have to learn how to 
use it correctly and efficiently if they wanted to reap the benefits. Managing such a 
set-up would certainly be a complex undertaking. Those with advanced computer 
skills who possess a good grasp of mathematics might be able to calculate all of the 
numbers precisely enough to program everything to come on and off at just the 
right times to maximize energy efficiency, for many, or most, the whole thing would 
no doubt prove to be a confusing, frustrating, and time-consuming affair.

The complexity factor perhaps explains the results of a twelve-month British study 
carried out by University of East Anglia researcher Dr. Tom Hargreaves. This research 
project was designed to examine the results achieved by U.K. Smart Meter users 
who had installed more elaborate HAN set-ups that included extras, such as in-
home displays. Contrary to expectations, it was discovered that in the majority of 
homes, Smart Meter technology had failed to deliver any noticeable savings. Also, 
people had mostly abandoned the interactive parts of the system because they 
were causing fights among family members over who was to blame for excessive 
power consumption, and over who should be allowed to use what electrical devices, 
at what times.17 

Getting Smart about Smart Meters
From the standpoint of the energy user, saving money on electricity costs is simply 
a matter of eliminating waste and/or purchasing new electric appliances, gadgets, 
and devices that are more energy efficient than those that were being used before. 
Being an informed and aware consumer requires a bit of attention and effort. When 
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it comes to saving money on energy costs–or on anything else, for that matter–
there is no shortcut or easy technological fix that can replace this tried-and-
true method.

Putting false claims of a selfless commitment to public service aside, the truth is 
that utility companies love Smart Meters because installing this technology will 
make them eligible to receive government Smart Grid grants and special tax breaks. 
Also, because these digital measuring devices will enable them to save money on 
labor and transportation costs by firing or reassigning all of their meter readers. 
Smart Meters will be money-makers for the industries that choose to use them, and 
this is the one and only reason why utility companies are so anxious to get them 
installed as soon as possible. 
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Chapter 3
Invasion of the Privacy and 

Security Snatchers

Breaking the Fourth Wall
Traditional analog meters record power consumption, but outside of total kilowatt-
hours used, they tell utility companies nothing about when, where, or how their 
customers are using electricity. However, Smart Meters are different, especially 
when they are integrated within a fully developed Home Area Network. Much like a 
TV sitcom peels back the fourth wall of a room so the audience can see everything 
that is transpiring inside, Smart Meter systems will casually eliminate barriers that 
have been protecting our privacy forever, giving utility companies full access to all 
of the details about what we are doing with the power we consume.

This kind of snooping may seem rather trivial. After all, is there really any harm if 
power companies know at what time we use our stoves to prepare lunch, or how 
many hours a day we spend on the computer? Perhaps the answer to this question 
would be “no, not really,” if it was guaranteed that only the utility companies would 
have access to information about our individual power utilization habits. But, if 
those who have Smart Meters already installed in their homes have been assuming 
that the details about their electricity consumption habits are being kept private, 
they should think again. 

Who Owns Your Information?
Most of us naturally assume that we have exclusive rights to control who gets to 
see our personal information and under what circumstances. However, the utility 
companies do not share this opinion. Their perspective is that the specifics about 
their customers’ energy utilization patterns and practices should actually belong to 
them, and as such it should be left entirely up to them to decide what to do with all 
of that data. 
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For many utility companies, the best course of action is clear. They plan to sell 
information about their customers’ energy use habits to any third party who might 
be interested. What this means is that avid television watchers, for example, can 
expect to be bombarded through email, snail mail, 
and by telephone with endless pitches offering 
to sell them a new flat screen TV, DVD player, or 
speaker stereo set up. Perhaps they will receive 
special offers to join Netflix, or to receive free 
installations if they agree to switch from cable to 
satellite. The possibilities are endless, as retailers 
will have a much better idea of whom to target 
with their sales pitches, once they know what 
people are actually doing in the privacy of their 
own homes. 

The number of interested parties is likely to go 
far beyond this. As pointed out by the Electronic 
Frontier Foundation, a digital rights advocacy and 
legal organization that studies issues of electronic privacy,

“Without strong protections [for Smart Meter users], this information can 
and will be repurposed by interested parties. It’s not hard to imagine a divorce 
lawyer subpoenaing this information, an insurance company interpreting the 
data in a way that allows it to penalize customers, or criminals intercepting 
the information to plan a burglary. Marketing companies will also desperately 
want to access this data to get new intimate new insights into your family’s 
day-to-day routine–not to mention the government, which wants to mine the 
data for law enforcement and other purposes.”18

All of this should be enough to give everyone pause. 

In response to public pressure, some state Public Utility Commissions and individual 
companies are promising to control the distribution of private information collected 
by Smart Meters. However, in most cases this will be done only through an “opt 
out” program. What this means is that it will be up to individual customers to let 
their utility companies know if they are not interested in having the details about 
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their power consumption habits revealed to third parties. If the opt out procedures 
are not followed to the letter, power providers will be left free to pass on this 
information to anyone interested in purchasing it. 

Even this approach, which unfairly puts the burden on the consumer, is not being 
adopted universally. Many utility companies have made no commitments promising 
to prohibit the sharing of information if their customers so request. This is hardly 
surprising when you consider that selling the private data collected is one of the ways 
that power providers will be able to increase their profits following the installation 
of Smart Meters.

Who’s in Charge Here?
Wherever there are computers, hackers and information thieves are sure to be close 
by, lurking in the shadows, waiting for their chance to cause mayhem and mischief. 
As referenced in the previous quote from the Electronic Frontier Foundation, 
criminals with computer expertise could very well find ways to steal the information 
being passed around in Smart Grid/Smart Meter-based communication networks. 
This means that even if a utility company was sincerely attempting to protect their 
customers from an invasion of their privacy, there is no guarantee that they would 
be able to do so. 

Given the seriousness of this potential security threat, one would assume that 
government agencies and the utility industry would be hard at work developing 
electronic firewalls and fashioning effective strategies that would make it all-but-
impossible for electricity consumers to have their personal information stolen 
electronically. The main priority of the power industry and the government 
throughout the process has been to get the Smart Grid up and running as soon as 
possible so the profits can start pouring in. As a result, the whole security situation, 
up until now, has basically been relegated to the back burner.  

The truth is that when the Smart Meter installation program started, most of the 
actors involved weren’t even thinking about the possible security risk, perhaps 
because it was not their information that hackers might be looking to steal. The 
Energy Independence and Security Act of 2007 split jurisdiction over the Smart Grid 
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between the Department of Energy, the Federal Communications Commission (for 
issues related to RF emissions), and state public utility commissions. However, it 
did not bother to clarify which if any agency would have a centralized, supervisory 
role with respect to security.19 As a result, up until now it has basically been left up 
to local utility companies to deal with privacy and security issues in any way they 
see fit. In many cases, unfortunately, this has meant they have not been dealt 
with at all.

A Larger Threat Lurks
In 2009, a Seattle-based computer security services firm called IOActive 
decided to perform an independent test to evaluate Smart Grid security. Using 
a reverse-engineered Smart Meter, they were able to demonstrate how an 
electronic worm could be injected into the system that would allow a hacker 
to seize control over various elements of the new digitalized grid. They also 
showed how this kind of malware could spread quickly enough throughout 
the larger system to cause power outages over a wide geographical area.20  

Some of the problems of security associated with Smart Grid development are 
technological in nature. In general, things are moving so fast that the design of 
Smart Meters and Smart Grid-related equipment has not been organized in 
any sensible or coordinated way. According to George W. Arnold, the National 
Coordinator for Smart Grid Interoperability at the National Institute of Standards and 
Technology (NIST), there are over twenty different organizations currently working 
on developing acceptable technological standards for Smart Grid applications.21 
Technology companies from all over the world are being contracted for various 
projects, which will present a challenge to those who must fit everything together. 
Another obstacle for engineers and designers to figure out is how the new U.S. 
grid can be integrated smoothly and efficiently with the developing systems in 
Canada and Mexico. When so many disparate elements are finally brought together 
under one organized umbrella, everything will have to be checked and re-checked 
repeatedly. This means that any chinks in the security armor that might exist in any 
one place or with any one particular piece of electronic gadgetry could take a long 
time to detect. 



24

In its usual clumsy way, the government has suddenly decided to step in and take 
charge for two major reasons: in part, because of the uncertainty that is threatening 
to undermine the Smart Grid master plan, and in part because of fear over what 
cyber-terrorists might be able to do if they are able to hack into the new digitalized 
system. This could, of course, make things even worse than they already are. 
Naturally, bipartisanship in Congress is an impossibility in the present environment, 
so competing bills that would centralize Smart Grid policy management in either the 
Department of Homeland Security or the Federal Energy Regulatory Commission 
have been introduced. Now it is just a matter of waiting to see what–if anything–
will come from attempts to negotiate some kind of a legislative compromise that 
will be ideologically acceptable to all parties involved.22 Meanwhile, the Department 
of Energy has also decided it wants to get in on the act, currently being in the 
process of organizing an “Advanced Metering Infrastructure Security Task Force” in 
coordination with eleven of the largest utility companies.23

Profits First, Security Later
It is certainly within the power of the government and the utility companies, 

in consultation with experts in electronic 
security, to eventually discover and eliminate 
most of the vulnerabilities that might threaten 
the security of the Smart Grid. In fact, it seems 
likely that many, if not most, of the security 
problems caused by rushing devices like Smart 
Meters into production and deployment will in 
fact be dealt with at some point. There is little 
doubt that in the early years, openings will 
continue to exist in Smart Grid security that 
will be eminently exploitable by those with 
enough talent, imagination, and nefarious 
intent to make bad things happen. And even 
after the obvious holes have been closed, 

hackers and cyber-terrorists may still be able to outsmart the security experts on 
occasion. If there is one thing that has been learned in the age of the computer is 
that there is no such thing as a 100% hacker-proof electronic information system. 
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At this point, we cannot be sure how many people connected to the Smart Grid 
through AMI technology will end up having their personal information stolen. We 
also cannot be sure what terrorists targeting our power production and distribution 
systems may be able to accomplish once Smart Meters are installed in tens of millions 
of homes, offices, public buildings, and other locations all across North America. 
Smart Meters will act as de facto portals that provide direct access to the Smart Grid. 
Enterprising ne’er-do-wells of all stripes are bound to take advantage of the opportunities 
for mischief that the ubiquitous presence of AMI technology will provide.   

While there may be uncertainties, there is one thing about which we can be sure: 
the complex skilled labor that will be necessary to make Smart Meters and the 
Smart Grid secure will end up adding tens of billions of dollars to the total price tag 
of the project, and all of that extra expense will be passed on to utility company 
customers in the form of higher electricity bills. 
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Chapter 4
Smart Meters and Public 

Health: The Real Truth about 
Radiofrequency Radiation

Don’t Worry, Be Happy: Government, 
Mainstream Science Declare Smart 
Meters Completely Harmless
X-rays and nuclear fission byproducts are the most well-known examples of ionizing 
radiation, which is dangerous to human health because of its destructive effects 
on biological tissue. Non-ionizing forms of electromagnetic radiation, on the other 
hand, are usually not considered hazardous, unless they are intense enough to 
cause the cells of the body to begin heating up. For this reason, non-ionizing EMF 
(electromagnetic field) emissions are not subject to the same kind of regulation and 
control as their ionizing counterparts.

Radiofrequency microwave radiation (RF) is a type of non-ionizing EMF that has 
become a familiar part of our lives. Cell phones,  wireless internet, Wi-Fi networks, 
cordless mobile phones, baby monitors, and now Smart Meters all use signals 
from the RF frequency range to transmit and receive digital information. These 
communications technologies have proliferated so rapidly that most Americans are 
now swimming in an invisible sea of EMF emissions.

According to medical authorities, this is nothing that anyone needs to be concerned 
about. To show just how benign RF is considered to be by those in positions of 
power, the U.S. government has left it to the Federal Communications Commission, 
a non-medical organization, to set limits on acceptable RF exposure. Of course, the 
role of the FCC is not to actually make decisions based on its own insights, rather 
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to simply enforce the status quo in an area where the issue is considered to have 
already been settled.  

The “Science” of Smart Meter Safety
Based largely on radar experiments performed by the U.S. military in the 1950s, the 
FCC has been operating on the assumption that heating is the only potential health 
problem associated with human exposure to radiofrequency EMF emissions.24 
Consequently, they have established an allowable upper limit for human RF exposure 
of 600 µW/cm², for a period of up to 30 minutes.25 

Obviously, this number needs some explanation. The mathematical sign ‘µW/
cm²’ represents how many millionths of a watt of energy are hitting a one-square 
centimeter surface at a given moment. Meanwhile, the number 600 represents not 
cumulative exposure, but rather the average power density that someone standing 
in an RF field would be exposed to over thirty minute period of time. Intensities 
greater than 600 µW/cm², or exposures at this level for longer than a half hour can 
cause human tissue to begin heating up, and no one disputes that this heating can 
cause real damage to human or animal cells. 

There are two serious problems with the existing FCC standards. The first is that 
those responsible for setting these particular limits have simply not kept up with 
the latest scientific research. This is possibly because this research has revealed 
some disturbing truths that could have the potential to upset the apple cart in an 
area where powerful industries are making a lot of money. The FCC, like every other 
government regulating agency, generally goes out of its way to protect the interests 
of the industries it is supposed to be controlling, often at the expense of the welfare 
of the American people. The evolution of our political system has been defined 
by the close links that exist between wealthy, powerful private interests and the 
government officials and bureaucrats who do their bidding. The latter in particular 
tends to take a “see no evil, hear no evil” approach when it comes to anything 
that might threaten the profits of the industries it has supposedly been assigned to 
regulate. Tellingly, the FCC has not updated its RF safety standards since 1992, even 
though most of the important research on the connection between RF exposure 
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and ill health in human beings has only taken place over these past twenty years.26 
The second problem with the current FCC limits is that they are not appropriate for 
evaluating the unique type of RF signals used by Smart Meters. Rather than running 
steadily or continuously, AMI technology instead transmits information through a 
series of very brief but very intense pulsed emissions, which is something quite 
different from the more familiar Wi-Fi and cell phone signals to which FCC rules 
could more properly be applied. 

Individual pulses from Smart Meters have been measured at intensities as high as 
300 µW/cm², which is half the 600 µW/cm² that the FCC claims is unsafe if exposure 
time goes past 30 minutes.  However, at a rate of emission of 2-20 pulses a second, 
with a pulse duration of just 2 milliseconds each, the total cumulative RF exposure 
for a person in the vicinity of a Smart Meter for 30 minutes would average out to 
a power density that would fall far short of the FCC’s allowable standards, which is 
why mainstream science has maintained these pulses are not something we have 
to worry about.27 But, these pulses are an entirely different animal than continuous 
RF, and those who have looked into the question more deeply have discovered that 
the body is actually much more sensitive to these pulsed emissions than to their 
continuously-running cousins. This means that the average density approach to 
calculating RF danger is wildly misleading in the case of Smart Meters. 

Smart Meters are so new that specific research into their effects is sparse, to say the 
least. One thing we do know is that strobe lights, which are the visual equivalent 
of Smart Meters, must be strictly regulated during manufacture because they will 
cause seizures at pulse rates 
above ten per second, a rate 
that is frequently surpassed by 
Smart Meters. Unlike strobe 
lights, Smart Meters cannot 
be turned off, and are left free 
to transmit twenty-four hours 
per day.28 Chronic exposure 
to high-intensity pulses of 
non-ionizing EMF radiation is 
an unprecedented situation. 
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What is happening with Smart Meters is basically a n  o n g o i n g  m e d i c a l 
experiment being carried out on tens of millions of human guinea pigs without 
their full knowledge or consent.

While there is uncertainty about Smart Meters in particular, after a couple of 
decades of serious research, much more is now known about the effects that 
radiofrequency microwave radiation can have on the human body in general. What 
has been discovered by this research is both frightening and eye opening.

The Bioinitiative Report: The Real Truth 
about RF Radiation
Released to the public on August 31, 2007, The Bioinitiative Report: A Rationale 
for a Biologically-based Public Exposure Standard for Electromagnetic Fields, is a 
true magnum opus for those seeking the truth about the actual health effects of 
the types of man-made non-ionizing EMF radiation that human beings are now 
subjected to on a daily basis. This includes both radiofrequency (RF) and extremely 
low frequency (ELF) waves, the latter of which is emitted in abundance by electric 
power lines.

Fourteen scientists and public health experts from the United States, Sweden, 
Denmark, Austria, and China have carefully and meticulously studied and analyzed 
all of the existing medical literature on the health effects of RF and ELF exposure. 
These experts found clear evidence to suggest these types of EMF emissions are 
definitively implicated in a whole host of serious health problems and chronic 
medical conditions.   Furthermore, these researchers found that EMF waves are 
capable of causing deleterious effects on the human organism, even at levels that 
are thousands of times lower than the official limits set by the FCC. 

While research into the subject is still somewhat in its infancy, these EMF health 
experts expressed a particular concern about the possible effects of pulsed EMF 
radiation like that used by Smart Meters. As a result, they recommended a new 
standard be set for this type of emission that would establish an upper allowable 
exposure limit for human beings of just .1 µW/cm² per pulse, which is 6,000 times 
below the FCC standard for continuous RF emissions over 30 minutes, and 3,000 
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times less than the peak pulse levels that have been measured by those investigating 
Smart Meter radiation.29

The Health Effects 
of Exposure to 
RF Radiation: 
A Summary
Unlike ionizing radiation, 
non-ionizing radiation 
does not affect the cells 
of the human body in 
obvious ways. However, 
as the authors of the 
Bioinitiative Report point 
out, human beings have 
sensitive bioelectrical systems 
functioning throughout their 
bodies, and the heart and brain in 
particular are regulated by bioelectrical 
signals that are quite sensitive to interference from outside sources. Therefore, it 
would hardly be surprising if research did reveal significant negative health effects 
associated with exposure to RF radiation. Research does indeed show this tendency, 
though claims by industry and government are to the contrary. 

In 2011, the World Health Organization officially classified radio frequency emissions 
as a Class 2B carcinogen, meaning evidence exists to establish at least some linkage 
between RF exposure and the development of cancer.30 This was largely as a result 
of research that showed ten years of cell phone usage could raise the risk of brain 
tumor and a related condition called acoustic neuroma by an astonishing 200-300% 
if the phone was used on just one side of the head.31 For anyone who might feel this 
finding does not apply to Smart Meter emissions since these RF sources are usually 
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mounted on exterior walls of homes rather than being held in close proximity to the 
head, in reality, the cumulative, full-body exposures for those sharing a living space 
with an AMI are more than 100 times as great as what would be experienced by 
anyone using a cell phone in the normal way for an identical period of time.32 Virtually 
everyone now uses cell phones as well as other types of wireless communication 
devices, so the addition of Smart Meters to people’s homes will only add to the 
amount of unhealthy RF exposure to which most are already being subjected.

The linkage between cell phone use and brain tumors is sobering and frightening. But 
what the authors of the Bioinitiative Report discovered from their exhaustive meta-
analysis of the existing medical literature is that the threat to human health from 
RF radiation goes well beyond this much-discussed and much-debated connection. 

Many possible links between disease or serious medical condition and RF exposure 
have been found; some of the connections discussed in-depth in the Bioinitiative 
Report include:

•	 Breast Cancer:  ELF (the close cousin of RF) has been shown to reduce levels 
of melatonin in the body, and lower levels of this important biochemical are 
associated with higher risk for breast cancer. It is especially critical for those 
recovering from this disease to lower their exposure to non-ionizing radiation, 
as a substantial amount of evidence exists to show this will undermine breast 
cancer treatment and make recurrence of the disease much more likely. 

•	 Leukemia: One important study revealed that those who are exposed to ELF 
radiation as children while growing up near power lines are three times more 
likely to suffer from this type of cancer when they are adults.33 Research on 
childhood leukemia has revealed that increased risk for this insidious malady 
begins to rise even when children are exposed to ELF at levels 1000 times 
below currently accepted safety standards.34

•	 Other Cancers: Studies analyzed in the Bioinitiative Report found increased 
risk for prostate cancer, non-Hodgkin’s lymphoma, and malignant melanoma 
in electric utility workers and/or those exposed to significant amounts of 
power line ELF emissions.



32

•	 Neurological disorders: Laboratory studies have proven conclusively that 
the human nervous system is sensitive, and shows measurable reactions 
to ELF and RF energies. Exposure to EMF fields has been found to increase 
risk for Alzheimer’s disease, motor neuron disease, and Parkinson’s.35 Special 
concerns have been raised about the effects of RF emissions on those with 
epilepsy, based on the fact that the specific type of neurological changes 
RF can cause are similar to what is found in the brains of those who suffer 
epileptic seizures.36 In a controversial paper published in 2004, one researcher 
hypothesized that the great increases we have seen in the number of  children 
being diagnosed with autism may be linked to neo-natal or fetal exposure to 
RF.37 Much more study in this area is required, but there is no doubt that pre-
birth exposure to RF emissions could very well cause important neurological 
changes in the brains of the unborn, and there is no disputing that the rise 
in autism has coincided to a significant degree with the proliferation of RF 
technologies.

•	 Immune system malfunctioning: Over-stimulation of the human immune 
system can cause serious allergic reactions as well as chronic inflammation, 
the latter of which over time can irreparably damage organs, cells, and 
tissues. The evidence is overwhelming that the body responds to ELF and RF 
radiation as if it were a foreign invader, so it is not surprising that Bioinitiative 
Report analysts found intriguing connections between non-ionizing EMF 
exposure and chronic allergies, inflammatory diseases, immune dysfunction, 
and general states of ill health.38 

•	 DNA effects: A 2000-2004 European research study called the REFLEX Project 
was launched specifically to evaluate the effects that exposure to ELF and 
RF frequencies would have on human cell cultures. Among the DNA-related 
alterations found were breaks in DNA strands, the appearance of chromosomal 
aberrations, and changes in the way genes and proteins expressed themselves 
during  cellular division, proliferation, and differentiation.39 Significantly, these 
alterations were found to occur at exposures well below currently accepted 
safety standards. The scientists involved in the REFLEX Project were careful 
not to link these changes to any specific human disease or disorder, but 
there is little doubt that any changes occurring at the genetic level, where 



33

everything that happens is so fundamental to normal biological functioning, 
could potentially be implicated in a whole range of serious medical conditions. 

•	 Electrical hypersensitivity: This condition, which has now been acknowledged 
to exist by the World Health Organization, is believed to be responsible for the 
serious adverse reactions that occur in approximately 3% of those who are 
exposed to persistent ELF and/or RF radiation, and for the moderately adverse 
reactions that are experienced by up to 35% of those who are exposed to 
the usual electromagnetic stew of cell phone/cordless phone signals, Wi-Fi, 
wireless internet, power line fields, and now Smart Meters on a daily basis.40 
Symptoms of electrical hypersensitivity include skin rash, sleep disorders, 
muscle and joint pain (fibromyalgia), chronic fatigue, depression, headaches, 
dizziness, nausea, difficulty concentrating, memory loss, irritability, anxiety, 
weakness, muscle spasms, numbness, tingling, leg and foot pain, “flu-like” 
symptoms, and fever.41 

Blaming the Victim when Profits are at 
Stake
The case of electrical hypersensitivity represents a textbook example of the tactics 
used by mainstream medical authorities to deny the existence of conditions 
or diseases that somehow contradict or call into question the currently existing 
paradigm. This is found particularly when acknowledging those conditions 
could ultimately prove to have a negative impact on the profit margins of large 
corporations or other wealthy and influential movers and shakers. The symptoms of 
this condition are so varied and diverse, and it can be difficult to diagnose without 
extensive epidemiological analysis, so electrical hypersensitivity is an easy target 
for so-called “skeptics,” who usually rely on ridicule and dismissive sarcasm as 
opposed to real medical analysis.42 These policemen for conventional wisdom have 
attacked the credentials and the integrity of those researchers who have verified 
the existence of electrical hypersensitivity, and they have essentially dismissed the 
victims of this disorder as nothing more than hypochondriacs. 
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This blame-the-victim mentality is beneath contempt, and it has made it hard for 
those suffering from electrical hypersensitivity to get the help they need. This has 
been especially true in the United States where mainstream medicine tends to be 
extremely conservative, arrogant, and subservient to the interests of the rich and 
powerful. In reality, the science behind the study of electrical hypersensitivity is 
sound and extensive, and there is no reason why those suffering from this disorder 
should be treated with anything other than sympathy and understanding. 

Something Wicked this Way Comes: The 
Effects of Living in Smart-Metered 
Homes
While the Bioinitiative Report is a damning document, if we want to know whether 
or not RF emissions from Smart Meters are actually a threat to people’s health, we 
need to know what kinds of health problems, if any, those sharing their homes with 

these energy-use tracking devices are actually 
experiencing in the here and now.

The utility industry and the government would 
like us to believe that AMI units are completely 
safe and harmless, and that no one has really 
gotten sick from sharing a living area with a 
Smart Meter. In fact, the anecdotes have been 
poring in by the thousands from those whose 
health was perfectly fine until Smart Meters 
were installed in their homes by electric, gas, 
or water companies, after which they suddenly 
began experiencing all kinds of horrifying and 
disabling symptoms. 

At this stage, no one can be sure what the long-term effects of being exposed to 
Smart Meter RF pulses all of the time might turn out to be. What the victims of 
AMI technology have experienced so far are a plethora of disturbing symptoms 
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and maladies that are frequently disabling, in and of themselves, and that also 
could be warning signs of more serious things to come.  While the majority of 
those complaining about health problems following Smart Meter installations have 
reported terrible symptoms that are entirely new to them, many who were already 
suffering from some kind of serious medical condition claim that Smart Meters 
made things much worse.

The following are the symptoms most commonly reported by those whose suffering 
either started or worsened noticeably after having their traditional analog meter 
replaced with a Smart Meter:

•	 Heart palpitations
•	 Chest pain
•	 Headaches, including migraines
•	 Insomnia or sleep disruption
•	 Fainting spells or vertigo
•	 Memory loss
•	 Difficulty in concentrating
•	 Chronic fatigue
•	 Nausea
•	 Excessive anxiety
•	 Tingling sensations throughout the body
•	 Tinnitus (ringing in the ears)
•	 Difficulty in breathing

As can be readily seen, these are very similar to the types of symptoms that are 
reported by those who suffer from electrical hypersensitivity. There is also a lot 
of overlap with what is experienced by those who suffer from other difficult to 
diagnose chronic disorders such as fibromyalgia, chronic fatigue syndrome, Gulf 
War syndrome, and clinical depression. These types of symptoms are the reactions 
of a body under persistent siege by a foreign invader, and based on the evidence 
that has been collected it appears that somewhere between 5 and 10% of all utility 
company customers are reporting the onset of these symptoms within a few days 
of their Smart Meter installations.43
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Mainstream medicine has been reluctant to acknowledge what has been happening. 
But, the anecdotal reports are piling up high from frustrated and angry people who 
were managing just fine before the miracle technology of Smart Meters came along 
and began destroying their health and ruining the quality of their lives. For the tens 
of thousands of Smart Meter victims found here in the United States alone, the 
arrival of AMI technology has turned their daily waking reality into something more 
closely resembling a nightmare. 

Update to the “Bioinitiative Report”: The 
Seletun Scientific Statement
In the wake of the Bioinitiative Report, an international scientific panel made up 
of experts on the biological effects of ELF and RF convened in Seletun, Norway to 
discuss the issue of human exposure to EMF fields from wireless communications 
and electric power technologies.  Following this conference, seven scientists from 
five nations collaborated on the Seletun Scientific Statement, which was published 
in 2010 in the medical journal Reviews on Environmental Health.44 

The Seletun scientists backed the findings of the Bioinitiative Report completely, 
and they called on governments around the planet to take action quickly to protect 
the people of the world from the grave threat of EMF pollution. They called for 
the establishment of emission standards that are 50,000 to 60,000 lower than 
the current standards that are being followed by the FCC and the International 
Commission on Non-Ionizing Radiation Protection (ICNIRP), emphasizing that 
“sensitive populations” (children, the elderly, the unborn, the ill, people with 
genetic or immunological problems, etc.), who make up 40-50% of the world’s total 
population, are especially vulnerable to ELF and RF exposure.45

In summing up his thoughts on the issue, the chair of the Seletun scientific panel, 
Swedish neuroscientist Olle Johansson, released the following statement:

“Personally, I am very concerned for the grave consequences that may ensue 
if exposure guidelines are not changed by global governments… It is high 
time to ask ourselves: What happens when we, twenty-four hours around the 
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clock, wherever we are, allow ourselves and our children to be used as guinea-
pigs, whole-body-irradiated for the rest of our lives?” In not doing so, our 
politicians and health administrators may put us all at stake, since this is the 
largest human full-scale experiment ever!... Current US and ICNIRP standards 
for radiofrequency and microwave radiation from wireless technologies 
are entirely inadequate. They never were intended to address the kind of 
exposures from wireless devices that now affect over four billion people.”

The Experiment Continues
Despite the blithe reassurances of the woefully–or willfully–ignorant mainstream 
medical community, is has become crystal clear that radiofrequency radiation is 
indeed a serious threat to human health. At this point, there is really no excuse for 
devices that emit as much RF energy as Smart Meters to be routinely installed in 
the homes of electric, gas, and water company customers. Yet, this is exactly what 
is happening, as the rollout of Smart Meters continues unabated, despite all the 
evidence of their destructiveness that has now emerged.
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Chapter 5
Smart Strategies for Protecting 

Yourself and Your Family from 
Smart Meters

Opt Out Programs
Utility companies would like to make Smart Meters mandatory, but at the present 
time most state public utility commissions require power providers to offer their 
customers the option to refuse an AMI installation if they so choose. Under the rules 
of opt out programs, even those who have already had a Smart Meter installed can 
ask their utility company to come out and remove it.

While this sounds good on the surface, opt 
out programs appear to be public relations 
ploys more than anything else. Utility 
companies have been left free to continue 
their relentless PR campaigns assuring the 
public that Smart Meters are completely 
safe, and the concerns of those who object 
to this technology are usually dismissed 
with thinly veiled contempt. Even worse, 
the utility companies have been allowed to 
set arbitrary deadlines for those who want 
to opt out, and they are also being allowed 
to charge fees to those who choose to 
maintain their analog meters.

In northern California, for example, Pacific 
Gas & Electric established a May 1, 2012 
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deadline for opting out that gave anti-Smart Meter activists very little time to organize 
a public information campaign to let people know how dangerous AMI technology 
really is. At the same time, PG&E announced that anyone choosing to opt out would 
be charged a one-time “non-installation fee” of $75, and furthermore they would 
also be required to pay a $10 surcharge that would be added to each month’s 
electricity bill in perpetuity.46 In the state Nevada, things are going to be made 
even tougher on those smart enough to reject Smart Meters. The Public Utilities 
Commission there has just approved an opt out 
program; they are going to allow NV Energy, 
the state’s largest power provider, to charge a 
whopping $110 for the non-installation fee (as 
if there was an actual expense there) plus $15 
extra per month to help them pay the analog 
meter readers they would prefer to fire.47 Not 
surprisingly, with just a few weeks to go before 
the May 1st deadline, only about 4,400 out 
of 6 million PG&E customers had chosen to 
exercise their rights to refuse a Smart Meter 
installation. Officials in Nevada are anticipating 
better than 99% compliance with that state’s 
AMI roll out as well.48   

Unfortunately, these anemic numbers for opt out programs are being repeated 
around the country. In Portland, Oregon, only 2 customers out of the 800,000 who 
were given the chance chose to opt out.49 This tells you all you need to know about 
how effective the slick, professionally produced public relations campaigns of the 
utility companies are, in comparison to the efforts of overworked, under-funded 
activists who are trying to get the truth out to the people. These activists are being 
labeled “conspiracy theorists,” “kooks,” or “tin hatters” for their trouble. The public 
is not completely blameless here, as all activists these days, regardless of what cause 
they are supporting, are struggling to overcome unprecedented levels of apathy 
and disinterest among a citizenry that has apparently lost its ability to discern the 
difference between truth and propaganda.
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Protecting Your Right to a 
Smart Meter-free Existence
While opt out programs are useful, they are actually based on a deception. Despite 
what utility companies might tell their customers, the truth is that no one can be 
forced to accept a Smart Meter if they do not want one, regardless of whether or 
not they have followed the official opt out procedure prescribed by their electric 
company. No federal or state laws exist anywhere that would allow anyone to be 
compelled to accept a Smart Meter. When utility companies tell their customers 
that unless they have opted out they will have no choice but to accept an AMI 
device on their property (which is something that happens repeatedly), they are 
not telling the truth.   

There are no laws to 
protect the right of 
utility companies to 
install Smart Meters 
against people’s wills, 
but there are laws on 
the books that allow 
homeowners and 
landlords to take any 
steps they feel are 
necessary to protect 
their property from 
trespassers. During 
per iods  of  t ime 
when Smart Meter 
installations are going on in their  neighborhood or city, property owners 
should remember that they have the right to turn away anyone they do 
not want on their land, including those who arrive to install these dangerous RF-
spewing machines. 

Power companies can be sneaky and persistent, and they are not above using 
subterfuge to get access to people’s homes. In a sense, this is because they have no 
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choice in the matter. Smart 
Meters operate on what 
are called mesh networks, 
communicating with one 
another antenna to antenna 
on a relay system that 
eventually carries all the 
information collected in a 
particular area back to utility 
company headquarters for 
storage and analysis. What 
this means is that even if 
only a few homeowners 
or landlords in a specific 
neighborhood refuse to 

allow Smart Meters on their property, it can break the AMI chain and make it 
impossible for a functioning network system to be installed and maintained in that 
particular neighborhood.

Utility companies are not above sending their workers on stealth missions to install 
Smart Meters on the property of recalcitrant homeowners when they know that no 
one will be around to turn them away.  As a result, simply turning utility company 
representatives away when they first arrive to install their equipment is often not 
sufficient. This is why many people have taken steps to secure their analog meters 
so they cannot be removed without the use of force. Chains wrapped around meters 
and secured with padlocks can work quite well. Some have built impenetrable 
structures of wood or metal around their meters so they can be read by meter 
readers but not removed without violence. While power companies can be sneaky, 
they usually aren’t looking for legal trouble, so their employees are unlikely to resort 
to vandalism just so they can remove an analog meter. 

Utility company employees have been known to threaten those reluctant to 
accept Smart Meters on their property with fines or power disconnection if they 
refuse to comply. This is actually little more than a bluff. Up until now, no one 
has ever faced any negative consequences for successfully refusing or resisting a 
Smart Meter installation. 
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Shielding
The most difficult position anyone can find themselves in is if they have already had 
a Smart Meter installed, but missed the deadline for opting out. In this case, the 
only way for someone to protect themselves 
from pulsed RF emissions is to put up shielding. 
Materials specifically manufactured to provide 
protection from RF can be purchased online, 
and they generally should be placed on the 
interior wall directly behind the spot where a 
Smart Meter has been installed on the exterior 
of the house. 

There are two options available for anyone who 
wants to screen out Smart Meter emissions: 
RF reflectors and RF absorbers.50 The former 
would be generally preferable, except in cases 
where other sources of RF radiation besides Smart Meters are present in the vicinity. 
If these other sources are being used inside the home, reflective materials placed on 
the walls will prevent their RF emissions from escaping, thereby canceling out any 
advantages gained by keeping out Smart Meter emissions. In this case, something 
that absorbs RF waves from any direction would be the better selection. While it is 
possible to purchase materials specially designed to reflect or absorb RF emissions, 
aluminum foil folded thickly or aluminum mesh screen can do a decent job as well.51

Because Smart Meter radiation will spread out in every direction after being emitted, 
the amount of shielding used should cover at least 4-6 square feet of the interior 
wall behind the Smart Meter’s location. No reflecting or absorbing material can be 
expected to filter out 100% of the RF radiation present, but shielding properly placed 
can certainly reduce interior exposures by a significant degree in most instances. 

RF meters that measure the presence of EMF wavelengths are available for purchase 
online. One of these devices should always be used in test any shielding set-up to 
make sure that it is actually working.52

 There are two 
options available for 

anyone who wants 
to screen out Smart 

Meter emissions: 
RF reflectors and RF 

absorbers.i
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Saving the Future from the 
Smart Meter Menace
While those fighting the power of the utility companies face an uphill battle, the 
fight is far from hopeless. General public apathy notwithstanding, those who are 
standing up against Smart Meters have been able to raise enough of a stink to 
force public utility commissions across the land to approve opt out programs. Some 
politicians have taken notice of the activities of those opposing AMI, and there are 
at least some candidates for public office out there who have made opposition to 
Smart Meters a part of their platform. In the state of California, where anti-Smart 
Meter activism has been the most visible and the most effective, even more success 
on the political front has been achieved. Forty-five counties or municipalities across 
the state have now passed ordinances prohibiting AMI technology from being 
deployed within their borders. Anyone who is concerned about the possibility of 
Smart Meters coming to their town or area can join one or more of the many local 
or national groups that have formed around this issue. Most of these groups can be 
found quickly and easily with the help of an Internet search engine. As the saying 
goes, there is strength in numbers. If enough people raise their voices in protest, 
the Smart Meter train can still be stopped.

Learning to Live Smarter
If people don’t educate themselves about the true nature of this menace, and the 
usual public laziness and indifference manage to rule the day, it will be only a matter 
of time before pressure from the utility companies, AMI manufacturers, and Smart 
Grid promoters convince the state and federal governments to pass laws forcing 
everyone to accept a Smart Meter, whether they like it or not, as a condition for 
staying on the grid.

In the end, if this happens it might really be a blessing in disguise. Without question, 
the best way for anyone to protect themselves and their loved ones from the high 
costs, security problems, and serious health dangers associated with Smart Meters 
and the Smart Grid in general is to choose the off-the-grid option. Living off the grid 
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can require some radical lifestyle changes, but they are the types of changes that 
can make us safer, freer, and happier than we have ever been before. By opting out 
of the grid altogether, we can opt in to a much better way of life, where dangerous 
and unnecessary devices like Smart Meters will find no comfort or shelter.  
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