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Important Notices

My Gatewayowns the intellectual property in this Manual exclusively. You acknowledge that
you must not perform any act which infringes the copyright or any other intellectual property
rights of My Gatewayand cannot make any copies of this Manual unless in accordance with
these terms and conditions.

Without our express written conseydu must not:

1 Distribute any information contained in this Manual to the joulkdia or quote or use
such information in the public media; or

1 Allow access to the information in this Manual to any company, firm, partnership,
association, individual, group of individuals or other legal entity other than your
officers, directors an@mployees who require the information for purposes directly
related to your business.

The software described in this Manual is supplied under a license agreement and may only be
used in accordanceith the terms of that agreement.

My Gateway My Gateway Portaand theMy Gatewaylogo aretrademarks oMy Gateway

All third-party product and service names are trademarks or registered trademarks of their
respective owners
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1. Introduction

My Gatewayhasimplemented a Payment Gateway facility to enable merclhadtprocessors
to accept common payment cards for Electronic Commerce (EC) and Point of Sale (POS). This
Manual is specific to EC merchants only.

The service is known deeMy Gateway Switchandprovides a high function payment service
that simplifies the payment acceptance procdde My Gateway Switchprovides an
outsourced proposition cqurers,merchantandpayment processo(sollective referred to
asPayment Service Provideos PSPs in this documeritr this paymentservices.

The My Gateway Switchconsists ofinternet frontend payment and account management
functions and an ehine administrative platform to a web hosted applicatitims document
details the online administration rfations, known asMy Gateway PortalMerchant
Administration (MYGW-MA). For information on the payent and customer account
management functions refer to thy GatewayProduct Services Guide for-éommerce
Merchants and Processors

The Merchant AdministratiofMYGW-MA) functions ofMy Gateway Portaallow users to
monitor, manage and report on transactions made thtbegty Gateway SwitchThis is done
by logging onto aveb-baseduser portabnd navigating through a serieseafsy to use screens
using any standard web browser.

In this manual all users of tiMYGW-MA system are generically referred tousers though

they may includéerchantsPayment Service Providers (PPrhird Pary Processors (TPPs)
and Acqurers.
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1.1. Requirements
To useMYGW-MA, users will need:

1 A MerchantAbbreviation

A UserID and relevant password

1 Access to the Interngéhrough a common browser suchEdge,Chrome orFirefox.
Less common browsers may also wdilt not all may have been tested

1 JavaScript enabled

=
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1.2. Target Audience

This manual is aimed at merchar®§Ps acquirersand operations stafffho need to use ¢h
MYGW-MA service and assumes knowledgenab application usage, payments processing

throughthe My Gateway Switctpayment gateway anthe pocesses used by the applicable
merchant or PSP.

My GatewayMerchant Administration User Guider 2.0 072020 9



1.3. Related Documentation

While this document details the online administration functithéGW-MA,; for information
on the payment and customer account management functidmg Gateway Portalrefer to
theMy GatewayProduct Services Guide for&mmerce Merchants and Processors
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1.4. Support

For any questions or assistance withM¥GW-MA product, please contact yosupport team
at the support email provided at enablemengt supportXX@mgateway.netwhere XXis
unique to a particularser
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2. Product Description

2.1. Services Providedtothe Users

The services provided tasersby the My Gateway Switchthroughthe hosted platformare
functionally divided into thedllowing groups:

1. Merchant Administration Functions
2. Clientand UselAccount Management
3. Transaction Analysis and Management

The Client Account Managemerserviceis alsoaccessible using a WekervicesApplication
Programming Interface (AP$tyle connection mechanismhis interface and associated APIs
are documented in thdy GatewayProduct Services Guide for-&mmerce Merchants and
Processors

The Merchant Administratioriunctions arelescribed in this document.

For reference hie following diagram describes tMy Gateway Switclsystem.

Merchants
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K
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/ Service Providers
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@ Merchant
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Figure 1.My GatewayArchitecture
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3. Merchant Administration  System
(MYGW -MA)

Enablement for oine payments is part dhe My Gatewayproduct formerchants. Theser
may also want to perfm other payment management functions such as mamuedliing users
and clientschecking transaction details and totals, and creating reports.

The MYGW-MA Merchant Administratiorfacility manages this by providing theserwith
secure browser access to Mi¥ GW-MA central transaction database to perform-taglay
merchant functions. The merchant is provided with tools fockesy, reporting and managing
clientaccounts and payment transactions.

In the following sectioa MYGW-MA web pages are displayed in italics (eMjYyGWMA

Homepage); and user input fields, check bgxesysor buttons are in bold betweamgle
brackets (e.g. Submit>).
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3.1. MYGW -MA Functions
The key features dlYGW-MA include:

1 MYGW-MA has various types of user with different privileges and rights to access
the information provided by the system. These are detailed below Masha&ging
MYGW-MA Operators

1 Usersmay usethe MYGW-MA sydem to manage their ownsers andclientsd
details.Users and lents can be added to theser orclient database and existing
user$andclient®ddetails can be changed or dekd

1 Usersmay perform interactive searches of their own transaction logd@mdlioad
detailed informationabout specific transactios. Searches can return a single
transaction or a range of transactions.

1 Each transaction hdke functiorality to showall detaik (e.g. authenticationcodes
fees, client detai)s

1 MYGW Documentation, ettlement and otligeports may be downloaded from the
MYGW-MA Portal.

1 Useracces is secured using 128t SSL. Theuseris identified by an ID adh
password.

1 Multiple useroperatos can be created and grantdifferent privileges based on
responsibility évels.

In addition tothe MYGW-MA Portal, merchants can usee MYGW-AM and MYGW-PM
functionsdescribedn theMy GatewayProduct Services Guide foré@ommerce Merchants and
Processordo directlyaccess th&1YGW-MA server from within their business glcation to
performclientand usemanagement angaymentrelated functions.

Both methods allow use of a caman merchantadministration proess. All transactions are
preented in one database
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3.2. Getting Started with MYGW -MA

MYGW-MA allowsthe useras an authorised operator, to monitor and matiegeslectronic
transactions. Authorised operators can log M¥GW-MA from theMerchantAdministration
Login page. Once logged itheycan use the various featuresM¥YGW-MA.

Test and Production Portals

My Gatewayprovides PSPs, acquirers and merchants willesiplatform and a&roduction

pl atfor m; generally, the test platform is u
enabled foMy Gateway Switctprocessing; before the user begins to process live transactions

on the production platform. Similarli)YGW-MA provides a test portal whetest merchants,

clients and transactions can be managed and a production portal where production merchants,
clients and transactions are manadésers will be given access to the test, production or both
portals depending on which system(s) they araired to manage.

Authoriseduserpersonnel must be set upusersbefore they can log itJserswill beprovided
with URL, user ID and passwonttails forthe relevant (test or productioM)Y GW-MA portal
as part of the enrolment process.

The Portal User Interface

As the menu options listed below are setplanatory and rely oaserknown or generated
information the details of each item is not described below. HoweveM¥BW-MA system
provides context sensitiveformation for each feld, availableby placing the cursoon the
relevant field or input bax

The administration options available to you depend on the features pr@asdeart of the
MYGW-MA enrolmentprocessThe options available teserswill also depenanthe specific
u s eprivileges andll the options describdeelow may not be available to all user

The MYGW-MA user interface is based on

1 Lists i Tables of information specific to Merchants, Users, Clients and
Transactions which the current user has access to.

1 Forms i Used to query, create, view or change merchant, user, client and
transaction data retrieved from thiey GW-MA server.

Any numberof Lists and Forms can be open and displayed on the Ma@BW-MA web page
simultaneouslyMYGW-MA uses menus, buttontext fieldsand icons to get input from the
user.

MYGW-MA uses notification boxes to notify users of important messages and errors as well
as to confirm userés input choices when requ

1 Alert Box 1 general information to aledn user interface events, for example
data being received from th&Y GW-MA server.Alerts are blue in colour.
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1 Confirm Box 1 used to confirm user input, for example to confirm deletion of a
client or user. Confirms are green.

1 Warning Box i used to notify the user of an error or warning condition, for
example a user attempting to perforfdGW-MA function for which they do
not have sfficient access rightdVarnings are red.

1 Information Box T used to provide the user with important required
information, for example new User login details, new Merchant IDs and new
Client gateway IDsInformation boxes are white.

If Confirm Boxes are closed by clicking on tk@®K> button or pressing theEnter> or
<Space>keys; the action being confirmed is accepted and processed. If a Confirm Box is closed
by clicking the<Cancel>button or pressing theEsc>key, the action is cancelled, and the user

is returned to the previous page or form.

All other boxes can be clogdy clicking on thecOK> buttonor pressing theEnter>, <Esc>
or <Space>keys.
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3.3. Logging In

To access the administration functions the user masgate to tht1YGW-MA URL, choose
whetherthey are logging into the test or production poratier their mercharabbreviation
username and a password.

Note that merchant abbreviations, usernames and passwords are not common to the test and
production portals and users will only be able te teir credentials to login to either the test

or production portals, and not both. The required portal is chosen from the dropdown menu,
<Portal Platform>.

If the userhas forgottentheir passwordthey canclick the €orgot password? link which

will notify the MYGW-MA server to reset the user passwalbcate a temporary password
and send it to the userods regi st ermedchastmai |
abbrevigion andusernameo use this functionlf a passwords incorrectlyenteredb timesin
successiorthe system will force a password reset using the same process.

1 The merchangabbreviationis a unique abbreviation set up for a particular merchant

Super Alministrator users (generally operations managekdyaGateway can either

|l eave this field blank or enter a 6*6 (st
1 Theusernamevill havebeenallocated at enablement or createdtty Administrator

for a particular merchant, PSP or acquirer.
1 The password must be at least 8 characters long and include one alphgnoineeric

upper case, one lower camad onespecialcharacter.

Selecting thec<Show Password>check box toggles the password entry field between show and
hide password modes.

Clicking <Login> or pressinghe<Enter> key submits the enter@derchanabbreviationuser
name angbassword to thé1YGW-MA server for authentication.

Clicking <Cancel> or pressing thecEsc>key clears all the input fields and repositions the
cursor in theportal platformfield.

Chanqing Your Password at Initial L ogin

During the log in procesthe usemay be prompted to changfeeir password. This could be
becauseheyare logging intdMYGW-MA for the first time using a temporary passwaatter

a password reserr the password has expired after a predefitiete. In this case &€hange
Passwordpopup is displayed, which requires the user to enter and confirm a new password
which conforms to th&1Y GW-MA password requirements.

Selecting the<Show Password>heck box toggles the password entry fdietween show
and hide password modes.

Clicking <Submit> or pressinghe<Enter> key submits the entergzssword to th&1YGW-
MA server for processing and logs the user into the portal.
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To clear theChange Passworgopup and return to the main login window, refresh the page
using theodd owasgaed doptli on.

Userscan log out oMYGW-MA at any stage. lfisersdo not log outtheywill eventuallybe
logged outafter a specified periodf no activity.
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3.4. The MYGW -MA Home Screen

After login the user is presented with & GWMA Homescreenuser options are provided
on the buttons on the lefiand sideof the screen and a menu bar at the top of the screen.

The test portal is differentiated from the production portal with the me3&sge red, next to
the logo at the top left of the screéndustry news omformation from the gateway may be
displayel on the right side of the screen.

The Merchant Listis automatically loaded and displayed; this list contains the naoesct
information and status of the merchants which the user has accésgytanerchants with a
status of Activécoloured in ble)can perfornpayment relatettansactions on thdy Gateway
Switch

Clicking on the logo at the top left of the screen will return the view to the top of the page.

Logout

Logout using the<Logout> button on the top right of the screetich will close theHome
screenclear any opeforms andistsand return the user to thegin page.

Edit User Settings

The currentuseb settingsare accessebly selecting thecUsername> at the top right of the
screento the left of the<Logout>button.l n t he exampl e bel ow t he us

Test Mode

Display and edit the current user settings.

Users can select this option to openHuit Current Useiform, where they can edit their user
settings including their contact details. Fields in grey cannot be edited and are supplied by the
MYGW-MA server.

Change User Password

Users can change their password atEde& Current Userform by clicking on the<Change
Password> icon, at the top right of the screen, shdvatow.

Change Password:
ange your password,
Ch ¥ !
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3.5. Selecting MYGW -MA Menu Options

TheMYGW-MA buttonoptions on thélome pageshown below, are used to load varitigts
- tables of information specific tmerchantsusers,clients reportsandtransactions which the
current user has access oo to open the transaction analysis form.

Merchants
Get the latest merchant data from the server.
Users
Clients

Transactions

Analysis

Reports

Users can load the variolists byclicking on therelevantbutton; the usecanalsoaccess the
same functions using the menu bar at the top of the pagexamplechoosing tie menu item
<(Re)Load Merchant List From Server> from the <Merchants> meny shown belowjs
similar to clicking the<Merchants> button shown above.

Merchants ~ Users~ Clients~ Transactions ~

(Re)Load Merchant List From Server
[ Get the latest merchant data from the server }

Refresh/Open Merchant List

Add New Merchant

View/Edit Merchant

This applies to all thists, which can be accessed usingspecific button or menu item

As all the data which is used to populatelisisis stored on thély Gatewayserver choosing
to load alist will result in the data for thest being loaded from the servérhis may takeip to
a minutedepending on traffic to the seryém the meantime atatus informatioriext boxis
displayed which is automatically closed oncertflevantlist is created.
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Users managéhe datain the Merchant,User, Client, Reportand Transaction Listghrough
various Formss described belaviNote that there may be multiplists andforms displayed
on the screen at any tipthere is no restriction on how malists and/oforms a user may load

simultaneously.

My GatewayMerchant Administration User Guider 2.0 072020 21



4. Managing Merchants

4.1. The Merchant List

The Merchant Listisplaysted et ai | s aérchantasstoredon théserverhis list

is automatically loaded from the server once the user logadronce the merchant data has
beenreceivedtheMerchantList is displayedThough tlis list is automatically loaded at login;
the user can reload it at any tirbg choosing theption <(Re)Load Merchant List From
Server> from the<Merchants>menu

Thislist includeshigh level details ohll the merchants which the user has access to in the form

of a5-columntable.Thelist can be mouse scrolled within the table or by using the scroll bar
on the right of the table.

Searching and Sorting the Merchant List

Users can search the contents of liseusing the<Merchant Search>box entering any
characters in the search box wilhange the contents of tierchantList to only show
merchant details which include the entered characters.

The Merchant List can be sorted by any of
for example selectingMerchant Name> from theheader will sort théist by merchant name

in ascendingr descendingrder(shown circled in red belowThe sort direction is shown by

an arrowto the right of the relevant column header and can be reversecckinglon that
header.

The<Merchant Search>box andmerchant detailare as shown below.

Merchant Search:

Merchant Name Business Name Business Contact Technical Contact

Click here to sort the merchant list L/
by Merchant Abbreviation.

The number of merchants which conform to the search criteria is displayed at thelbefttbdm
the MerchantList, as is the total number of merchants inliie

Printing or Saving the Merchant List

The MerchantList can be printed or downloaded using tigions on the bottom right of the
list. Choosing tle <Print Merchant List> optionwill result in apopup beng displayednd he
list canthenbe printed taany connected printer or downloaded and savedPd3Hile.
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Choosing the<Download Merchant List> option will result inthe merchant list being
downl oaded t o t la€ommsSeparated Values{@3V}fike which can be read
usingconmonapplicationssuch as Excel and madsixt editors.

Closing the Merchant List

Close theMerchantList by choosing theption atthe bottom right of thést, this option closes
the MerchantList; but does not deletbe merchant data loaded from theveerTo reload the
Merchant Llist using the last data downloaded from the server, chooseRR&esh/Open

Merchant List> option fran the<Merchants>menu, as shown.

Merchants -~

Refresh/Open Merchant List

| Refresh the locally stored merchant list h

This option does not reload any data from the semer MerchantList is recreated and
populated fronthe merchant details data stofesim the last load.
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4.2. The View/Edit Merchant Form

Clicking on any of the cells in thderchantList results in the full information for that merchant
being loaded from the server, after whichew/Edit Merchat Formis displayedThis form
can also be accesstrdm the<View/Edit Merchant> option on he <Merchants>meny as
shown.

Merchants -~

View/Edit Merchant

| Change an existing merchant's stored details

The View/Edit Merchantorm provides options to@essreview, changecopyanddelete a
me r ¢ h a n tinfboematsoroo thedyg Gatewayserver

All the fields on thform marked withess t ar &6* 6 ar e required field
changes to the server, these fields need to be complétedSelect Merchant>field allows

the user to select a specific merchant to view or Ady fieldswith a gey background cannot

be changed and the information in these fields is supplied by the server.

Copy Merchant Information

TheView/Edit Merchant Fornmcludesup to 4icons at the top righshown below ishe Copy
Merchant Informatiorcon.

¥

Copy merchant information to the "Add New Merchant' form
to create a new merchant with the same parent ID.

This option is usefulshould the user find it necessary to create a new merchiémt w
substantially the samdetailsas an existing mercharior example, a new merchant may be
similar toanexisting merchantout require a different presenting or settlet@irrency

Clicking on this icon results in most of the merchant defalduding brand fee details; but
not presenting currenciedeingcopied to a nevAdd New Merchant Forpdfrom where a new
merchant can be created based on the detied from the existing merchaiie Add New
Merchant Forms described below.
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Merchant Important Information

The View/Edit Merchant Formincludesup to 4icons at the top right, shown below is the
Merchantimportantinformationicon.

| Show the merchant's important information

Choosing this option will open dnformationmessage with details of thequiredinformation
a merchant needs klave to be able tprocess transactions through g Gatewaypayment
gateway.

This information includes th&lerchant Abbreviation (required forvarious API calls and
logging into the portal); th#erchant ID (used for payment processing), tMerchant API
Key andMerchant Key (used to access tiAePI calls).

Dele te Merchant

TheView/Edit Merchant Fornmcludesup to 4dicons at the top right, shown below is Delete
Merchanticon.

Delete the merchant

Users with the appropriate access privilegeg rights can use thigtion to delete the current
merchanfromthe server. Net t hat once a merchant is delete
details are no longeavailable,and no transactions can be per
details T h e me rinfdmaation vllsno longer be available in thielerchant List ando

manage a merchant with the same or similar detdllsrequire the user to create a new
merchant.

In many cases imay bepreferable to use theMerchant Status> field in the View/Edit

Merchant Fom to change the merchant statusTerminatedor Suspendedather than delete
the merchant entirely.

Promote Merchant

The View/Edit Merchant Formincludes up to 4 icons at the top right, shown below is the
PromoteMerchanticon.
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O

Promote merchant from the test to the production platform. ‘

Users with the gmropriate access privileges and rights can use this optmontaotethe current
merchant from theest platform to the production platforithis option is only available on the
testplatform andvhena merchant ipromoted if the merchans already live on the production
platform itsdetailswill be overwritten

To perform live transactions a merchant will requiratttheir information is loaded onto the
production platform and thigptionis the recommendeaaay to achieve that.

Closing the View/Edit Merchant Form

Clicking the<Cancel> button or pressing theEsc>key will close the form and delete any
changes thaser may have made to the merchant details.

Clicking the close form buttgreX> will close theform while maintaining any changes the user
may have made to the merchant information. Changed information will not be submitted to the
server for processingubwill be available to the user by loading Wiew/Edit Merchant Form

from the<View/Edit Merchant> option on the<Merchants>menu.

Clicking the<Save>button or pressing theEnter> key will result in theformé s dat a bei
checked for completeness arfdzomplete, thaipdatedmerchant information being sent to the

server forprocessing The wuser is informed of the resul
merchant details through eithei#arningmessage in case of failure, or Alert message in

case of a successful update.

My GatewayMerchant Administration User Guider 2.0 072020 26



4.3. The Add New Merchant Form

There are two ways taccess thédd New Merchant Fornby clicking theCopy Merchant
icon from the View/Edit Merchant Formas described abe or from the <Add New
Merchant> option on the<Merchants>menu, as showhelow. In the case of the former, the
newly created merchant witlormally have the same settlement, currency, namindpiind
parameters as the originavhile in the latter case a separate merchant will batedefrom
scratch.

Merchants =

Add New Merchant

Create a new merchant from scratch ‘

TheAdd NewMerchantForm providesthe user th capability to create a new merchant or suite
of merchantson theMy Gatewayserve. The form is made up of 4creensuse the<Back>
and<Next> buttonsto movebetweenrscreens

All the fields on thdormmar ked wi th a star 6*6 are requir
request to create the merchahese fields need to be completeldst of the fields on thiorm

are selfexplanatoryand all include context sensitivelpinformation it is important that the

fees, banking, contacand otherdetails arecorrectly entered athis information is used to
calculate feesndsettle fundsd the merchant.

Processing Fees

Processing feeshe percentage of each transaction withha$d service chargesan be
differentiated by payment brand or scheifteese feeare enteredn screer? of the form under
the headingProcessingService Fees By Payment Brarwel shown below.

Processing Service Fees By Payment Brand ( processing Fees: )

Select a payment brand/scheme to enter the specific service fees.
-UnionPay- -WeChat- '

The user may seleeny of thebrands/schemeshown inblue and mustselectat least one
payment brand to hayarocessing feesntered Clicking on ablue payment brandoads the
PaymenBrand Processing Fed2opup a fixed windowdisplayed in the middle of the screen.
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UnionPay

-

Processina Service Fee |Enter Fee (bps) -|
Processing Service Fee:
Expressed as a percentage of the transaction value, in bps (1/100 of 1%).

Currency Conversion Fee |[ENter Fee (bps)

Approved Transactions Only

e

The user can enter tierchant Discount Fe@MDF), Currency Conversion Fdé applicable)
andwhether the fees apply to all, mrapproved transactiormly.

Clicking the<Cancel>button or pressing theEsc>key will cleartheinput fields ofany data
enteredand close the window

Clicking the close popuputton<X> will close the window and pserve any user entered
information allowing the user toeturn aad complete the informatidirelds later.

Clicking the<Enter> button or pressing theEnter> key will check the information entered
for completeness and, if complete, accept the fees entered and close the window.

Presenting Currencies

International, multicurrencysupporting merchants may choosetesent payment transactions
to the My Gateway Switchin a variety of different currencie§he specific information
associated with each e¢ancy isentered on screen 3 of the form under the headihgrency
Fees & Information >, the header and fields required to create a presenting currerstyoare
below.

Currency Fees & Information

Presenting Currencies:
Choose and configure all the currencies supported by the merchant.

Presenting Currency Transaction Fee Gateway for Currency

-- Select Currency -- v Transaction Management Fee -- Select Gateway(s) -- v
Minimum Txn Amount Maximum Txn Amount Fixed Fee

Min Transaction Size Max Transaction Size Fixed Transaction Fee

Once the user has selecteduarency from the<PresentingCurrency> dropdown menu and
configured the currencyith the relevant currency information, that currency is added to the
list of currencies supported by that merch&iite extract below shows a merchant with three
currencies configuredUSD, HKD andSGD(circledin red)
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Curre es & Information
-USD- -HKD- -SGD-

Presenting Currency Transaction Fee Gateway for Currency

SGD v 1 Dynamic v
Minimum Txn Amount Maximum Txn Amount Fixed Fee

100 10000 1

To deletea currency from th@resentingCurrencies listload that currency in thePresenting
Currency> dropdown fieldand clear any of the othdields associated with that currency.

Closing and Submitting  the Add Merchant Form

Clicking the<Cancel>button or pressing theEsc>key at any of thet screensvill close the
form and delete anyformationthe user may haventeredn the Add New MrchantForm.

Clicking the close form buttonsX> at any of the 4 scres will close theform while
maintaining anyinformation the user may haventeredto createthe merchantEntered
information will not be submitted to the server for processing; but will be available to the user
by openingthe Add NewMerchant Formfrom the <Add New Merchant> option on the
<Merchants>menu.

Clicking the<Submit> button or pressing theEnter> key on page 4 of the forwill result in
thefoombs data being checked f or enteredmerehane nes s
information being sent to the server foerchant creatiarThe user is informed of the result of

t he s er v e créastheanterchanmhthrough edheMéarningmessage icase of failure,

or aninformationmessage in case of a succesatlditionsimilar toeither of the screershown

below.

The first screeifl) shows the response when a new merchant is crisatedscratchthe next
screen(2) shows the responsehen a n& merchant is created using ti€opy Merchant>
option.

Note that more than one merchant may have been created depending rarmtier of
presenting currencies selected duringAde New Merchanprocess.
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The merchant Test Merchant(AUD) has been created. You
have been allocated 1 MID[s], one for each currency
selected.

An email has been sent to test@merchtest.com with an
initial passwaord for the portal at portal.my-gateway.net. The
user name is: Admin, Merchant Abbreviation:
TestMerch(AUD). A password change will be forced at first
logon. Please be aware that the password email is auto-
generated from an email address which is not monitored.

Password policy: 1+ Number, 1+ Special Character, 1+
Uppercase Letter, 1+ Lowercase Letter and minimum 8
characters long.

The Initial password (delivered by email) will expire after 5
business days.

1. Responsewhen a new merchant is successfully created from scratch
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The merchant Test Merchant(USD) has been created. You
have been allocated 1 MID[s], one for each currency
selected.

Test Merchant(USD) has been added to the list of merchants
you have access to.

2. Response when a new merchant is created using the Copy Merchant option

I f the merchant is successfully created the
View/Edit Merchant Formand aMerchant Adminuseris createcht the server (see below for
more details on creating userghe required login details for thew user are emailed to the
userb6s email address and a padesthemenwdmechast.nge w

Thoughthe new merchant has been createdthechew merchargrofile stored at the server,
the user can change or deletes timformationat the displaye&iew/Edit Merchant Formif
required If no changes are required and the merchant e deleted, thierm can be closed
by clicking the close form buttorsX>, the<Cancel>button or by pressing theEsc>key.

Merchant Naming Convention

A merchant is createidr each Presenting Currenagidedand named/erchantName(CUR),
with a Merchant Abbreviation dflerchantAbbr(CUR), where CUR is the international ISO
currencycodefor theconfigured currencgnd MerchantNae and MerchantAbbr are the user
entered Merchant Name and Merchant Abbreviation respectively

Each of the created merchants is allocated their own usejueflmportantinformation(see

above undewiew/Edit MerchantForm) usedat login, for processing paymentt the My
Gateway Switctandfor accessing andsing theMy GatewayAPI.
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5. Managing Users

5.1. User Access Rights and Roles

Users of theMy Gateway Portahave differenprivileges on the portal depending on the rights
and the role allocated themat user creation.

Merchant User s

A Merchant User is able to login to thertal and view the merchaai¢tails using the Merchant
Management functions described ahoWMerchant Users can algmerform the majority of
Client and Transaction Managemé&mctionsdescribed belowHowever, Merchant Users are
not permitted toManage Wers (the functions described in this section}wmicreate new
merchants.

Merchant Users will only be presented with those options to which they are permitted access

however, bould a Merchant User attempt a functiimn which they do not have sufficien
access rights, Warningmessage will be displayed.

Admin Users

Admin Users generally have the capability to perform all the functamaslable to manage
merchants, userslients and transactions described in this docunitawever, these functions
are limited to managing thesers, clients and transactions associated with specifihare,c
notall the merchantenabled on th#ly Gatewayserver.

The merchants whican AdminUserhas rightdo managere those included in thderchant
List described above.

Admin Users will only be presented with those options to which they are permitted access;

however, should an Admin User attempt a function for which they do not hav@esuféiccess
rights, awarningmessage will be displayed.
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5.2. The User List

TheUserList displays the details of the usatlowed access to thmerchant datasstored on
the server. This list is loadé€dnd reloadediyom the serveeither using theUsers>button on
theportal home page or Iselecting theption<(Re)Load User List From Server> from the
<Users> menuas shown below

Users =

(Re)Load User List From Server
[ Get the latest user data from the server L
Refresh/Open User List

Add User

View/Edit User

Thislist includes high level details of all thuserswith access to theurrentmerchand datain
the form of a 4column tableThelist can be mouse scrolled within the table or by using the
scroll bar on the right of the table.

Searching and Sorting the User List

Users can search the contents ofligtausing the<User Search>box; entering any characters
in the search box will change the contents ofliserList to only showuserdetails which
include the entered characters.

The User List can be sorted by any of the ¢
example selgting <User Name>from the header will sort thiest by username in ascending

or descendingrder (shown circled in red belowllhe sort direction is shown by an arrow to

the right of the relevant column header and can be reversed by clicking on tleat head

The<User Search>box anduserdetails are as shown below.

User Search:

User Name Contact Information Merchant or Organisation Data Portal Role

Click here to sort the user list
‘ by User Name.

e —

The number otiserswhich conform to the search criteria is displayed at the bottom left of the
UserList, as is the total number asersan thelist.
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Printing or Saving the User List

The UserList can be printed or downloaded using the otiom the bottom right of thist.
Choosing the<Print User List> option will result in a popup being displayed andlisecan
then be printed to any connected printer amdloaded and saved a®P®Ffile.

Choosing the<Download User List> option will result in the list being downloaded to the

userd6s computer as a Comma Separated Values
applications such as Excel and most text eslito

Closing the User List

Close thdJserList by choosing the option at the bottom right of lisg this option closes the
UserList; but does not delete tlhwserdata loaded from the server. To reloaduiserList using
the last data downloaded fraime server, choose tké&efresh/OpenUser List> option from
the<Users> menu, as shown.

Users ~

Refresh/Open User List

| Refresh the locally stored user list l

This option does not reload any data from the server)fieeList is recreated and populated
from theuserdetails data stored from the last load.

My GatewayMerchant Administration User Guider 2.0 072020 34



5.3. The View/Edit User Form

Clicking on any of the cells in thdserList results in the full information for thaiserbeing
displayed inthe View/EditUsersForm. Thisform can also be accessed from #é@ew/Edit
User> option on the<Users> menu, as shown.

Users ~ Clients~ Transactions ~

View/Edit User

| Change an existing user's stored details

TheView/EditUser Form provides options toa@essreview, change and deleteias estoted
information on theMy Gatewayserver.

All the fields on thdormmar ked wi th a star 6*6 are requir
changes to the server, these fields need to be compldteetUser Name> field allows the

user to select a specificserto view or edit. Any fields with a grey background cannot be
changed and the information in these fields is supplied by the server.

Delete User

TheView/EditUserFormincludesanicon at the top righthe DeleteUsericon,shown below.

Delete User:

Deletes the user, once confirmed this operation cannot be undone,

Users with the appropriate access privileges and rights can use this option to dekdexthd
userfrom the server. Note that oncaiseris deleted from the server, thes e detdils are no
longer available, anthe user wilno longer have access to w@min portal To allow the user
to access thportalagaina new user will need to be created

Closing the View/Edit User Form

Clicking the<Cancel>button or pressing theEsc>key will close the form and delete any
changs the user may have madetoshe | ect edaailsuser 6s
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Clicking the close form buttorsX> will close theform while maintaining any changes the user
may have made to treelecteds s einfarnsation. Changed information will not be submitted
to the serer for processing; but will be available to the user by loadingvtee/Edit User
Formfrom the<View/Edit User> option on the<Users> menu.

Clicking the<Save>button or pressing theEnter> key will result in theform6 s dat a be
checked forcompleteness and, if complete, tippdateduserinformation being sent to the
server. The wuser is informed of tubeedetaile s ul t
through either &/arningmessage in case of failure, orAert message in case afsuccessful

update.
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5.4. The Add New User Form

New users are adddyy selectinghe<Add User> option on the<Users> menu, as shown.

Users ~

Add User

| Create a new user from scratch

The Create Uset-orm provides the user the capability adda newuseron theMy Gateway
serverIl n addition to t mameas asedllB (usedforioggng intaltket a i |
portal) heforma | | ows t he user AcaessRights& Rdledesdniteedab@e/ev u s er

All the fields on thédormmar ked wi th a star 6*6 are requir
request to create theser these fields need to be completed. Most of the fields ofothreare
selfexplanatory and all include context sensitive help inforomatit is important that the

<User Role>field is correctly completed to avoigrovidinginappropriaterivileges to users

Closing and Submitting the Add User Form

Clicking the<Cancel> button or pressing theEsc>key will close the form and deleteyan
information the user may have entered toGheate UselForm.

Clicking the close form buttorX> will close theform while retaining any informationvhich
may havébeerentered to create thuser Entered information will not be submitted to the server
for processing; but will be available to the usesbiectinghe Create UselForm option from
the<Add User> option on thecUsers> menu.

Clicking the<Save>button or pressing theEnter> key will result in theformé s dat a bei
checked for completeness and, if complete, the enteeduselinformation being sent to the

server foprocessing The wuser is informed of theseresul'tt
through either &Varningmessage in case of failure, or &fformationmessage in case of a
successful update similar to the one shown below.
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Create User - JTest

Hello,

An email has been sent to jtest@sstest_3.com with an initial
password for the portal at portal.my-gateway.net. The user
name is: JamesTest, Merchant Abbreviation: sstest3(EUR).
A password change will be forced at first logon. Please be
aware that the password email is auto-generated from an
email address which is not monitored.

Password policy: 1+ Number, 1+ Special Character, 1+
Uppercase Letter, 1+ Lowercase Letter and minimum 8
characters long.

The Initial password (delivered by email) will expire after 5
business days.

If the useris successfully created tmee w  udetails é@resdisplayed to the user in tew
User 6 s Fdne Tharequieedlogi det ails for the new user al
address and a password change will be required at first logi

Though the newiserhas been created and the neserprofile stored at the server, the user
detailscan changeor deletelfromtheNe w Us e r &xmifDeguiredi Ifing changes are

required and theseris not to be deleted, tiferm can be closed by clicking the close form
button,<X>, the<Cancel>button or by pressing theEsc>key.
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6. Managing Clients

6.1. The Client Acco unt Management System

The MYGW Client Account Management System is designed for mercrardsprocessors
who need to manage an -going relationship wit their clients While merchantsand
processorsnay provide &lientaccountmanagement system hosted on their own sertless;
system provides this service, freeing merchamisd processorfrom the need to manage
sensitiveclientdata.

Merchan$ and processarare providedavith a database hosted on & GW platform.Client
information is stored on tHdYGW database and accessedthia portal.
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6.2. The Client List

The Client List displays the details of thelientsloadedin the client database management
systemstored on the servéor the current merchanthislist is loaded (and reloaded) from the
server either using theClients> button on the portal home page or by selecting the option
<(Re)LoadClient List From Server> from the<Clients> menuas shown below.

Clients =

(Re)Load Client List From Server

‘ Get the latest client data from the server

Thislist includes high level details of all tkee r ¢ h #entsirbtise foom of &-column table.
The list can bemouse scrolled within the table by using the scroll bar on theght of the
table

Searching and Sorting the Client List

Users can search thertents of théist using the<Client Search>box; entering any characters
in the search box will change the contents of@fient List to only showclient details which
include the entered characters.

The Client List can be sorted by any of the
example selectingClient ID > from the header will sort thiest by client ID in ascendingr
descendingrder (shown circled in red belowjhe sort direction ishown by an arrow to the

right of the relevant column header and can be reversed by clicking on that header.

The<Client Search>box andclient details are as shown below.

Client Search:

Merchant Name Client Name Client Mobile Client Email

The number o€lientswhich conform to the search criteria is displayed atibttom left of the
ClientList, as is the total number ofientsin thelist.
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Printing or Saving the Client List

TheClient List can be printed or downloaded using the oggtimm the bottom right of thkst.
Choosing the<Print Client List> option will result in a popup being displayed and the list can
then be printed to any connected printer or downloaded and sav&D&<ike.

Choosing the<Download Client List> option will result in the list being downloaded to the

userd6s computer as a Comma Separated Values
applications such as Excel and most text editors.

Closing the Client List

Close theClient List by choosing theption at the bottom right of tHist, this option closes the
Client List; but does not delete tloient data loaded from the server. To reload@hient List
using the last data downloaded from the server, choos&igfeesh/OpenClient List> option
fromthe<Clients> menu, as shown.

Clients =

Refresh/Open Client List

Refresh the locally stored client list

This option does not reload any data from the serveliratList is recreated and populated
from theclient details data stored from the last load.
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6.3. The View/Edit Client Form

Clicking on any of the cells in th@lient List results in the full information for thatientbeing
displayed in th&/iew/EditClient Form. Thisform can also be accessed from théew/Edit
Client> option on the<Clients> menu, as shown.

Clients =

View/Edit Client

‘ Change an existing client's stored details ‘

The View/Edit Client Form provides options to aessreview, change and deletecal i ent 6 s
stored information on thiely Gatewayserver.

All the fields on thdormmar ked wi t h a st ar béférédsubmittieganye qui r
changes to the server, these fields need to be compléiedClient ID > field allows the user

to select a specificlientto view or edit. Any fields with a grey background cannot be changed

and the information in these fields igpglied by the server.

Delete Client

The View/Edit ClientForm includes an icon at the top right, tBelete Client icon, shown
below.

Delete Client:
Deletes the client, once confirmed this operation cannot be undone.

Users with the appropriate access privileges and rights can use this option to delete the selected
clientfrom the server. Note that oncel@éntis deleted from the server, thel | elatailstase
no longer available, and tleel i e n t @il no tbegerbeidispkyed orthe admin portal.

In somecasesjt may be preferable to use th&lacklist> checkbox in the/iew/EditClient

Form to change the client status f&lacklisted rather than delatg the client entirely.
Blacklisting a client results ithat client being unable fwerform payment related transactions

at their merchant until this restriction is removed h owe v er , the clientos
on the server.
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Client Address Entry

The Client Addresss entered as a seriese®fe par at e fi el ds broken
component partg.g.StreetNumber, Street Name, State etCheseaddress fieldare entered
by clicking the Client Addressabel shown below

Client Address*> Click on the <Client Address> label to view and edit the client address

2Nt Address:
Click here to enter the full address of the client, used in any future correspondence

Clicking onthe Client Addressabelloads theClient Address Formma fixed window displayed
in the middle of the screen.

Client Address X

Number Number of residence, house or apartment
Street Name |Name of street

Street Suffix Suffix (Road, Street, Avenue, Close etc)

City State

Name of city or town Name of state or region
Postcode Country

Domestic postal or ZIP code Name of country or territory

The user can entdine client address fields which are relevant to the clieate that the client
address is not mandatory client data.

Clicking the close popup buttonX> will close the window and preserve any user entered
information, allowing the user to return and completeatiidresgields later.

Clicking the<Enter> button or pressing theEnter> key will accept theaddressentered and
close the window.
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Closing the View/Edit Client Form

Clicking the<Cancel>button or pressing theEsc>key will close the form and delete any
changes the user may have made to the selected eletailsd s

Clicking the close form buttorsX> will close theform while maintaining any changes the user
may have made to the selectedl i enformatisn. Changed information will not be submitted
to the server for processing; but will be available to the user by loadingdiEdit Client
Formfrom the<View/Edit Client> option on the<Clients> menu.

Clicking the<Save>button or pressing theEnter> key will result intheformé s dat a bei
checked for completeness and, if complete, the upddieat information being sent to the
server . The user is informed of tliBnédetaile s ul t
through either &/arningmessage in case of failure, orAert message in case of a successful
update.
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6.4. The Add New Client Form

New clientsare added by selecting thddd Client> option on the<Clients> menu, as shown.

Clients =

Add Client

Create a new client from scratch

TheCreateClient Form provides the user the capability to add a méentto theMy Gateway
server. In addition to the | i eontadh details, name and user, tbe form allows users to
enter the details of up to 3 payment catdedio expedite payment procesgi

The client address entered using the same process as described above YoewiEdit Client
Form.

All the fields on thdormmar ked wi th a star 6*6 are requir
request to create tlodient, these fields need to be completed. Most effiblds on théorm are
selfexplanatory and all include context sensitive help informatiote that the Client Address

field camotbedirectly editedas this information is enteréal the Client Addrespopup form

Closing and Submitting the Add Client Form

Clicking the<Cancel>button or pressing theEsc>key will close the form and delete any
information the user may have entenedhe CreateClient Form.

Clicking the close form buttorX> will close theform while retaining any information which
may have been enterbg the user. Entered information will not be submitted to the server for
processing; but will be available to the userdpgningthe CreateClients Form option from
the<Add Client> option on the<Clients> menu.

Clicking the<Save>button or pressing theEnter> key will result in theformé s dat a bei
checked for completeness and, if complete, theargerednformation being sent to the server

for processing. The wuser is informedlendof t he
through either &Varningmessage in case of failure, or laformationmessage in case of a
successful update similar tcetione shown below.
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Client Created - TestClient

Hello,

A new Client has been created and allocated Gateway ID :
754f3e94-b1ff-4a3d-bfc7-8109d121966b

Merchant Name: SSTest_3(EUR)

Merchant ID: a780e849-bbca-455a-b9f5-d636edf8f6eb
Client Name : TestClient

Client ID : TClient

Client Mobile : 0000-1111

Client Email : tclient@sstest_3.com

Contact support@my-gateway.net if you have any
questions.

If the clientis successfully created the new | aletailstase displayed to the user in v
Cl i eDetailéForm. The Gateway ID is a unique token whiglty Gateway Switcluses to
identify the client in its systems.

Though the newlienthas been created and the reintprofile stored at the server, thigent
details carbechanged or deleted from theewC | i eDetailFormif required. If no changes
are required and thetientis not to be deleted, thierm can be closed by clicking the close form
button,<X>, the<Cancel>button or by pressing theEsc>key.

My GatewayMerchant Administration User Guider 2.0 072020 46



7. Managing Transactions

7.1. The Transaction List

The TransactionList displaysan overview of the transactions performed by tmerchants
loadedover the latestransaction cyclegenerallybetween 5 and 10 dayshis list is loaded
(and reloaded) from the server either using<hn sactions> button on the portal home page
or by selecting the optiork(Re)Load Transaction List From Server> from the
<Transactions> menuas shown below.

Transactions v

(Re)Load Transaction List From Server
Get the latest transaction data from the server.

Refresh/Open Transaction List

Transaction Search

Analyse Transaction Data

Thislisti ncl udes hi gh | evel trahgattioaninlthe formof &Bacoblumnt h e
table. Thdist can be mouse scrolled within the table or by using the scroll bar on the right of
the table.

Sorting and Searching the Transaction List

Users can sech the contents of thigst using the<Order # Search> box; entering any
characters in the search box will change the contents of rdresactionList to only show
transaction details which include the entered characters #Qtder #> field.

TheTransactioLi st can be sorted by any of the col

for example selectingMerchant> from the header will sort thist by merchant naméen
ascendingr descendingrder (shown circled in red belowihe sort directions shown by an

arrow to the right of the relevant column header and can be reversed by clicking on that header.

mé

u

Thelistcanbes ear ched depending on the useirSéaschr equi

Transaction List

TheTransaction List header acdlumnsare as shown below.

Date & Time Client ID Result

‘ by Merchant Name,
SapRL

Duplicate order

2019-05-20-02: WechatPay 000000 Client0 CNY6000 11
number
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The number ofransactionsvhich conform to the search criteria is displayed at the bottom left
of theTransactiorlist, as is the total number thnsactionsn thelist.

Printing or Savingt he Transaction List

TheTransactiorList can be printed or downloaded using the otmmthe bottom right of the
list. Choosing th&Print Transaction List> option will result in a popup being displayed and
the list can then be printed to any connegtiedter or downloaded and saved d@dfile.

Choosing thecDownload Transaction List> option will result in the list being downloaded to

the userdés computer as a Comma Separated Val
applications such as Excahd most text editors.

Closing the Trans action List

Close theTransactiorList by choosing the option at the bottom right of lisg this option
closes théransactiorlist; but does not delete tieansactiordata loaded from the server. To
reload tke TransactionList using the last data downloaded from the server, choose the
<RefreshlOpen Transaction List> option fromthe< Transactions> menu, as shown.

Transactions

Refresh/Open Transaction List
Refresh the locally stored transaction list.

This option does not reload any data from the serverTthasactionList is recreated and
populated from th&ansactiordetails data stored from the last load.

Displaying Transaction Totals

Transaction totals for theurrently displayed Transactidnst, i.e. those transactions currently
displayed in théist, can beequested using thelransaction Currencies>menu at the bottom
left of thelist. This dropdown menaontains a list of currencies representing thurrencies
whichare present in the cemt Transaction ListChoosing a currency from this medisplays
the number oftransactionsand the total value of transactions performed in that curreasxy
shown below.

Transaction Currencies
EUR v Total 173 EUR Transaction(s) With Volume of EUR881,500
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7.2. The Transaction Search Parameters Form

Clicking on any of the cells in th€ransactionList, except for cells in the Order # column,
results inthe Transaction Search Parasters Formbeing displayedThis form can also be
accessed from theTransaction Search> option on the<Transactions> menu,as shown.

Transactions =

Transaction Search

Search the transaction list based on transaction data.

The Transaction Search Parameters Fopmovides options t@earch the current Transaction
List and create &customised Transaction Lédtased on the search parders selected by the

user.

Thesearch criteria or parametevhich a user can select to refine or customise the Transaction
List are

T

Merchantsi a dropdowrlist; if a merchant name selected from the list aivailable
merchantsn the dropdown listpnly thatme r ¢ h ant & s wiltbe digplayadcirt i on s
thecustomised Transaction List

Client ID - if a client ID is entered in this field onlyahc | i ent 6 s transact
displayed in the customised Transaction List

Responsd a dropdowrlist; if a specific transaction response is chosen fromishe

only transactions with this response will be displayed in the customised Transaction List
Currency 1T a dropdowrlist; if a specificcurrencyis chosen from thést of available
currencies only transactions with #t currencywill be displayed in the customised
Transaction List

Start Date andEnd Date’i date fieldsjf specific dates arenteredn thesefields only
transactionsperformed between those datedll be displayed in the customised
Transaction List

Transaction Type1 a dropdowrlist; if a specific transactiotypeis chosen from the

list, only transactionsf thattypewill be displayed in the customised Transaction List
Payment Type- a dropdowrlist; if a specific payment type (payment brand) is chosen

from thelist, only transactions of #tpayment brand will be displayed in the customised
Transaction List
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1 Amount Low and Amount High i amount fields; if specific amounts are entered in
these fields only transactions with values between these amounts will be displayed in
the customised Transamt List

Populating the Transaction Search Form

Once thelransaction SearcRarameters Fornhas been loadedt can bepopulateceither by
entering the required data into the fields manually osdlecting(clicking on) cells in the
Transaction ListThe latter is the more efficiemtay in which to populate the fields in thigm
andis shown below

Merchant | Action Date & Time Type Order # Client ID Amount Result Response

FX Central Clearing Payment 2020-05-12 12:58 UnionPay 20200512155852 @ USD50.00 0 Successfully
Ltd(USD) completed
ch Pgrameters

Transaction Sear X
FX CELmr‘aI Clearing Payment EEszuI[I]\.,
e Merchani Name _ | Test Merchant v plete
FX Centrjl Clearing Client ID Cue611 sssfully
| Payment
Ltd(psD) Response All pleted
Currency All v
FX Centrjl Clearing payment zssfully
Ltd(PSD) : pleted
Start Date End Date
FX Centrjl Clearing | dd/mm/yyyy dd/mm/yyyy assfully
Ltdipso) Payment pleted
Transaction Type Payment Type
FX Centrfl Clearing zssfully
Ltd(so) ey ayment v Al pleted
X Amount Low Amount High
FX Centrjl Clearing @ sssfully
Ltd(psD) 0.00 0.00 pleted
. P . ., essfully
Test Merchant Payment Refresh Transaction List
pleted
Showing 26 transactions (filtered from 214 total transactions) Download Transaction List Print Transaction List Close Transaction List

Transaction Currencies
- Select Currency — *

In the example above, with ti@m openthe user has clicked on a merch@fiest Merchari

in this case)n the Transaction Liswvhich results in theMerchant Name>field in theform

being autepopulated with the merchtmame selectedSimilarly, the <Client ID> and
<Transaction Type>fields have been awjgopulated byselecting the relevant cells in thst.

This form is 6 d g a ¢ byetlde header bar and so can be moved to allow access to the
Transaction List cells if required.

Note that not all fields need to be completed to perform a transaction search.

At the bottom righof this form, <Refresh Txn List>is usedclear all thdorm fieldsandreload
the Transaction List using the last data downloaded from the seitheut closing théorm.
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Closing the Transaction Search form

Clicking the close form buttorsX> will close theform while maintaining the data esredin
the search fields byNo searclhswill be performed on the Transaction Lestdany data entered
will be available to the usevhen theform is reloaded

Clicking the<Search> button or pressing theEnter> key will resultin theform being closed
anda search being performed theTransactiorListu s i n g tdesged pasameterssd a
customised ransactiorList being displayedClearing a field before the search will remove that
parameter from the search.

Subsequent requestspont or save thést, or for transaction currency totals will be performed
on the custonsed Transaction List rather than the original list loadenh filoe server.

Choosing thecRefreshlOpen Transaction List> option fromthe < Transactions>menu will

clear the customisdi$t and reload the Transaction Ligith last received transaction data from
the server.
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7.3. The Transaction Details Form

Clicking onany of the cells in theOrder #> column of theTransaction List results in the
TransactionDetails Form being displayed. This the only way to access this farm

TheTransaction Forms an information form which provides more degdinformation on the
transaction selectedVhile theform has a number d¢ébels and fields, the user is not required
to enter any data at this forrall the fieldsprovide additionatransaction information and are
6read onlyd and cannot be changed.

While theform is open (loadedklicking on any cell in the<Order #> columm of the
Transaction Listesults in théransaction details for that order being loaded from the server and
displayed in thdorm, overwriting any data in thieformation fields.The TransactionDetails

Formi s &6édraggabl ed by the header bar and so
List <Order #> cells if required.

The Transaction Details List Window

The My Gatewayserver maintains a ricket of data for each transactiahich may be useful
for users or merchant operatiosgff to more thoroughly analyse particular traactions.
Clicking on the<All Transaction Details> optionfield, shown belowor pressing theEnter>
keyin the TransactionDetails Form providesthe user with that information.

All Transaction Details
‘ Click here to show complete transaction details. ‘

Selecting this option results in a new winddive Transaction Details List Windgwbeing
opened. This window consists of the transaction details lisg@u2nn table Wwich contains
more information on the selected transaction stored ons#rger.The information in this
window isin the following sectins

1 Transaction Detailsi all the information relevant to the transaction includangount,
currency, response etc

1 Merchant Detailsi all the information stored at the server relevant to the merchant at
which this transaction wagtempted

1 Client Details i the data stored at the server relevant to the user who performed the
transaction

1 Financial Detailsi information related to the fegshargesand settlement arrangements
for the transaction

1 Gateway Detailsi informationregarding anyhird-partygateways who may have been
involved inprocessing the transaction

9 Other Detailsi any other relevant information related to trensaction.

Navigate to the top of this window by clicking on the logo at the top left of the page
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The Transaction Details Listan be printed or downloaded and saved BBE file using the
<Print/Save Transaction Details>option at the top right of th@indow.

The Transaction Details List Windowan be closed bghoosing the<Close Transaction
Details List> option or by closing therowsertab or windowin the usual way. When closed
theuser is returned to the main porsareen and th€ransactionDetails Form.

Closing the Transaction Details Form

Clicking the close form buttorsX>, selecting thecClose>button or pressing theEsc>key
will close theform and cleathe datalisplayed in the information field3heform can only be
(re)loaded by selecting axOrder #> cell from the Transaction List.
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7.4. The Transaction Data Analysis Form

Clicking on the<Analysis> button at the top of the screen results in Tn@nsactionData
AnalysisFormbeing displayed. Thirm can also be accessed from ¢#fmalyse Transaction
Data> option on the<Transactions> menu, as shown.

Transactions -

Analyse Transaction Data
Analyse transaction data and display data in graphical form.

The TransactionData Analysis Form provides options to analyse and compare merchant
transactions.

The Transaction Data Analysis Form Options

This form includes the ability to display the transaction data in graphicalifdha type of
graph or chart is chosen using the dropdown me@hart Type> which provides a range of
different line, bar and pie charts.

The data to analyse is chosen using the dropdelata> and allows the user the option to
choose a variety of parameters, for example to analyse the transaction data by aaie, vol
response etc.

The <Measure By>dropdown indicates whether the transaction data should be analysed by
number of transacti@or volume.

Selecting the<Submit> button results in a new window being opened, in which the relevant
chart is displayed repsenting the data and measure chosen. The transaction data is also
displayed in a table at the bottom left of the window.

The data displayed can be printed or downloaded and sav&Désfae using the<Print/Save
Transaction Analysis> and can be closeby choosing th&Close TransactionAnalysis >

option or by closing the browser window in the usual way. When closed the user is returned to
the main portal screen and theansactionData AnalysisForm.

Closing the Transaction Data Analysis Form

Clicking the close form buttorsX> or pressing the<Esc> key will close theform; the
selections in the dropdown menus will not be cleared and will be available to the user when the
form is next loaded.
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8. Managing Reports

8.1. The Report List

TheReportList displays the details of threportsstoredin theMy Gatewayserverdatabase for
the current merchaf#). This list is loaded (and reloaded) from the server eitiserg the
<Reports> button on the portal home page or by selecting the opt{iBe)Load Report List
From Server> from the<Reports> menuas shown below.

Reports =

(Re)Load Report List From Server
‘ Get the list of available reports from the server.

Refresh/Upen Report List

Upload gateway files

Thislisti ncl udes hi gh | ev el repodsnthe form of edfcoluenh thblet h e me
Thelist can be mouse scrolled within the table or by using the scroll bar on the right of the
table.

Searching and Sorting the Report List

Users can search thertents of th&keportList using the<Report Search>box; entering any
characters in the search box will change the contents dRepertList to only showreport
details which include the entered characters.

TheReportList can be sorted by anyofthe¢ umns by cl i cking on that
example selectingckReport Name> from the header will sort théist by report namen

ascending or descending order (shown circled in red below). The sort direction is shown by an
arrow to the right of the relant column header and can be reversed by clicking on that header.

The<Report Search>box andreportdetails are as shown below.

Report Search:

by Report Name.

The number ofeportswhich conform to the search criteria is displayed at the bottom left of
theReportList, as is lhe total number afeportsin thelist.
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Closing the Report List

Close theReportList by choosing the option at the bottom right of lisg this option closes
the ReportList; but does not delete thiata loaded from the server. To reload fteportList
using the last data downloaded from the server, chooseRb&eshlOpen Report List>
option fromthe< Reports> menu, as shown.

Refresh/Open Report List

‘ Refresh the locally stored report list.

This option does not reload any data from the serveRépertList is recreated and populated
from the data stored from the last load.
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8.2. Downloading Reports

Clicking on any of the cells in thReportList results in theelevantreportbeing downloaded
to the userds computer. This is the only wa
reports are downloaded one at a time.
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8.3. Uploading Files

Reports and other files can be uploaded to the server usingphead Gateway File$ option
from the Reports> menu, as shown.

Upload gateway files

Upload files to the server.

Choosing this option results standardChoose Filedialog box beinglisplayed. The user can
choose any number of files from this hafter whicha Confirm Box is presented requesting
the user confirm the files to lploaded to the server.

Depending on the size and number of files to be uploadedjtloadmay takesome time to
completeThe user is informed of the result of t
through either &Varningmessage in case @dilure, or aninformation message in case of a
successfulipload

My GatewayMerchant Administration User Guider 2.0 072020 58



9. Administration Functions

Users with theappropriatdevel of access rightsanuse the portal admin functions from the
<Admin> menu option. Tase optionprovidemerchantsettlement and balance management
functions as well as the ability to manage resellers

9.1. Settlement and Balance Management

The portal offers 8unctions to manage the merchant balastoesd at the gateway serwvdmich
can be accessed from th&dmin> meny as shown below.

Admin~
Manually perform merchant financial functions.
The merchant
settlement and
balance
management
functions
Adjustment

Clicking on the Adjustment> option results in thAdjust Merchant TotalSormbeing loaded.
This function allows the user to adjust a merchant balance if required.

All the fields on thdorm marked withatsar 6* 6 are required fields
request to action the adjustment, these fields need to be completed. Most of the fields on the
form are selexplanatory and all include context sensitive help information; notérttaitier

toreduce mer chant s bal ance enter Hhe amount pr

Closing and Submitting the Adjust Merchant Totals Form

Clicking the<Cancel>button or pressing theEsc>key will close the form and delete any
information the user may have entered toAdgist Merchant TotalBorm.

Clicking the close form buttorsX> will close theform while retaining any information which
may have been entered by the user. Enteredniaton will not be submitted to the server for
processing; but will be available to the user by reopeningdngst Merchant Totalsorm.

Clicking the<Submit> button or pressing theEnter> key will resultinthdormd s dat a b e
checked for complet@&ss and, if complete, the user entered information being sent to the server
for processing. The user is informed of the
adjustment through eithendarningmessage in case of failure, or laformationmessage in

case of a successful adjustment.
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Deposit

Clicking on the eposit> option results in thBrocesdMerchantDepositFormbeing loaded.
This function allows the user to add funds to a merchant balance if required.

All the fields on thdormmar ked wi th a star o6*06 are requir
request to action the deposit, these fields need to be completed. Most of the fields on the form
are selfexplanatory and all include context sensitive helprimiation.

Closing and Submitting the Process Merchant Deposit Form

Clicking the<Cancel> button or pressing theEsc>key will close the form and delete any
information the user may have entered toRhecesdVlerchantDepositForm.

Clicking the closedrm button<X> will close theform while retaining any information which
may have been entered by the user. Entered information will not be submitted to the server for
processing; but will be available to the user by reopeningtbeesdMerchantDepositForm.

Clicking the<Submit> button or pressing theEnter> key will resultinth6or més dat a be
checked for completeness and, if complete, the user entered information being sent to the server
for processing. The user is infor mendrchanf t he
deposit through either\Warningmessage in case of failure, orlaformationmessage in case

of a successfukithdrawal

Withdrawal

Clicking on the ®Vithdrawal > option results in thBrocesdMerchantWithdrawalFormbeing
loaded. This functio allows the user treducea merchant balance if required.

All the fields on thdormmar ked wi th a star 6*06 are requir
request to action theithdrawal these fields need to be completed. Most of the fields on the
form are selexplanatory and all include context sensitive help information.

Closing and Submitting the Process Merchant Withdrawal Form

Clicking the<Cancel>button or pressing theEsc>key will close the form and delete any
information the user may haeatered to th€rocesaMerchantWithdrawalForm.

Clicking the close form buttorsX> will close theform while retaining any information which

may have been entered by the user. Entered information will not be submitted to the server for
processing; but will be available to the user by reopenindg’tbeessMerchantWithdrawal

Form.

Clicking the<Submit> button or pressing theEnter> key will resultinthdor més dat a be
checked for completeness and, if complete, the user entered information being sent to the server
for processing. The wuser is infor heemrcharft t he
withdrawalthrough either &/arningmessage in case of failure, orlaformationmessage in

case of a successfwithdrawal
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9.2. Managing Resellers

Merchantsthird party processors and acquineray employResellers, and the portal provides
the ability to manageesellers through theAdmin> menu, as shown.

Admin ~

Manually perform merchant financial functions.

The Reseller
management
functions

View/Edit Reseller Details

The View/Edit ResellersForm is accessed from theView/Edit Resellers option on the

<Admin> menu, as showabove

TheView/EditResellers~ormprovides options toaessreview, change and deleteae s el | er 6 s
stored information on thiely Gatewayserver.

All the fields on thdorm marked withest ar 6* 6 are required field
changes to the server, these fields need to be compléiedResellerName> field allows the

user to select a specifiesellerto view or edit. Any fields with a grey background cannot be
changed and the information in these fields is supplied by the server.

Delete Reseller

TheView/EditResellers~ormincludes an icon at the top right, theleteResellelicon, shown
below.

Delete Reseller:
Deletes the reseller, once confirmed this operation cannot be undone.

Users with the appropriate access privileges and rights can use this option to delete the selected
resellerfrom the server. Note that onceeselleris deleted from the server, thee s e tletaibsr 6 s
are no longer available
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Copy Reseller Informat ion

The View/EditResellerForm includes a CopyResellernformationicon at the top right of the
form, shown below

&

¢
Copy reseller information to the "Add New Reseller’ form
to create a new reseller with similar details.

)
i

This option is useful should the user find it necessary to create @eselerwith substantially
the same details as an existiegeller

Clicking on this icon results iresellerdetailsbeing copied to a nedd NewResellefForm,
from where a newesellercan be created based on the details copied from the exissieler
The Add NewReselleFormis described below.

Closing the View/Edit Reseller Form

Clicking the<Cancel>button or pressing theEsc>key will close the form and delete any
changes the user may have made to the selectéed e tletaiésr 0 s

Clicking the close form buttor,X> will close theform while maintaining any changes the user
may have made to the selectede s e linforenatibns Changed information will not be
submitted to the server for processing; but will be available to the user by loadifiguiiEdit
Resellef-orm from the<View/Edit Reseller option on the<Admin> menu.

Clicking the<Save>button or pressing theEnter> key will resultinthefor més dat a be
checked for completeness and, if complete, the updessdlerinformation being sent to the
server. The wuser is informed of reskllerdetalss ul t ¢
through either &varning message in case of failure, orAert message in case of a successful

update.

The Create Reseller Form

New resellersare added by selecting tkddd Reseller option on the<Admin> menu, as
shownabove

The Create ResellerForm provides the user the capability to add a nmesellerto the My
Gatewayserver. In addition to the e s e cohntact detsils, théorm allows users to enter
commercial inbrmation for the reseller

All the fieldsonthdor m mar ked with a star 6*6 are requ

request to create theseller these fields need to be completed. Most of the fields ofothe
are selfexplanatory and all include context sensitive hefprmation
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Closing and Submitting the Create Reseller Form

Clicking the<Cancel>button or pressing theEsc>key will close the form and delete any
information the user may have entered toGheateResellef~orm.

Clicking the close form buttorX> will close theform while retaining any information which

may have been entered by the user. Entered information will not be submitted to the server for
processing; but will be available to the user by openin@tieateResellef-orm option from
the<Add Reseller optionon the<Admin> menu.

Clicking the<Save>button or pressing theEnter> key will result inthefor més dat a be
checked for completeness and, if complete, the user entered information being sent to the server
for processing. The user is infformedofthe sul t of t he ser veseledbs att
through either &Varningmessage in case of failure, or lmformationmessage in case of a
successful update.

Though the newesellerhas been created and the nesellerprofile stored at the seryehe
resellerdetails can be changed or deleted fromNe&R e s e IDkta&lsForm if required. If
no changes are required and tesellens not to be deleted, therm can be closed by clicking
the close form buttorsX>, the<Cancel>button or by pessing the<Esc>key.
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10. Documentation

TheMy Gateway Portgbrovides access to the documentatiauned for a merchanacquirer,
processor or reseller get started with thplatform. This information is available from the
<Documentation>meny choosing an option from this meresults in the relevant document
being loaded into a new browser tab or window from where it can be downloaded and saved in
PDFformat.

The documentation currently available includes

1 My Gateway Onboarding Guide-s er ves as a 6getting star:t
checkilist of actions, to ensure that new users of the gatewaplareo most efficiently
implement and begin using the platform

1 My Gateway Portal User Guidei this document

1 My Gateway Product Services Guidei providesthe API and other technical
information requiredo connect to the gateway

1 My Gateway Using UnionPay Guide i provides themerchants and their customers
detailedFAQs on using their cards at the merchant site.
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11. Help

Context sensitive help is available by hovering over most butto@syu items and objects on
this portal. Online, searchablehelp and documentation is availeblrom the <Online
Documentation>option,under the €elp> menu

The best information on usingpe My Gateway Portais available in this guide anid is
suggested that users read this document in conjunctiorusiitgthe portal.

Users can click on theContact Us>option under th&Help> menuto automaticallygenerate
an email fromheir preferredemailaddress tehe portal support team. The emadildy should
include the useros

Merchant Namas registered wittMy Gateway
User Namas registered wittMy Gateway

Email Address

An alternative contaanethod fnessengeor phone)
Description of thesupportrequired

= =4 =4 4 A

Depending orthe ®verity of theissue, he usemay be allocated a suppoticket and My
Gatewaywill attempt toresolveany problem or provide any information as soon as practical.
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