Best Laid Plans
In Recovery
Program
Delivery

By JEFF GARRISON

hoot for the stars. Aim for the
moon. Settle for lift off. This chain
of events is all too common when
it comes to delivery of an organi-
zation’s business continuity and
disaster recovery (BC/DR) programs.

Like an insurance policy or the time
honored “save for a rainy day” sugar bowl
of cash, investing in BC/DR programs may
not be an appealing option for an organi-
zation to spend its hard earned money on.
BC/DR programs do not generate rev-
enue and may not visibly demonstrate an
upward turn in operational efficiency.

In short, a BC/DR program does not
appear to bring value to an organization,
until of course tragedy strikes such as a
disastrous event (natural, man-caused,
malicious attack upon the organization, to
name a few), bringing the organization to
the point of failure. At that point, the true
value of a well built, reliable, BC/DR pro-
gram is self-evident.

The strength and effectiveness of BC/
DR program may end up being the separat-
ing thread between success and failure with
regards to whether an organization can fully
return to its pre-event level of operations.

Are we speaking the same
language?

Having a strong BC/DR program is
crucial to the protection of an organization
when tragedy strikes. Today more than
ever, a strong, reliable, spend-smart BC/
DR program can be developed fitting the
budget of an organization; however, does
the implemented BC/DR program fully fit
the recovery and continuity needs of the
organization?

60  DISASTER RECOVERY JOURNAL SPRING 2013

The opinion has been voiced that a BC/DR program may reach a level of steady state-maintenance
mode. Is this a realistic point of arrival, a utopian ideal?

Often times, a service provider special-
izing in the delivery of recovery solutions,
such as virtualization, cloud technology,
hosted or managed solutions, or recovery
services, will deliver to a customer a solid
technology solution to support the cus-
tomer’s BC/DR program. The customer
may believe the solution is an all-encom-
passing, one-stop shopping turnkey solu-
tion to address all of their BC/DR needs.
The customer will believe this because the
solution provider is an industry leader who
specializes in delivering solutions. The
solution provider may believe their work
is done; that they have delivered solid
equipment and services fitting the exact
needs of what the customer asked for and
what the customer fully needs for their
BC/DR program. The truth is somewhere
in between.

On the side of the organization, a full
operational analysis of where they are at
and what they need may not have been
performed. Requirements delivered to

the solution provider may only address
DR-based needs such as system recovery,
use of virtualization, hosted solutions, and
an inventory of hardware and storage to
be replicated to a DR environment. What
may be missing is an identification of crit-
ical systems requiring recovery, depen-
dent systems requiring critical recovery,
an understanding of recovery time and
recovery point objectives (RTO, RPO) in
relation to critical business needs, non-
hosted or non-replicated systems still
requiring recovery, as well as if-needed
business critical incidentals such as off-
site workspace, phones, and other equip-
ment.

Some recovery-critical features such as
dedicated or on-demand workspace, hard-
ware for non-virtualized systems, shared
or leased equipment, phones and faxes
or printers, may not be available through
a particular service provider and in fact
may not be an immediate concern of an
organization. These may still be critical
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features the organization needs to consider
and address; even if the organization’s
plan is to initially document the needs and
goals, develop a road map to achieve the
goals, and construct mitigation plans to
ensure continued operations can be main-
tained until those recovery features can be
addressed.

This is where the planning and effec-
tiveness of an organization’s BC/DR pro-
gram come into play; to identify from the
onset the comprehensive recovery and
continuity needs of an organization, to
bridge the gap of what is needed, what
is expected, what is wanted, and what is
delivered to ensure the needs of the orga-
nization’s BC/DR needs are met.

Isn’t one the same as the other?

Where does business continuity stop
and disaster recovery begin? Having a
strong DR program does not guarantee
a successful BC program and vice versa.
Each program covers its own critical
unique need, its own distinct set of deliv-
erables and responsibilities, and is equally
necessary to the operational recovery of an
organization in a disaster or other impact-
ing event.

Breaking down to the simplest com-
ponents, borrowing from the project life-
cycle methodology where requirements
can be defined as the “what” and design
is the “how,” business continuity could
be described as the “what” and disaster
recovery as the “how.”

Business continuity will help define
from the organizational level on down,
what needs to be recovered and what
needs to be available based on business
critical need in the event the organization,
its systems, and/or its people are not avail-
able due to a disaster or an event prevent-
ing business operations.

Disaster recovery will document and
deliver systems to be recovered at time of
disaster based on business critical need,
develop how and when the systems will
be recovered, and ensure through proper
design, equipment implementation, docu-
mentation, review, and testing that sys-
tems and services can be recovered and
made available as designed.

Business continuity and disaster recov-
ery programs working together can ensure
operational needs are identified, strategies
are clearly defined, solutions are deliv-
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ered, and roadmaps and mitigation plans
are established to bridge operational gaps,
in order to keep the business continu-
ity and disaster recovery programs of the
organization effective and in alignment of
themselves.

What happens when fast isn’t fast
enough?

Let us say, for example, the RTO for a
system or business process has been estab-
lished. For example a two-hour RTO from
time of disaster is in place. Now a busi-
ness stakeholder steps up and declares that
due to the critical nature of said system or
process, two hours is too long, availabil-
ity needs to be immediate. At this point
coordination and communication are key.
Trying to resolve this need by operating in
a vacuum is a recipe for disappointment or
failure.

Depending on the architecture design,
the system or process may be able to be
designed for automatic or near auto-
failover. If additional hardware, licens-
ing, re-design, or other features need to be
acquired to achieve the goal, these require-
ments need to be identified and communi-
cated up front for consideration.

If a human element needs to be involved
in its recovery or failover, achieving the
immediate or near immediate system
delivery may be problematic or not real-
istically achievable. Again, in this instance
work with the stakeholder and/or organi-
zation and impacted user group to define
what is the need, identify what is needed
to achieve the goal, and identify the gaps if
the goal cannot be achieved which allows
them to build a road map to achieve the
goal if not acted on today, and mitigation
plans to continue operations during the
interim.

Often times, these types of decisions
need to be made, with full transparency of
information by the organization’s leader-
ship, especially if the decision is driven
by investment of capital expense versus
operational risk.

All dressed up and nowhere to go

At this point is where separation may
occur between need and delivery. In a
BC/DR program solution delivery there
are three core questions. The answers to
the questions may not be the same for all
three.

B What does the organization need (based
on environment, business impact and risk
analysis, system reviews and prioritization,
and other considerations)?

B What does the organization want (what
is the selected solution, what does the
organization choose to address, or choose
not to address)?

B What can the solution provide deliver (are
there services or solutions that are outside
the delivery scope of the solution providers)?

Through the due diligence of an orga-
nization, the determination may be made
that what is needed for full BC/DR readi-
ness is greater than what they want to or
choose to invest in at a given time. Needed
but non-critical legacy systems or a criti-
cal system whose cost may be greater than
what the organization wishes to spend at
this time may be services needed but not
wanted at this time.

On the solution provider’s end, the
organization may be desiring hardware,
services, or technologies that are not part
of what the provider currently offers.

When everything needed for BC/DR
program readiness for an organization is
not implemented, the organization should
not lose sight of the big picture, road maps
for the work still needed, and mitigation
plans to ensure continued business opera-
tions should be created to bridge the time
and operational gaps until those services
are in place.

Are we there yet?

The opinion has been voiced that a BC/
DR program may reach a level of steady
state-maintenance mode. Is this a realistic
point of arrival, a utopian ideal, or might it
be posturing by an organization in prepa-
ration to justify cutting back on BC/DR
spending?

The most direct answer may be ... as long
as the organization is growing, then the BC/
DR program is growing. As the organiza-
tion, its technologies, people, and services
continue to grow and evolve, the organiza-
tion’s BC/DR programs need to adapt to
provide the proper support and protection
or else run the risk of losing effectiveness

and true readiness in a disaster.
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Jeff Garrison is founder of Disaster
Readiness Solutions, specializing in disaster
recovery preparedness from boutique recov-
ery strategies to enterprise-wide solutions.
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