
 

 
 
 
Position: Senior IA/Security Specialist, (Cyber Security Planning) 
 
Education: B.S. in a Computer Information Systems or related field 
 
 
Job Description  The Senior IA Security Specialist, Cyber Security Planning, will ensure that a 

detailed Cyber Security Program Plan is developed and executed based on a 
detailed analysis of the program mission coupled with current published 
DOD/DON/NAVAIR Cyber Security directives, instructions and processes. The 
Cyber Security Program Plan shall consist of a summary of the program system-
of-systems architecture, relevant threats and vulnerabilities, associated cyber 
security strategy and a detailed list of Cyber Security tasks and deliverables for 
each product within the assigned program office portfolio relevant to program 
milestones.  

  
 
Responsibilities: 

• Manage all aspects of Information Systems (IS), data availability, integrity, 
authentication, confidentiality, and non‐repudiation. Research the implementation of 
all security measures deployed on communication systems, networks, and provide 
advice that systems and personnel adhere to established security standards and 
Governmental requirements for security on these systems.  

• Maintain documentation on Enterprise Architecture, Acquisition Documentation, 
Certification & Accreditation tasks, System Engineering Technical Review tasks and 
any other Cyber Security related activities in support of the program office. 

• Provide an Integrated Master Schedule (CDRL A004) that outlines Cyber Security 
tasks and milestones that will be maintained as an overlay to program objectives 
communicated by the Program Office.  

• Ensure Cyber Security milestones over the programs acquisition milestones or 
significant events to ensure Cyber Security events are monitored for completion. 
Develop and execute Government approved security policies, plans, and procedures 
 

 Qualifications: 
• 8+ years of experience in IT/Computer Network Operations/Cyber Security field  
• IAM Level II: CAP, CISSP, CISM, or GSLC certification 
• B.S. in a Computer Information Systems or related field 
• Secret Clearance with SSBI or TS/SCI with SSBI 

 


