Decoding Kryptos and the Failure of Human/Machine Interaction 
The majority of our biological processes are becoming increasingly joint productions between nature and computers.  If I can’t remember who starred in a movie, I can quickly IMDB-it.  If there is a word that’s on the tip of my tongue or I desire to find a better one, there’s an app for that, and one that’s quicker than any printed thesaurus.  Consequently, for more advanced processes in medicine or design, humans-machine interaction is now necessary, automatic even.  Now, think of the James Bond movies you’ve seen over the years [slide: James Bond]. Think, too, of the time you sacrificed gorging yourself in spy stories when you should have, oh, spent those evenings preparing your conference papers (okay maybe that last one’s just me), but we are all familiar with the gadgets spies use to increase their human senses or capabilities.  Espionage is no stranger to coupling humans with machines to gather, process, and decipher information more effectively. Cryptanalysts, a traditional career path for intelligence operators, have long worked with machines to intercept and decode enemy messages (for instance, the Enigma machine of WWII) [slide: Enigma]. Furthermore, highly intricate algorithms, created to muffle sensitive national security information, can be quickly infiltrated with computer-aided reverse analysis.  As a result, even though codes are more easily cracked with computer technology, the complexity of code is increasing as well.  

However, outside of the CIA headquarters in Langley, VA there is a symbol that is unintelligible to the decoding efforts of the world’s foremost cryptographers, humans and machines alike [slide: Kryptos].  Commissioned by the CIA in the late 80s, sculptor James Sanborn created Kryptos in the spirit of espionage.  In an interview with NPR’s All Things Considered, Sanborn remarked that his inspiration for this sculpture was the secrets that spies carry with them to the grave, noting that “spies can never tell anyone the secret, they are privy to hidden information for life.”   Thus, Kryptos was born.  Translated from the Greek as “hidden,” the sculpture Kryptos is divided into four quadrants (K1-4), all of which have been solved except K4.  While Sanborn imagined that the first three quadrants would be solved in at most a matter of months, it took almost a decade for someone to crack the code.  Two individuals solved the K1-3: one cryptographer inside the CIA solved it with pencil and paper while a California man designed a computer program to crack the code.  However, since the original decoding, what is most significant about Kryptos is that neither the most skilled human or computer cryptanalysts are able to decode K4’s message.  In the years since its installation, multiple online groups as well as individuals interested in cryptography have been unsuccessfully yearning to crack the final code.  Out of curiosity, I joined the Yahoo Kryptos group, the most popular and active group of amateurs attempting to solve the puzzle—I’m hopelessly stuck by the way.  (As a side note, Dan Brown’s fictional symbologist Robert Langdon has caused such frenzy among the Yahoo group, that Sanborn, in a rare “clue,” has noted in interviews that the novelist’s suggestions are totally false.)  Unfortunately even though this presentation will not solve K4’s secret, in this paper I will explore the complicated dual failure of human/machine interactions evidenced by the impenetrable Kryptos sculpture.  

There are a few things to know about Kryptos and cryptography in general before continuing.  The messages of K1-3 are not as clear as you might imagine, causing cryptanalysts to study the messages further.  For example, the solution to K3 ends with a question: “can you see anything?” prompting analysts to reevaluate Sanborn’s motivation.  (He is, in fact, an artist who is inspired by spatiality and light.) But these ambiguous solutions aren’t the most confounding aspects of the sculpture—the purposeful typos are.  You’ll notice that as I’m going through these slides, some of the decoded messages contain misspelled words (underlined)—these are an important part of the difficult of solving “K4” [4 Slides: K1-4].  (Explain that the first slide is the encrypted message followed by the decoded message.) Why these typos are so intriguing is because of the additional programming involved now.  Think of the Turing test—the program was designed to purposely deceive humans into thinking that the computer was actually “one of us.” Banking on this idea, algorithms must be designed not only to crack the various types of code systems (substitution and transposition have been used in Kryptos), but now intentional human error must be integrated.  Furthermore, humans must write programs for errors of which they are not even aware, causing additional stress and confusion with the design of mathematical applications.

The second important idea to keep in mind is that due to the sculpture’s location on the CIA grounds, viewing Kryptos in person is limited to employees of the government agency, and any of us wishing to crack the code are already limited by computer mediated images.  (I should note that there is a replica at the Smithsonian’s Hirshorn’s museum, but perhaps the duplicate also negates the original’s “aura”.)  Consequently, this mediation immediately forces audiences into communication with the technology it is using in attempting to solve the puzzle.  Even though the mediated image represents the cooperation between humans and machines, it simultaneously highlights the dual failure of this interaction.

In order to focus more specifically on interaction, I turn now to Paul Dourish’s text Where the Action Is: The Foundations of Embodied Interaction.  Dourish argues that, “interactional approaches conceptualize computation as the interplay between different components, rather than the fixed and pre-specified paths that a single, monolithic computational engine might follow […] Human computer interaction (HCI) considers interaction not only as what is being done, but also how it is being done” (4).  Considering Dourish’s definition, we can see the inability to decode Kryptos as the failure of HCI, specifically because we (humans and computers) cannot figure out the “how” of the code.  Kryptos is so impenetrable, that devising an algorithm (the “what”) has stumped the world’s best analysts because for about 20 years, we can neither understand nor situate a starting point for its unraveling (the “how”).  

[slide: Dourish quote] In what he calls “tangible computing,” Dourish is concerned with how “to get the computer out of the way and provide people with a much more direct interaction experience” (16).  I argue that in terms of decoding Kryptos, “tangible computing” is impossible since cryptanalysts are stumped on their own, and they must enlist the help of information technologies.  However, in order for the computers to actually help, the primary step is for the analysts to create programs for the computers to solve what humans have not.  Dourish argues that, “[with other examples of tangible design], there has always been a distinct ‘seam’ between the computational and the physical worlds at the points where they meet” (43).  This seam, at least the point where humans and computers are co-dependant, is visible—it appears that cracking Kryptos will be impossible without each other’s help.  The impossible difficulty of the code illuminates one of Dourish’s tenant’s of tangible computing: “there is no single point of control or interaction” (50).  Even though there are misspellings in K1-3 and their solutions were discovered, it can be argued that knowing there are misspellings in the unsolved quadrant may prove more difficult for programmers to design a computer program to recognize unknown error.  As a result of the purposeful misspellings, for example, HCI failure begins because there is no point of entrance or control.  

Furthermore, cryptography works on the basis of sequential structure—once a certain section of the code is cracked, the remaining portions are usually understandable.  Take, for instance, the two types of encoding I mentioned earlier: substitution and transposition. In The Code Book, Simon Singh defines these two simply: “In transposition each letter retains its identity but changes its position, whereas in substitution each letter changes its identity but retains its position” (9).  [slide: substitution]  To illustrate, substitution ciphers simply shift the alphabet a specific number of letters; a typical substitution-4 would move “A” to the “E” slot, “B” to “F”, “C” to “G” and so forth.  Once the cryptanalyst discovers the sequence, following the sequence reveals the solution. Following this logic, for example (point to screen), “This conference is great” would be encoded as “Pdeo ykjbanajya eo cnaqp.”  Some complicated ciphers substitute messages multiple times—taking our last coded message and adding another layer of substitution on top of it.  [slide: transposition] On the other hand, transposition is simply an anagram—the letters are the same, but they are scrambled.  This might seem easy, but as Singh explains, a simple sentence like “For example, consider this short sentence” which contains only 35 letters, but has more than 50,000,000,000,000,000,000,000,000,000,000 (fifty nonillion) combinations.  K4 has 97 letters.  These complications disrupt what Dourish refers to as “the sequential nature of interaction at the interface. The single point of control that traditional interfaces adopt leads naturally to a sequential organization for interaction—one thing at a time, with each step leading inevitably to the next” (51).  So in order to solve the complex codes, one might design an algorithm based on the frequency of certain letters in order to discover which letters represent others; and once these sequences are revealed, the decoding becomes procedural.  

The real question for Kryptos, then, is why haven’t we been able to design a program to crack the code?  I believe this inability is highlighted in the evolutionary moment we are encountering with the integration of machine prosthetics.  Even though we are not completely machinic in our capabilities, our rapid appropriation of technology to supplement our biological functions cannot be ignored.  Consequently, this example of Kryptos reinforces the failure of HCI and recognizes the long strides we must take to understand each other linguistically—currently, neither humans nor machines can completely read or write each other’s code.  Since we can neither create the code for the computer to correctly assist our decoding efforts, nor has the computer been able to interpret the code itself, the failure of use here is indeed linguistic. In the essay “Traumas of Code,” N. Katherine Hayles recognizes these misunderstandings between languages when stating: “Nothing is more difficult than to decipher code someone else has written and insufficiently documented” (137).  For Kryptos, this insufficiently documented code is Sanborn’s misspelled quadrants and undecipherable K4; this coupled with the inability to create a computer code to understand its meaning makes Kryptos one of the most compelling examples of HCI failure. 

 As yet another, and final, representation of Kryptos’ intrigue, I wish to highlight one of code’s most basic features: that it is imperceptible to most people.  To explain, computer code, to most of us, just ‘works’—we wake up, open our computers, we check our e-mail, and our bookmarks load without fail.  The majority of internet users do not understand code—but thanks to sites like Google page creator and Wordpress, personal web pages and blogs require little (if any) knowledge of computer programming languages. As Hayles argues, “Though computer-mediated language may appear to flow as effortlessly as speaking face-to-face or scribbling words on paper, complicated processes of encoding and decoding race up and down the computer’s tower of languages as letters are coupled with programming commands, commands are compiled or interpreted, and source code is correlated with the object code of binary symbols, transformed in turn into voltage differences.  Most of this code is inaccessible to most people” (Hayles 136).  But what does this mean for decoding Kryptos?  Certainly amateurs can spend hours interrogating its meaning, but the individuals who have solved K1-3 were not technically “amateurs”—each was, in fact, highly versed in either CIA level cryptographic training or computer science.  But just as with computer code, the secret to Kryptos is inaccessible to most—the code is too complicated to decipher, too complicated to create an algorithm to crack it, and too complicated to know where to begin. 

[slide: thanks] To conclude, Kryptos is begging to be solved, and whether that solution happens with a computer, by chance, by mathematics, or with pencil and paper, many wonder if its decoded message will be any relief to the swarms of devoted cryptanalysts, amateur and professional alike.  While the Kryptos sculpture represents much that we do not know about human and machine interaction, its mere presence indicates our sutured co-dependency.  Thank you. 

