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Abstract— Steganography has become a popular trend
among all of the fields where the security of the data is the
major concern. In steganography, the cover file is used to
hide the sensitive information. In this case, the cover image
can be of text, image, audio or video in nature. In this
work, the author has defined the basics terms related to
the steganography such as applications of steganography,
techniques used for steganography. The work that has
been done in past for increasing the efficiency of the final
stego image is also defined in this. For this purpose,
various steganographic mechanisms are used and LSB,
encryption, cryptography etc are the major ones.

Keywords— image security, image steganography, Least
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I. INTRODUCTION

The word “steganography” is derived from Greek words i.e.

“stegano” stands for cover and “graph” stands for writing.

Thus, the word steganography defines the whole process of

hiding the data behind a cover file whether it is audio, video,

text or image [1]. Steganography can also be defined as an art
or science for securing the confidential information from third
party or malicious users who are not authorized to have an
access to the information. In steganography the data is hidden
behind a cover file and the process of data hiding can be done
by using various techniques such as encryption keys,
cryptography and others like Least Significant Bit (LSB),

wavelet domains etc [2].

Steganography is applicable in wide range of fields. Following

are some of the applications of steganography:

a) Secret communication [3]: steganography is used for
establishing the secret communication where the sender
and receiver of the message do not want to disclose the
information attached in message. In this, secret messages,
blueprints or other sensitive information can be
transmitted  without notifying the attackers or
intermediates.

b) Copyright Protection is another domain where the
steganography is highly preferred. Steganography is
applied on digital form of copyrights generally to prevent
it from any digital theft, attack or from being copied [4].

Il. STEGANOGRAPHY TECHNIQUES

Steganography uses various techniques and methods for
hiding the data behind a cover image. Following is the
classification of image steganography methods:

1. Spatial Domain based image steganography

2. Frequency Domain based image steganography

3. Masking and Filtering
The methods such as LSB falls under the category of spatial
domain and the mechanisms such as Discrete Cosine
Transform, Discreet Wavelet Transform, and Discrete Fourier
Transform are kind of frequency domain based steganography
techniques. Following table represents the traditional work
with respect to the techniques used for steganography by the
authors.
Table 1 Review to the techniques used for Steganography

Techniques Author Name Description

This study
provides a
survey on
various
achievements
on LSB based
image
steganography.
Along with
this, the author
A new _ had also
G discussed the

- Approach for
LSB Prashanti et Data hiding advancements
that has been

al. [11] :
2015 with LSB done to
Steganography increase the

performance
of the
traditional
LSB method.
A novel
approach for
image
steganography
is also
developed by
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the author.

A novel data
embedding
technique has
been proposed

the Texture”

of this
technique is to
decrease the
effects of
distortion on
pattern of the

in this study image. Along
by using the with this, a
LSB scheme measurement
Image with various scheme is also
_ | progressions. proposed by
Savita Goel stegalriggg?phy On the basis of the author.
LSB etal. [12] Significant Bit t_he After
2015 with Multiple experimental experiments,
Proaression results, it is the proposed
g concluded that work is found
the proposed to be highly
work is more secure,
efficient, fast statistical
and reliable in efficient and
comparison to has the high
the traditional data hiding
mechanism. capacity.
The study The author
proposed a have defined a
mechanism for new method
image for image
steganography steganggraphy
by using more by using the
Mmages o “Steganography | §oHCES
. a:ge;GoB Heuristic M. Nusrati in image enetic
single Th Genetic etal. [15] | Segments using al %rithm in
'mag\?h ¢ Approach 2015 Genetic %r der to
mechanism is Algorithm” optimally
Della Bab Ai)glsz\ée:n%\/\g applied for the locate the
y nag purpose. The appropriate in
DWT etal. [13] Securing results cover image
2015 method using conclude that for hiding the
Steganography the proposed data.
work is little
perfect than A new version
the traditional i.e. LSB++ has
work with been proposed
high data in this work.
capacity 5 1 K Arew | T
Iea_ds_to th_e Qazanfari iigtﬁgggvilahﬁ?z LSBf+ isto
variations in LSB and R. preserves retain the
stego image. Safabakhsh histogram: histogram so
- - etal. [18] Generalization fchat the
Secure Binary The author 2014 of LSB++” histogram
Maskin Binawen Image developed a based attacks
and g Fen get al Steganography | mechanism for can be found.
Distortion [14]92015' Based on binary image The invention
Minimizing the | steganography. of this
Distortion on The objective technique
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eliminates the
embedding of
extra bits as
done in
traditional
LSB
mechanism.

Huffman
Encoding+
LSB

Amitava
Nag et
al.[19]

“A Huffman
Code Based
Image
Steganography
Technique”

The
steganography
method
proposed in
this work is
based on
Huffman
encoding
mechanism
and LSB. The
Huffman
encoding is
applied for
encryption
purpose and
LSB is applied
for hiding the
data behind
the cover
image.

LSB+Bit
inversion

N. Akhtar
et al. [20]
2014

An Improved
Inverted LSB
Image Stegano-

graphy”

The developed
mechanism is
based on bit
inversion and
LSB

technique.

I1l. RELATED WORK

Sahar A. El_Rahman, [5] steganography is an art of
obscuring the communication by hiding the transmitted
message in a cover file such as video, audio, text, image etc.
In this work, the DCT is used for steganography process by
using the LSB for hiding the sequential bits. The performance
of the proposed work was measured and analyzed in the terms
of PSNR and MSE on both low and middle frequency. On the
basis of the observed results, it was concluded that the middle
frequency has the highest data hiding capacity with higher
PSNR and MSE in comparison to the low frequency. The
proposed work is implemented for hiding the data regarding
nuclear reactors. The findings of the study depicts that the
proposed work has high data embedding capacity without any
distortion to the final image.

K. Thangadurai [6], represents an overview to the to the LSB
mechanism for data hiding behind image file. Along with this,
the study also analyzes the research work on data
steganography by using cryptography. The author depicts that
the steganography is a done to enhance the security of the data
by hiding it behind a cover file. In steganography, the hidden
data is not visible to the human until and unless he is not
familiar with the steganographic mechanism used for
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embedding the data. Thus, the person with the encryption key
can decrypt the encrypted message. The author had also stated
that the LSB is the quite efficient mechanism for hiding the
data.

Sahib Khan [7], (2015), introduced the edge based data
hiding technique. The development was done to take benefit
of less sensitivity of human visual corresponding to the
complex region of image. The proposal was done by utilizing
the edge detection and steganography techniques. The author
implements the canny edge detection mechanism in order to
find out the true edges in the image. Along with this, the 4LSB
data embedding technique is used to hide the data in 4 least
significant bits of the detected edges in the images. The reason
behind embedding the data behind the edges is to enhance the
quality of the final stego image. On the basis of the
experimental results, it was concluded that the proposed work
has 4% more data hiding capacity in comparison to the
traditional data hiding technique.

Bassam Jamil Mohd[8], (2012), introduced a hardware
model by using LSB mechanism in a cyclone Il FPGA of
Altera sequence. The model had been developed by
implementing the Nios embedded processor. The designed
model balances the tradeoff between imperceptibility, quality
and capacity of the produced output. The proposed work
comprised of high computations thus, it leads to the high
accuracy with speed up process of steganography.

Gotfried C. Prasetyadi [9], (2017), developed steganography
mechanisms to hide a computer file behind a cover file that is
also a type of computer file. The append insertion mechanism
was used for generating the stego image. The append insertion
was utilized to overcome the issue of message format of
various prominent steganography techniques. The AES-256 is
applied for encrypting the secret message. In this, a specific
block of bytes was used for identifying and verifying the
original information so that the recovery of the message can
be done while preserving the integrity. The implementation of
the proposed work was done by using C# and .NET
programming framework. In this whole process, single cover
file comprises of exactly one message. While testing of the
proposed work, the 5 files were selected randomly as a secret
message. Then the SHA-256 was implemented for evaluating
the integrity in both cases i.e. before hiding the data and after
recovering the data from stego file. The results concluded that
the proposed work retains the integrity of the confidential
messages by exact has value.

Fatema Akhter [10], (2016), the author represents the
mechanism for graph steganography (Graphstega). In this
form, the message is converted to the plotted data in graphs.
The graphs are daily used in every domain for the purpose of
analyzing and evaluations. Graph stega embeds the secret
messages without arising any kind of suspicion. The author
introduced a graphstega approach to develop a secure method
for hiding the message in an unnoticeable manner so that the
data could be secured from malicious attacks. The proposed
work is efficient than traditional graphstega approaches as it
performs the word by word conversion instead of letter by
letter conversions by using Huffman encoding.
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IV. CONCLUSION

Now a day, the data transmission takes place in electric format
by using the facilities provided by the internet or networking.
Therefore, there are high possibilities that the confidential
information could be hacked or attacked by the malicious
users. Hence to securing the sensitivity data becomes priority
now days. For this purpose, this work is organized to
represents a brief overview to the steganography and its
various methods. This study also covers the traditional work
that has been developed for enhancing the productivity and
quality of steganographic techniques. On the basis of the
li8terature work, it is concluded that the LSB is the prominent
method used for steganography. Thus, in future, more
amendments could be done in LSB mechanism.
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