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Abstract - Today data communication mainly depends
upon digital data communication, where prior
requirement is data security, so that data should reach
to the intended user. So for providing data security
many cryptography techniques are employed, such as
symmetric and asymmetric techniques. Although
cryptography and steganography could be used to
provide data security, each of them has a problem.
Cryptography problem is that, the cipher text looks
meaningless, so the attacker will interrupt the
transmission or make more careful checks on the data
from the sender to the receiver. Steganography
problem is that once the presence of hidden
information is revealed or even suspected, the message
is become known. When computing capacity and
storage need of these devices are increasing
tremendously, it demands the secure way of storing the
data in cost efficient model. This paper describes how
securely the mobile data can be stored in the remote
cloud using cryptographic techniques with minimal
performance degradation

I INTRODUCTION

Increase in mobile device sophistication also demands
high storage sophistication. Mobile Cloud Computing
(MCC) service, allows resource constrained mobile
users to adaptively adjust processing and storage
capabilities by transparently partitioning and
offloading the computationally intensive and storage
demanding jobs. Also, increase in feature rich mobile
applications like mobile wallets, banking apps, and

healthcare app etc. exposes sensitive data of the users
which are always prone to much vulnerability. The
value of data is far more important than the value of
device. The main issue in using MCC is securing the
user data on mobile cloud since there is a high risk of
unauthorized access to the data [1]. So, the main
concern of cloud service provider is to provide data
security by the same time providing ease of access to
the authorised user. New service architectures are
necessary to address the security concerns of the
mobile data, without any performance issue.
Considering all these constraints research has been
performed and this paper briefs its result.

Smart phones have certain security mechanism in place
to deal with unauthorized access to sensitive and secret
data. The most common protection mechanism is
password-based protection [2]. User assign password
to critical files and data. This password is then used to
allow access or deny based upon the correct or
incorrect password. This approach has some drawback.
The major one is that the password can be seen by
others. The unauthorized user attacker can then later
use the same password to get an entry into secured data.
Pattern used for providing security also have the same
problems. Biometric based security is also in place but
requires precision and cannot be shared with others in
case of emergency. The more advanced security
approach is to encrypt the data by the strong encryption
algorithm.
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1. CRYPTOGRAPHIC APPROACH

The encryption algorithm is most commonly used
technique to protect data within cloud environment.
The data related to a client can be categorized as public
data and private data. The public data is sharable
among trusted clients that provide an open
environment for collaboration. Private data is client’s
confidential data that must be transferred in encrypted
form for security and privacy [4]. We propose a
suitable method that cryptographic algorithms with
different key lengths are used in various environments.
The number of mobile devices such as smart phones
and smart pads grows rapidly recently [5]. End users
can access easily to cloud computing environment
thought these mobile devices we define that mobile
cloud computing is one of specific services of cloud
computing and it is a mobile service which is added a
cloud computing service [6].

According to key characteristics, modern
cryptosystem can be classified into symmetric
cryptosystem, asymmetric cryptosystem and digital
signature. For a symmetric cryptosystem, the sender
and receiver share an encryption key and decryption
key. These two keys are the same or easy to deduce
each other. The representatives of symmetric
cryptosystem are DES (Data Encryption Standard),
AES (Advanced Encryption Standard) [7]. For an
asymmetric cryptosystem, the receiver possesses
public key and private key. The public key can be
published but the private key should be kept secret [8-
9]. The representatives of asymmetric cryptosystem
are RSA (Rivest Shamir Adleman) and ECC (Elliptic
Curve Cryptosystem). For Digital signature the
representatives is MD5 and SHAL.

I1. PROPOSED WORK

The encrypted data is stored in smart phone memory
which is then later used for accessing by decrypting the
data. All of this method usually processes and
computes in the memory of smart phone which is still
prone to unauthorized access. In case of lost or theft of
smart phone the unauthorized person can have access
to the device and a technically proficient person can get
an entry into data as encryption techniques are all
present on the device itself [3]. In order to overcome
these problems, three-tier security using cloud
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architecture is being proposed as a hybrid approach. In
three-tier hybrid approach, as a First tier security,
encryption is done using MD5 algorithm with the key
(k1) given by the user. As Second-tier security, these
encrypted data are again encrypted using AES
algorithm. As a third-tier security further encryption of
data or key using ECC or RSA algorithm is performed
respectively, ensuring more security and the key is
shared with the user. All the above methods are
performed in both Local and remote environment as
shown in the below figure 1.

Encryption &
Decryption

Secured Data

Unsecured Data

®

Encryption
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Decryption %

Local encryption model Remote Cloud model

Fig: 1 Practiced Encryption Models
3.1 Implemented Algorithms

The cryptographic algorithms used are Symmetric
key algorithms, Asymmetric key algorithms and
Combination of these algorithm as a Hybrid
Approach. Evaluation metrics for these algorithms
are studied based on various previous research work.
Encryption techniques will make the data more
secure in the local system as well as on the remote
cloud. Test has been executed in both the above
environment using the following algorithms one at a
time.
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e AES: In cryptography, the Advanced
Encryption Standard (AES) is a symmetric-
key encryption standard. Each of these
ciphers has a 128-bit block size, with key
sizes of 128, 192 and 256 bits, respectively.

e DES: The DES (Data Encryption Standard)
algorithm is the most widely used encryption
algorithm in the world. For many years, and
among many people, “secret code is making”
and DES have been synonymous meaning it
operates on plaintext blocks of a given size
(64-bits) and returns cipher text blocks of the
same size.

e RSA: RSA is an algorithm for public-key
cryptography, involves a public key and a
private key. The public key can be known to
everyone and is used for encrypting
messages. Messages encrypted with the
public key can only be decrypted using the
private key. It protected user data include
encryption  prior to  storage,  user
authentication procedures prior to storage or
retrieval, and building secure channels for
data transmission

e MD5: a widely used cryptographic hash
function with a 128-bit hash value processes
a variable-length message into a fixed-length
output of 128 bits. The input message is
broken up into chunks of 512-bit blocks; the
message is padded so that its length is
divisible by 512. In this sender use the public
key of the receiver to encrypt the message and
receiver use its private key to decrypt the
message.

e Elliptic Curve Cryptography (ECC) with
SHA-512: An elliptic curve is given by an
equation in the form of The finite fields those
are commonly used over primes (FP) and
binary field (F2n). The security of ECC is
based on the elliptic curve discrete logarithm
problem (ECDCP). This problem is defined
as: Given point X, Y on elliptic curve, find z
such that X=zY. The following steps describe
how ECC works with SHA-512 [9], [10].
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ECC key generation: To generate a public and
private key pair for use in ECC
communication the steps followed are:

Find an elliptic curve E(K), where K is a finite
field such as Fp or F2n, and a find point Q on
E(K). n is the order of Q.

Select a pseudo random number x such
that ] <x<(n-

1). Compute point P = xQ.
ECC key pair is (P, x), where P is public
key, and x is private key.

e MD5, AES, ECC Hybrid approach: In order
to increase the level of security, hybrid of
Symmetric and asymmetric key algorithms
are used. In this method, actual data is
encrypted with MD5 algorithm and the
encrypted file is further encrypted with AES
and then with ECC ensuring 3 levels of
encryption.

e MD5, AES&RSA Hybrid approach: In this
technique, actual data is encrypted with MD5
and the encrypted file is further encrypted
using AES algorithm. Unlike the previous
method, here the generated AES key is
encrypted using RSA rather than encrypting
the actual data.

Cloud architecture is designed by combining
cryptographic algorithms with Mobile device
environment. The cryptographic algorithms to be
used are selected based on comparative study from
previous researches. So, the symmetric, asymmetric
and digital signature algorithms AES, DES, RSA,
ECC, and MD5 are selected and used for
cryptographic  application. The cryptographic
application is used to encrypt and decrypt data,
provides options to application user whether to use
asymmetric with digital signature or symmetric
algorithm.
Steps Performed:

e Create some input data samples of sizes
25kb, 50kb, 75kb, 100kb, 125kb and 150
kb.

e Run the cryptographic algorithms with all
input data sizes in mobile device.
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e Make a cloud server instance on
application tool and then make a dynamic
web project.

e Run the encryption algorithms on cloud
server input data sizes and note all
observations

e  Compare both the results.

Results are compared based on the performance
metrics Mean Processing Time and Speed-Up Ratio.
Mean Processing Time:

Mean processing time is the difference between the
starting time taken to encrypt the data and the ending
time. It is also evaluated both on single system and on
cloud network. It is the difference between the time
taken to encrypt the data. As the size of input increases
the time taken to encrypt the data will increase and with
the increase in time speed-up ratio decreases.

Speed-Up Ratio:

It is defined as the difference between the mean
processing time of single system and the cloud
network. Speed-up ratio will provide tell us how fast
the data have been encrypted. It will give us the idea
about speed of encryption.

Speedup Ratio = Processing Time in Local —
Processing Time in Cloud

V. RESULTS OBSERVED

Figure 2, 3, 4, 5, 6 are the results observed while
performing the above analysis.

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

1%
9%
8%
7%
6%
5%
4%
3%
2%
1%

O

CLou
Encrypion Decrypion
165 [ oo [ s [ e omeccomsiumsashons] IS [ 65 [ s [ W | 0 IOBRCCHESIMAShE
I TR
EIECEECEEE L LIREE
iy i g T
1y EEE TEET
i o w10 mm A
I IEENEEE T
Local
Desrpitn
R [ M | 0 IBECHESIMASHE

L

1

14 TH
]

(Yo
04

B 068 G4

TR

Lk

AL

Fig: 2 Mean-Processing time table

————— 1% +—+—+—r——

9%
8%
7%
6%
5%
49
3%
2%
1%

O

Fig: 3 Encryption and Decryption in Cloud

Environment
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Fig: 4 Encryption and Decryption in Local
Environment
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Fig: 6 Speed-up Ratio Chat for Encryption and
Decryption

[4].

[5].
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V. CONCLUSION AND FUTURE WORK

In the older techniques these cryptographic
algorithms are implemented in the Single system
environment. Now due to availability of high-
performance computing techniques, similar test
has been conducted in the single system
environment i.e. local environment and also in the
Cloud environment. From the observed results,
and based on the considered parameters, storing
the mobile data in cloud increases the efficiency.
Also, the results reveal that AES algorithm
qualifies better than other algorithms in Mean
processing time and  combination  of
MD5+ECC+AES algorithm qualifies better than
others in Speed-Up ratio. Since it is not wise to
take a decision considering only these parameters,
other performance measures like Turn-around
time, Throughput are planned to be included in the
future work.
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