
Internet Safety Policy

Please read this documenrt carefully before signingl The signature page must be returned as part of the
student/sta ff p rofile.

t. Diocesan Statement on Technology

With Jesus, the Gleat Cotrmunicator, and in the spirit of our Christian tradition, we recogniz;e that we live in a
new rnedia age, imtret'sed in a trew culture with an evolving language and method of communication. We
propose to tnal<e use of the most effective means available to communicate the integration oif faith and culture,
which is at the center of Catholic values and education.

The use of new technologies presents new possibilities and challenges for the mission of the Church and
Catholic education. The Chulch views emerging technologies as gifts of the Spirit to this age and challenges
"God's faithful people to trake creative use of new discoveries and technologies forthe benerfit of humanity and
the fullillrnent of God's plan for the world" (Aetatis Novae, #2, #3; Rome, 1992).

In l<eeping with the rnission of the Catholic schools to promote values for a lifetirne, the schools will instruct
about and guard against inappropriate, unethical, and illegal use ofthe Internet by the student,or adult usef.

I ntrod uction

The purpose of the Intemet Safety JPolicy is to plovide the school's apploach to Intenret saferty and secut'ity and
plovides overarching themes for how St. Joseph School, Crestline, OH will trandle these issues rather than
presenting a guide for students on the day-to-day operations of the school network, cortputers, and proper
usages (this can be found in the Acceptable Use Policy, which complements this document) St, Joseph School,
Crestline, OH recognizes that students must act responsibly and will hold students accountable fortheir actions
in attempting to uphold the Internet Safety Policy.

Successful operation ofthe building network facilities requires that use oflnternet resources be consistent with
the stated nrission, goals, and objectives of St. Joseph School, Crestline, OH.

It is the policy of St. Joseph School, Crestline, OH to:
1) Prevent usel' aocess to and transmission of inappropriate material via the Infernet, email, or other forms

of direct electronic commurnications over its computer network;
Plevent unauthorized access and other unlawful online activity;
Prevent unauthorized online disclosure, use, or dissemination of personal identificaliion information of
minols; and
Comply with the Childlen's Internet Protection Act (CIPA) [Pub. L. No. 106-554 ancl4J USC 254(h)].

To gain access to the [ntelnet, all students of St. Joseph School, Crestline, OH must obtain parental permission
and attend a series of required Internet training ,sessions. The signature(s) at the end of this document
indicate(s) the pafty (rarties) who signed has (have) read the terms and conditions carefulllz and understand(s)
theil sisnificance.
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Internet Safety Policy (continued)

St, Joseph School, Crestline, OH reselves the right to telrninate the account of any usel in violation of these
pt'ovisions, tnay result in a loss of cotnputel access and further discipllnaly action up to and prrssibly including
suspension or expulsion, as well as legal action in accordance with the lules and regulations; discussed during
Intet'net training sessions. The school administlation, faculty, and/or staff may request the Crrmputer Teacher
(or Technology (Eruichment) Cooldinator) to deny, revoke, or suspend specific useL accounts. K.ey terms fognd
in the policy are as defined in the CIPA, and several of these terms are included in the following "Definitions"
section for the sake ofclaritv.

III. Definitions

1) Attser is defined as any student, faculty, or staff member using the technology l'esout"ces at St. Joseph
School, Crestline, OH,

2) (CIPA) A term minor is defined as any individual who has not attained the age of 17.

3) (CIPA) The term harmftil to minors means a picture, image, glaphic image file, or other visual
depiction that:

a. Taken as a whole and with respect to minors, appeals to a plurient irLterest in rrudity of sex;
b, Depicts, describes, ol' tepl.esents, in a patently offensive way with l.espect to what is suitable

for minors; and
c, Taken as a whole, lacks selious litelaly, attistic, political, or scientific value as to mlnol.s,

IV. Internet Terms and Conditions

Safety

i) Prornotion of Internet Safet,y: To the extent practical, steps shall be taken to promote the safety and
security of uset's of the St, Joseph school, Crestline, OH online cornpr.rtel netrryork when using
electlonic mail, chatrootns, instant messaging, and othel forms of direct electlonic cc,rnrnunicatiols,

2) Personal Information: St, Joseph School, Crestline, OH) encourages minors to be safe and tal<e
t'esponsibility for their actions on the Intelnet, When using the colnputer netwoll< and Internet, rninor.s
should not reveal personal .information about themselves ol any other minols such as home addless,
phone number, full name, ol any other identifying infolmation.

System Security

l) Systent Bypasses: (St. Joseph School, Crestline, OH tleats security on any computer system as a high
priority, Users should notify a teacher if a problern or potential bypass of security systems is detected,
(St, Joseph School, Crestline, OH) stlictly folbids students from accessing anothel individual's accoLrnt
and/or tampering in any way with the personal emails, files, ol data belonging to another pefson.

2) Hacking: As requiled by the CIPA, pt'evention of inappropliate network usage inclucles unauthorized
access, including so-called'hacking,' and other unlawful activities by rninot's online,

Inappropriate Material

1) Final Say: The network is provided to conduct research and communicate with o1;hers. Access to
network set'vices is given to users who agree to act in a considelate and responsible manner, Access is
a privilege - not a light - that entails lesponsibility, Inapplopliate use will lesult iu a suspension or.
cancellation of Intet'net plivileges. The Computel Teacher (ol Technology Coordinator), after
consultation with the Pastor/President and/or Principal will deem what is inappr.opriate use, and their
decision is final, These sarne authot'ities will be consulted to deterrnine what matter is inappropriate for
rninors.
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Internet Safety Folicy (continued)

2) Material: St. Joseph School, Crestline, OH prohibits students from transmitting, receiving, submitting,
or publishing any defarnatory, inaccurate, abusive, obscene, profane, sexually oriented, threatening,
offensive, cyberbullying or illegal materials. Reasonable measures will be enforced 1o prohibit students
fi'orn obtaining inappropriate material online.

3) Liability: St. Joseph School, Crestline, OH mahes no warranties of any k.ind, whether expressed or
implied, for the service it is providing. St. Joseph School, Crestline, OH asr;umes neither the
responsibility nor liability for any phone charges, line costs or usage fees, or for any damages a user
may suffer, 'Ihis includes loss of data resulting from delays, non-deliveries, mis-deliveries, or service
interruptions caused by one's own negligemce ol' user errors or omissions. Use of any information
obtained via the Internet is at the user's own risk. St. Joseph School, Crestline, OFI specifically denies
any responsibility for the ircculacy or quality of information obtained through its se:rvices.

D. Copyrights

1) Plagiarism: St. Joseph School, Crestline, OI{'s honesty policy applies to the internet as well. Users
must lespect all copyright laws that protect software owners, artists, ancl writers, Plagiarism in any
folrn will not be tolerated.

E. Technology Protection Measures

l) Filters: To the extent practical, St. Joseph School, Crestline, OH shall use tectLnology protection
measures (or "Internet filtels") to block or filter the Intelnet, other fc,rms of electronic
cotnmunications, and access to inappropliate information. Specifically, as requit'<ld by the CIPA,
blocking lxust pfevent against access by adults and minors to visual depictions of rnatelial deemed as
obscene, child pornography, or harrnful to rninors, The school will enforce the operalion oftechnology
protection measul'es while the school cornputels with Intelnet access are being used.

2) Reseqrch: Subject to staff supervision, St. Joseph School, Clestline, OII will allow technology
protection measures to be disabled for adults or, for minols, minimized only for Lrona fide research,
educational projects, or other lawful purpose.

F. Privacy

l) Monitoring: The Computel Enrichment Facilitator (or Technology Cooldinator) and administration
will make every attempt to honor plivacy. There is an acknowledged trade-off between privacy and
the need to gather information insuling system integlity and responsible use of the system. A log will
be kept of all Internet use by students, faculty, staff, and administratiou, and all activities will be
rnon itored.

Supervision by Stffi lt shall be the lesponsibility of all rnembers of the St. Joseph School, Crestline,
OH staff to supervise and monitor usage of the online computer network and access to the Internet in
accordance with this policy and the CIPA.

G. Education

l) Age Appropriate Training: The Technology Director/Computer Enrichrnent Facilitalor (or Technology
Coordinator) will plovide age-appropliate training for students who uLse the Internet facilities of St.
Joseph School, Crestline, OH. The training provided will be designed to promote the school's
commitment to:

a. The standards and acceptable use of Internet selvices as set forth inthis policy
b. Student safety with regard to:

i. Safetv on the Internet
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Internet Safety Policy (continued)

ii, Appropriate behavior while online, on social networking sites, using email, ol in chat
rooms

iii, Cyberbulling awareness and lesponse
c. Compliance with the E-rate requiretnent of the CIPA

H. Content of Policy

1) Cunent Policy: Signed Intemet Safety Policies will be kept on file at St, Joseph Scho,r[, Clestline, OH,

2) Updating the Policy: This policy may be updated when new or changing technology lvirrl'ants,

V. Loss of Privileges

Any violation(s) rnay lesult in a loss of colnputel access Lrp to and possibly inclucling suspension or. expulsion,
as well as legal action. lJset's at'e considered subject to all local, state, and federal laws.

Retain tltis policy-for your records, Return the signature page,
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,[/ M.sriosephcrcsrril]e.o.s

Sr. IosEPr{ XCa'rn€uc ScHooL
Crsstline \--'/ A cool little school

Please write legibly.

SruonNr (lNn Srarn) SucrroN

I have read the Internet Safety Polioy. I understand the policy of St. Joseph School, Crestljne, OH legardirig
safety and security while using the Intemet and othel technology, and I agree to abide by measules established
by these rules. I undetstand tliat if I violate the rules, n1y account can be telrninated, and 1 may face other'
disciplinary tneasures r.rp to and inclr.rding suspension or expulsion.

Name olUser (student and staff) Student's Grad. Year

Signature of User

PnnnNr (on GunnnlAN) SECTToN

As the pat'ent or legal gualdian of 1l.re studenl signing above, I have read this Internet Safe:ty Policy. I grant
pennission fol my son ol daughtef 1.o access the Intelnet and to use the school's technology. I understand the
rules of St. Joseph School, Crestline, OII regarding safety and security while using the Intelnet and other'
technology. I also undet'stand that it is impossible for St. Joseph School, Crestline, OH to lestrict access to all
controversial matet'ials, and I will not hold the school or its staff responsible for materials acquiled on the
network, I undelstand that individuals and families may be held liable for violations. Furthennore, I accept full
responsibility for supervision if and wher.r my child's use is not in a school setting.

Narne of Parent

Signatule ofParent

Home Address

Date

Phone

Date

Cell
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