Security Information Management (SecureM)

A comprehensive Security Information Management suite for Security professionals makes
SecureM the perfect solution to ensure your business is compliant with all elements of
security. SecureM is one segment of Pragmatica Innovations Service Model (PrISM) suite
of solutions that is enabled through our business management platform. Itis NOT
intended for classified document storage or as a replacement for JPAS.

Security services ensure that human and system resources are protected from internal and external threats. SecureM
enables workflow to ensure the security professional is in the 'loop' on every element of security policy. All facets of
security information management can be accomplished within the all-inclusive PrISM platform.
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From the web to your desktop to your mobile device, SecureM provides the continuity and availability of information
that you and your team need to operate your business efficiently. A comprehensive cloud-based solution coupled with a
systematized approach to securely capture, store and disseminate information for the security professional. A rich
feature set offers automated workflow, calendaring, controlled accessibility, collaboration, discussions, record
management and data control.

SecureM provides the information management platform to ensure that all of your assessments are a Success!

SecureM Capabilities

e Reporting management to ensure compliance with internal and external company policy

e Manage and maintain personnel clearance information and accessibility to support Human Resources

o Safeguarding to control information visibility and accessibility, Proper Disclosure, Compliant Marking,
Procedures for Proper Storage and Handling of both Digital (electronic) and Physical (hard copy)

e Training and Education to include: Initial Briefings, Refresher Training, Threat Awareness and Debriefings

o Perform self-inspections and maintain a level of readiness for security vulnerability Assessments

e Security Liaison enabling interaction with internal and external entities concerning security content

e Maintain company facility records and sustains records for government Facility Clearance requirements

¢ Policy Management providing features to create, modify, and update policy and compliance mechanisms

Pragmatica Innovations Security Services
e Security Vulnerability Assessments
o Tabletop security sessions for security resilience
e Brown-bag training sessions for cyber security, information security and physical security
e Security architecture and infrastructure design
e Information Assurance testing and assessments
e Security resilience testing and assessments
e Security Risk management
e Regulatory Compliance Assessments
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www.prism.com/SecureM

Delivering pragmatic solutions for a changing world...




Security Information Management (SecureM)

Human Resources

Manage policy and compliance
« create, modity, update policy for
security related compliance efforts

Manage personnel clearances
- enable personnel to obtain security

clearances I
- adjudicate issues with clearance or - educale (o ensure compliance
accessibility - enforce security policy

- maintain personnel clearances

SecureM enables workflow 1o
ensure the security professional |s
in the 'lnop’ on every facet of
security policy.

Al Faceds of human resources can
be managed within the largar PriSh
solution 1o optimize your security
management.

Training and

Security Liaison Education

Manage training and education for all
human resources within the company
+ Initial Briefings

+ Refresher Training

- Threat Awareness

- Debriefings

Securnty laison enables nteraction witl

internal and external entities conceming

security content, information, personnel,

accessibility and reporting.

« Internal collaboration and
participation in compliance

- External collaboration

Security Officer

The role of the Security Officer
is to manage both the physical
and digital elements of security.

Required training is readhy
avallabie to &ll personnel with
anpropriate information to remain
compliant with company security
[T

Real-ime collaboration and
interaction wih all personnel = a
core feature Securek provided ta
the Security officer.

Assessment Reporting

Reporting within the company to
ensure compliance with company
policy and outside the company in
accordance with external policy.
« Report on actions or events that
impact company’s facility clearance
- Account for personnel clearance
actions or events

This includes the structure,

content, data accessibility, and
waorkflow associated with all
aspects of this service.

Manage inspections and assessments

according o company clearance lavel

and reguirements

« Perform routine self-inspections

» Maintain a level of readiness for
security vulnerability assessments

SecureM provides the mlormetion
management platform to ensure
that all of your assessments are &
Sucaess!

Automated reporting can be
enabled for ‘positive” news within
the feature set of Securebl.

Facility Clearance Safeguarding

Contral information wisibility and
accessibility
« Proper Disclosure
= Compliant Marking
« Proper Storage and Handling
+ Digital {electronic)
« Physical (hard copy)

Manarje clearance associated with
facility and system resources
= Maintain company facility
documents and records
- Sustain records for
government requirements

All mforrmalion el make up the
facility clearance can be managed
with proper controls through
Securehd's record management
Teaflire &t

Documenting thal classiied malerial
is protected from unauthorized
disclosure is a crucial element of
securily assessments.

Visit us on the web and explore the details of the Pragmatica Innovations Security Information Management suite and
how it can work to make your team a success on your next security vulnerability assessment. www.go-prism.com/SecureM



