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Abstract - Vehicular Ad Hoc Networks are receiving great
interest and research efforts in modern time due to the various
enhanced safety and travel comfort they are providing to the
Vanet users. VANETs are being increasingly recommended for
traffic control, avoidance of accidents, managements of parking
lots and public areas. The two concerns in Vanet are Security
and Privacy. Unfortunately services provided by Vehicular Ad
Hoc Networks are vulnerable to Sybil Attacks, whereby a
malicious user claim multiple identities at the same time.
Exchange of safety information enables life critical
applications, such as alert messaging during intersection
transversing and emerging of lanes. Presence of such attacks
can cause a great loss to life. This paper surveys the previous
researches done in this area and the various drawbacks they are
having.
Keywords - Vehicular Ad Hoc Network, Sybil attack,
Security, Vehicular Communication, Routing.
I. INTRODUCTION
Wireless network is the network of mobile computer nodes
or stations that are not physically wired [1]. The main
advantage of this network is one can communicate with the
world while moving at any place any time. The disadvantage is
their limited bandwidth, memory, processing capabilities and
open medium. Two basic system models are fixed backbone
wireless system and Wireless Mobile Ad hoc Network
(MANET) [1]. An ad hoc network is defined as the collection
of nodes that do not depend on a predefined infrastructure to
keep the network connected. With the rapid increase in the
number of vehicles on the streets, vehicle manufacturers are
looking for value-added services for providing their customers
with increased safety and information. Towards this goal,
Vehicular Communication (VC) is likely to play a major role.
VC involves the use of short-range radios in each vehicle,
which would allow various vehicles to communicate with each
other and with road-side infrastructure [3]. These vehicles
would then form an ad hoc networks in vehicles, popularly
known as Vehicular Ad Hoc Networks (VANETs).
II. SYBIL ATTACK
Sybil attack, first discussed by Douseur [2], is a serious
threat as it hinders the functionality of VANETs. In this attack,
an attacker node sends messages with numerous identities to
other nodes in the network. The attacker replicates several

nodes in the network. The node that spoofed the identities of
other nodes is called malicious node/Sybil attacker, and the
nodes whose identities are spoofed are called Sybil nodes[5]. In
the presence of Sybil attack many others attacks can be
launched. One possibility could be an misconception of a traffic
jam or accident so that other vehicles change their routing path
or leave the road for the benefit of the attacker. Sybil attacker
can also introduce false information in the networks via some
fabricated non existing nodes. For example, in the case of an
highway accident, the first vehicle observing the accident is
sending change route/deceleration warning message to all the
following vehicles. Receivers may forward this warning
message to the followers, if any. This forwarding process can
be disrupted by Sybil vehicles by not forwarding the warning
message or by adding some false information. This may put the
life of passengers in danger [3].

Fig.1: Sybil Attack

A. Different forms of Sybil Attack
i.
Direct/Indirect Communication
When an honest node sends a radio message to a Sybil node,
one among the malicious nodes listens to the message. In the
same way, messages sent from Sybil nodes are actually sent
from one of the malicious devices. Communication to/from
Sybil nodes can be direct or indirect. In a direct mode, all the
Sybil nodes created by malicious node communicate with
legitimate nodes. In an indirect communication, legitimate
nodes reach the Sybil nodes through a malicious node [5].
ii.
Fabricated Stolen Identities
In a Sybil attack, an attacker creates a new Sybil identity.
This identity can be a random 32-bit integer (fabricated
identity) or an attacker can spoof legitimate identity of one of
its neighbours (stolen identity).
iii.
Simultaneous /Non Simultaneous Participation
Multiple Sybil identities created by malicious nodes can
simultaneously participate in the attack or the attacker can
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present these Sybil identities one by one. A particular identity
may leave or join the network many times, that is, one identity

is used at a time. The number of identities the attacker uses is
equal to or less than the number of physical identities [3].
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IV. CONCLUSION AND FUTURE SCOPE
In Vehicular ad hoc networks, attacks always degrade the
service of the entire network. Sybil attack is the attack which is
performed very smartly in vanet, resulting in the impairment of
the network. For future, we would use the optimization
algorithm (Genetic Algorithim) that would enhance the
performance with the maintenances of security so that data can
be securely transferred from source to destination. This paper
has focused on the numerous researches done in term of Sybil
attack to find an effective system which would prevent the

No. of packets sent to the receiver is
60

Sybil attack as well as give better performance by enhancing
various parameters.
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