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Abstract—Image privacy preservation is one of the key 

issues to be considered before storing on cloud or uploading 

on Online Social Media (OSNs) as images are the most 

reveling data. Encryption is a technique by which 

unauthorized users are prevented from understanding Original 

image contents. Encryption methods for enhancing security 

for Image contents have gained huge importance resent era to 

breach from misuse and security concerns of confidential and 

personal images which may be misused by the unauthorized 

users.  In this paper, the properties of RGB Image are used to 

construct special encrypted Image and further reverse 

procedure is used to decrypt image varying perceptibility. 

RGB plains of images are scattered to perform encryption. 

The proposed color image encryption algorithm using 

Shuffling of Red Green and Blue plain’s (RGB) pixel 

numerical values for images of varying sizes. The proposed 

Image encryption algorithm IES (Image Encryption using 

RGB Shuffling) works by dividing the image into three 

horizontal splits the first split becomes the R plain, second 

split as G plain and the third split as B plain of Ciphered 

image, further each split performs the shuffle of numerical 

pixel values from RGB plain. Proposed encryption algorithm 

is the faster then the other state of art encryption algorithms. 

Algorithm provide the number of pixel change rate (NPCR) as 

99.64 with the speed of encryption as 1.94749*103 KB/sec. 

Keywords— Image Encryption; Image Encryption Using RGB 

Shuffling (IES) algorithm; RGB plain Shuffling; Cloud;  

Online Social Media 

 INTRODUCTION 

 Cloud Storage and Sharing of images through Online 
Social Media is accresent broad application broad applications 
becoming an vital part of today’s life due to the requirement of 
huge storage, timely access to the Images are rising in recent 
decade. It also delay less message communications and offline 
message sharing such as private information on social media 
(YouTube), blogging (Twitter), between user’s regardless of 
their geographical location. There are numerous OSNs with 
specially for photo sharing (like, Flickr), college, travel, 
business etc. OSNs helps families and friends to stay 
connected, maintain their social relations in a more convenient 
way than traditional conversations like phone, mails and 
emails, and hence have gained wide popularity among social 
groups. Images are the most revealing data that need to be 

protected such that unauthorized users are not allowed to view 
or download images. User’s Image privacy is at risk when 
exploited for adversarial exposure, e.g., accessing private 
images without permissions, illegally selling, profiling the 
image owner, etc. The risks are spectacularly increasing 
especially when users are needed to include their real names 
and profiles in the OSN applications; leading users vulnerable 
to image privacy breach. A secure and efficient privacy 
preservation scheme suitable for sharing images on OSNs are 
highly needed. 
 Image Privacy can be better achieved using 
Cryptography, which today needs to use advanced 
mathematical procedures during encryption and decryption 
process. Encryption algorithms are becoming time consuming  
and more complex. The two main broad approaches to 
encryption, are symmetric key and asymmetric key 
algorithms. Symmetric-key algorithm [18] is a class of 
algorithm for encryption that uses the same cipher keys for 
both encryption of plain data and decryption of cipher data. 
Another, approach pixel diffusion and chaotic confusion  [19] 
that performs repetitive steps of permutations and changes are 
used to achieve security.  

This paper proposes a Color Image encryption technique 
through an encryption algorithm for images of varying sizes 
through shuffling of RGB plain numerical values. The 
algorithm encrypts and decrypts the images based on the RGB 
plain numerical values without complex calculation and key 
management.  The organization of paper:  related work 
discussed in section II, Methodology for encryption and 
decryption explain in section III, Simulation result and 
discussion is performed in section IV. Paper is concluded with 
future work in section V. 

RELATED WORK 

 Inconsistencies that appear in distributed social network 

when treating images and access policies separately proposed 

solution to solve. Showed an access police, each time a photo 

is re-shared, the access policy will travel together with the 

image [1]. Social network operators are increasingly 

publishing and sharing social network data with third party 

consumers. The published social network data contain 

potentially sensitive information about users and their 

relationships. Authors have presented a high level framework 

for social network publishing threat analysis, threat model and 

quantified and classified the background knowledge that is 

potentially used by adversaries to breach privacy of the 
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published social network data. Also proposed number of 

methods, approaches, strategies and techniques in privacy-

preserving social network data publishing. [7,8,9,14].The 

transposition and reshuffling of the Red Green Blue plain 

values of the image in steps have been used by authors to 

perform ciphering and deciphering of image[3]. 

 Image scrambler using knight’s moving rules (from the 

game of chess), along with a chaos-based permutation, in 

order to transpose original image’s pixels between RGB 

channel is proposed in [4].  Chaos-based image encryption 

algorithm for generating random permutations as a part of the 

elements from the beginning of the permutation will have 

large values and a part of the elements from the end of the 

permutation will have small ones, so the shift factor of the 

permutation will be large [10]. 

 Double Scrambling of image is performed first 

horizontally and the result of horizontal scrambling as input to 

vertical scrambling [15].  Sudoku Associated Image Scrambler 

using these Sudoku associated two dimensional bijections, by 

using a scrambling key to control these bijections in a 

parametric way [16]. 

 Single chaos map used to implement gray scrambling 

encryption of an image, in which the pixel values(0-255) tha 

tare distributed evenly, the positions of pixels are permutated. 

Authors transform statistical characteristic of original image 

information, to increase the difficulties of an unauthorized 

users to break the encryption [17]. 
 

PROPOSED METHODOLOGY 

 The image under encryption under have its RGB plain, 

the completed image RGB plains, for every pixel the G and B 

plain numerical value extracted and assigned R plain from G 

plain to the first neighbour pixel and plain B numerical value 

to the second neighbour pixel once all the assignments have 

reached image boundaries the same process is repeated for 

Green and Blue plains to obtain cipher Image. The ciphering 

of images for this research will be done by using the RBG 

pixel values shuffling only. In the proposed method there are 

no changes for pixel bit values of images used neither, pixel 

expansion at the end of the encryption and the decryption. 

Numerical values of the pixels are misplaced from their 

original positions and the RGB values are shuffled to obtain 

the ciphered images, the total change in the image and image 

size (dimensions) is zero.   

The R-G-B components are considered the characteristics of a 

pixel, With the proposed method in this paper, the encryption 

of a image was ultimately done shuffling the RGB pixels 

numerical values. 
The process of encryption is shown pictorially in figure(1), 
pixel representation of original image figure (1a), encrypted 
image figure(1b). Algorithm 1 Image Encryption Using RGB 
Shuffling (IES)  is used for image encryption process and 
Algorithm 2 is used for decryption process. 

 

                                (a)                           (b) 

Figure(1) Pictorial representation RGB plain of (a) Original Image 

(b) Encryption Algorithm 

 

A. Mathematical Representation of Proposed Algorithm 

 

Original Image 𝑨(𝒏𝑿𝒎𝑿𝟑) equ(1) n,m are the dimensions of 

image its RGB plains of image are shown by 𝑨𝒓, 𝑨𝒈, 

𝑨𝒃 , matrices by equ(2,3,4) respectively. r,g,b represents the 

three plain of image  

𝑨 =

[
 
 
 
 
 
𝑨𝟏, 𝟏  𝑩𝟏, 𝟏  𝑪𝟏, 𝟏  … . .    𝑴𝟏,𝒎
𝑨𝟐, 𝟏  𝑩𝟐, 𝟐  𝑪𝟐, 𝟑  … . .    𝑴𝟐,𝒎

.

.

.
𝑨𝒏, 𝟏 𝑩𝒏, 𝟐 𝑪𝒏, 𝟑  … . .  𝑴,𝒏,𝒎 ]

 
 
 
 
 

               …   (𝟏) 

 

𝑨𝒓 =

[
 
 
 
 
 
𝑨𝟏, 𝟏, 𝒓  𝑩𝟏, 𝟏, 𝒓 𝑪𝟏, 𝟏, 𝒓  … . .    𝑴𝟏,𝒎, 𝒓
𝑨𝟐, 𝟏, 𝒓 𝑩𝟐, 𝟐, 𝒓 𝑪𝟐, 𝟑, 𝒓  … . .    𝑴𝟐,𝒎, 𝒓

.

.

.
𝑨𝒏, 𝟏, 𝒓 𝑩𝒏, 𝟐, 𝒓 𝑪𝒏, 𝟑, 𝒓  … . .  𝑴, 𝒏,𝒎, 𝒓]

 
 
 
 
 

     …   (𝟐) 

 

𝑨𝒈 =

[
 
 
 
 
 
𝑨𝟏, 𝟏, 𝒈  𝑩𝟏, 𝟏, 𝒈 𝑪𝟏, 𝟏, 𝒈  … . .    𝑴𝟏,𝒎,𝒈
𝑨𝟐, 𝟏, 𝒈 𝑩𝟐, 𝟐, 𝒈 𝑪𝟐, 𝟑, 𝒈  … . .    𝑴𝟐,𝒎, 𝒈

.

.

.
𝑨𝒏, 𝟏, 𝒈 𝑩𝒏, 𝟐, 𝒈 𝑪𝒏, 𝟑, 𝒈  … . .  𝑴, 𝒏,𝒎,𝒈]

 
 
 
 
 

     … (𝟑) 

  

𝑨𝒃 =

[
 
 
 
 
 
𝑨𝟏, 𝟏, 𝒃  𝑩𝟏, 𝟏, 𝒃 𝑪𝟏, 𝟏, 𝒃  … . .    𝑴𝟏,𝒎,𝒃
𝑨𝟐, 𝟏, 𝒃 𝑩𝟐, 𝟐, 𝒃 𝑪𝟐, 𝟑, 𝒃  … . .    𝑴𝟐,𝒎,𝒃

.

.

.
𝑨𝒏, 𝟏, 𝒃 𝑩𝒏, 𝟐, 𝒃 𝑪𝒏, 𝟑, 𝒃  … . .  𝑴,𝒏,𝒎, 𝒃]

 
 
 
 
 

      …  (𝟒) 

 

Ciphered images 𝑨′ equ(5) its RGB plains are  shown by 

matrices 𝑨𝒓
′ , 𝑨𝒈

′ , 𝑨𝒃
′ with equ(6,7,8) respectively. 

 

𝑨′ =

[
 
 
 
 
 
𝑨𝟏, 𝟏  𝑩𝟏, 𝟏  𝑪𝟏, 𝟏  … . .    𝑴𝟏,𝒎
𝑨𝟐, 𝟏  𝑩𝟐, 𝟐  𝑪𝟐, 𝟑  … . .    𝑴𝟐,𝒎

.

.

.
𝑨𝒏, 𝟏 𝑩𝒏, 𝟐 𝑪𝒏, 𝟑  … . .  𝑴, 𝒏,𝒎 ]

 
 
 
 
 

                 …   (𝟓) 
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𝑨𝒓
′ =

[
 
 
 
 
 
 
 
 
 
𝑨𝟏, 𝟏, 𝒓  𝑩𝟏, 𝟏, 𝒓 𝑪𝟏, 𝟏, 𝒓  … . .    𝑴𝟏,𝒎, 𝒓
𝑨𝟏, 𝟏, 𝒈 𝑩𝟏, 𝟐, 𝒈 𝑪𝟏, 𝟑, 𝒈  … . .    𝑴𝟏,𝒎, 𝒈
𝑨𝟏, 𝟏, 𝒃 𝑩𝟏, 𝟐, 𝒃 𝑪𝟏, 𝟑, 𝒃  … . .    𝑴𝟏,𝒎,𝒃
𝑨𝟐, 𝟏, 𝒓 𝑩𝟐, 𝟐, 𝒓 𝑪𝟐, 𝟑, 𝒓  … . .    𝑴𝟐,𝒎, 𝒓
𝑨𝟐, 𝟏, 𝒈 𝑩𝟐, 𝟐, 𝒈 𝑪𝟐, 𝟑, 𝒈  … . .    𝑴𝟐,𝒎, 𝒈
𝑨𝟐, 𝟏, 𝒃 𝑩𝟐, 𝟐, 𝒃 𝑪𝟐, 𝟑, 𝒃  … . .    𝑴𝟐,𝒎,𝒃

.

.

.
𝑨𝒚, 𝟏, 𝒛 𝑩𝒚, 𝟐, 𝒛 𝑪𝒚, 𝟑, 𝒛  … . .  𝑴𝒚,𝒎, 𝒛 ]

 
 
 
 
 
 
 
 
 

    …       (𝟔) 

 

𝒛 = (𝒓, 𝒈, 𝒃) can be any value between r or g or b, 𝒚 =
𝒏

𝟑
 , y 

represents 
𝟏

𝟑
 of original image’s  rows 

 

𝑨𝒈
′ =

[
 
 
 
 
 
 
 
 
 
𝑨𝒚 + 𝟏, 𝟏, 𝒓  𝑩𝒚 + 𝟏, 𝟏, 𝒓 𝑪𝒚 + 𝟏, 𝟏, 𝒓  …     𝑴𝒚 + 𝟏,𝒎, 𝒓
𝑨𝒚 + 𝟏, 𝟏, 𝒈 𝑩𝒚 + 𝟏, 𝟐, 𝒈 𝑪𝒚 + 𝟏, 𝟑, 𝒈  …     𝑴𝒚 + 𝟏,𝒎, 𝒈
𝑨𝒚 + 𝟏, 𝟏, 𝒃 𝑩𝒚 + 𝟏, 𝟐, 𝒃 𝑪𝒚 + 𝟏, 𝟑, 𝒃  …     𝑴𝒚 + 𝟏,𝒎, 𝒃
𝑨𝒚 + 𝟐, 𝟏, 𝒓 𝑩𝒚 + 𝟐, 𝟐, 𝒓 𝑪𝒚 + 𝟐, 𝟑, 𝒓  …     𝑴𝒚 + 𝟐,𝒎, 𝒓
𝑨𝒚 + 𝟐, 𝟏, 𝒈 𝑩𝒚 + 𝟐, 𝟐, 𝒈 𝑪𝒚 + 𝟐, 𝟑, 𝒈  …     𝑴𝒚 + 𝟐,𝒎, 𝒈
𝑨𝒚 + 𝟐, 𝟏, 𝒃 𝑩𝒚 + 𝟐, 𝟐, 𝒃 𝑪𝒚 + 𝟐, 𝟑, 𝒃  …     𝑴𝒚 + 𝟐,𝒎, 𝒃

.

.

.
𝑨𝒙, 𝟏, 𝒛 𝑩𝒙, 𝟐, 𝒛 𝑪𝒙, 𝟑, 𝒛  …   𝑴𝒙,𝒎, 𝒛 ]

 
 
 
 
 
 
 
 
 

                    

…  (𝟕) 

 

𝒙 =
𝟐𝒏

𝟑
 , x represents 

𝟏

𝟑
 of original image’s  rows 

 

𝐴𝑏
′ =

[
 
 
 
 
 
 
 
 
 
𝐴𝑥 + 1,1, 𝑟  𝐵𝑥 + 1,1, 𝑟 𝐶𝑥 + 1,1, 𝑟  …     𝑀𝑥 + 1,𝑚, 𝑟
𝐴𝑥 + 1,1, 𝑔 𝐵𝑥 + 1,2, 𝑔 𝐶𝑥 + 1,3, 𝑔  …     𝑀𝑥 + 1,𝑚, 𝑔
𝐴𝑥 + 1,1, 𝑏 𝐵𝑥 + 1,2, 𝑏 𝐶𝑥 + 1,3, 𝑏  …     𝑀𝑥 + 1,𝑚, 𝑏
𝐴𝑥 + 2,1, 𝑟 𝐵𝑥 + 2,2, 𝑟 𝐶𝑥 + 2,3, 𝑟  …     𝑀𝑥 + 2,𝑚, 𝑟
𝐴𝑥 + 2,1, 𝑔 𝐵𝑥 + 2,2, 𝑔 𝐶𝑥 + 2,3, 𝑔  …     𝑀𝑥 + 2,𝑚, 𝑔
𝐴𝑥 + 2,1, 𝑏 𝐵𝑥 + 2,2, 𝑏 𝐶𝑥 + 2,3, 𝑏  …    𝑀𝑥 + 2,𝑚, 𝑏

.

.

.
𝐴𝑛, 1, 𝑧 𝐵𝑛, 2, 𝑧 𝐶𝑛, 3, 𝑧  … . .  𝑀𝑛,𝑚, 𝑧 ]

 
 
 
 
 
 
 
 
 

 

 

 

 

Image Encryption Using RGB Shuffling (IES) Algorithm for 

Encryption and Decryption 

 

𝑨𝒍𝒈𝒐𝒓𝒊𝒕𝒉𝒎 𝟏: 𝑰𝒎𝒂𝒈𝒆 𝑬𝒏𝒄𝒓𝒚𝒑𝒕𝒊𝒐𝒏 𝑼𝒔𝒊𝒏𝒈 𝑹𝑮𝑩 𝑺𝒉𝒖𝒇𝒇𝒍𝒊𝒏𝒈 (𝑰𝑬𝑺)   

𝑰𝒏𝒑𝒖𝒕: 𝑰 (𝑶𝒓𝒊𝒈𝒏𝒊𝒂𝒍 𝒊𝒎𝒂𝒈𝒆), 𝑰𝒎𝒂𝒈𝒆 𝑺𝒊𝒛𝒆 (𝑴 𝑿 𝑵) 
𝑶𝒖𝒕𝒑𝒖𝒕: 𝑪𝑰 (𝑪𝒊𝒑𝒉𝒆𝒓𝒆𝒅 𝑰𝒎𝒂𝒈𝒆) 
𝑺𝒕𝒆𝒑 𝟏: 𝑹𝒆𝒂𝒅 𝑰,𝑴,𝑵 

𝑺𝒕𝒆𝒑 𝟐: 𝑪𝑰 = 𝑰 

𝑺𝒕𝒆𝒑𝟑: 𝒇𝒐𝒓 𝒊 = 𝟏: (𝑴/𝟑) 
     𝒇𝒐𝒓 𝒋 = 𝟏:𝑵 
    𝑪𝑰(𝒃𝟏, 𝒋, 𝑹) = 𝑰(𝒊, 𝒋, 𝑹); 
    𝑪𝑰(𝒃𝟐, 𝒋, 𝑹) = 𝑰(𝒊, 𝒋, 𝑮); 

    𝑪𝑰(𝒃𝟑, 𝒋, 𝑹) = 𝑰(𝒊, 𝒋, 𝑩); 
   𝒆𝒏𝒅 
        𝒆𝒏𝒅 
[𝒘𝒉𝒆𝒓𝒆 𝒃𝟏 𝒊𝒔 𝒕𝒉𝒆 𝒄𝒖𝒓𝒓𝒆𝒏𝒕 𝒑𝒊𝒙𝒆𝒍, 𝒃𝟐, 𝒃𝟑 𝒓𝒆𝒑𝒓𝒆𝒔𝒆𝒏𝒕𝒔 

 𝟏𝒔𝒕 𝒂𝒏𝒅 𝟐𝒏𝒅 𝒏𝒆𝒊𝒈𝒉𝒃𝒐𝒖𝒓 𝒑𝒊𝒙𝒆𝒍𝒔 𝒐𝒇 𝒃𝟏 𝒑𝒊𝒙𝒆𝒍, 
 𝑹, 𝑮, 𝑩 (𝒂𝒓𝒆 𝑹𝒆𝒅, 𝑮𝒓𝒆𝒆𝒏,𝑩𝒍𝒖𝒆 𝒑𝒍𝒂𝒊𝒏𝒔 𝒐𝒇 𝒂 𝒊𝒎𝒂𝒈𝒆] 
𝑺𝒕𝒆𝒑 𝟒: 𝒇𝒐𝒓 𝒊 = (𝒓𝒐𝒖𝒏𝒅((𝑴)/𝟑)): (𝒓𝒐𝒖𝒏𝒅((𝟐 ∗ 𝑴)/𝟑)) 
     𝒇𝒐𝒓 𝒋 = 𝟏:𝑵 
    𝑪𝑰(𝒃𝟏, 𝒋, 𝑮) = 𝑰(𝒊, 𝒋, 𝑹); 
    𝑪𝑰(𝒃𝟐, 𝒋, 𝑮) = 𝑰(𝒊, 𝒋, 𝑮); 
    𝑪𝑰(𝒃𝟑, 𝒋, 𝑮) = 𝑰(𝒊, 𝒋, 𝑩); 
   𝒆𝒏𝒅 
        𝒆𝒏𝒅 
𝑺𝒕𝒆𝒑 𝟓: 𝒇𝒐𝒓 𝒊 = (𝒓𝒐𝒖𝒏𝒅((𝟐 ∗ 𝑴)/𝟑)):𝑴 
     𝒇𝒐𝒓 𝒋 = 𝟏:𝑵 
    𝑪𝑰(𝒃𝟏, 𝒋, 𝑩) = 𝑰(𝒊, 𝒋, 𝑹); 
    𝑪𝑰(𝒃𝟐, 𝒋, 𝑩) = 𝑰(𝒊, 𝒋, 𝑮); 
    𝑪𝑰(𝒃𝟑, 𝒋, 𝑩) = 𝑰(𝒊, 𝒋, 𝑩); 
   𝒆𝒏𝒅 
        𝒆𝒏𝒅 
𝑺𝒕𝒆𝒑 𝟔: 𝑪𝒐𝒏𝒗𝒆𝒓𝒕 𝑪𝑰 𝒊𝒏𝒕𝒐 𝒊𝒎𝒂𝒈𝒆 𝒇𝒐𝒓𝒎𝒂𝒕 
𝑺𝒕𝒆𝒑 𝟕: 𝑪𝑰 
𝑺𝒕𝒆𝒑 𝟖: 𝑺𝒕𝒐𝒑 

 

------------------------------------------------------------------------- 

𝑨𝒍𝒈𝒐𝒓𝒊𝒕𝒉𝒎 𝟐: 𝑰𝒎𝒂𝒈𝒆 𝑫𝒆𝒄𝒓𝒚𝒑𝒕𝒊𝒐𝒏 

------------------------------------------------------------------------ 

𝑰𝒏𝒑𝒖𝒕: 𝑪𝑰 (𝑪𝒊𝒑𝒉𝒆𝒓𝒆𝒅 𝑰𝒎𝒂𝒈𝒆), 𝑰𝒎𝒂𝒈𝒆 𝑺𝒊𝒛𝒆 (𝑴 𝑿 𝑵) 
𝑶𝒖𝒕𝒑𝒖𝒕: 𝑫𝑰 (𝑫𝒆𝒄𝒓𝒚𝒑𝒕𝒆𝒅 𝑰𝒎𝒂𝒈𝒆) 

𝑺𝒕𝒆𝒑 𝟏: 𝑹𝒆𝒂𝒅 𝑪𝑰,𝑴,𝑵 

𝑺𝒕𝒆𝒑 𝟐: 𝑰 = 𝑪𝑰 

𝑺𝒕𝒆𝒑𝟑: 𝒇𝒐𝒓 𝒊 = 𝟏:𝒎 

𝒄𝒐𝒖𝒏𝒕 = 𝟎; 
𝒇𝒐𝒓 𝒋 = 𝟏: 𝒏 

𝒄𝒐𝒖𝒏𝒕 = 𝒄𝒐𝒖𝒏𝒕 + 𝟏; 
𝒓(𝒊, 𝒄𝒐𝒖𝒏𝒕) = 𝑪𝑰(𝒊, 𝒋, 𝑹); 
𝒈(𝒊, 𝒄𝒐𝒖𝒏𝒕) = 𝑪𝑰(𝒊, 𝒋, 𝑮); 
𝒃(𝒊, 𝒄𝒐𝒖𝒏𝒕) = 𝑪𝑰(𝒊, 𝒋, 𝑩); 
𝒆𝒏𝒅 

𝒆𝒏𝒅 

[𝒘𝒉𝒆𝒓𝒆 ∶ [𝑪𝒐𝒖𝒏𝒕 𝒌𝒆𝒆𝒑 𝒕𝒓𝒂𝒄𝒌 𝒐𝒇 𝒏𝒖𝒎𝒃𝒆𝒓 𝒄𝒐𝒍𝒖𝒎𝒆𝒔] 
𝑺𝒕𝒆𝒑 𝟔: 𝑫𝑰(: , : , 𝑹) = 𝒓,𝑫𝑰(: , : , 𝑮) = 𝒈,𝑫𝑰(: , : , 𝑩)

= 𝒃 (: − 𝒇𝒐𝒓 𝒂𝒍𝒍 𝒑𝒊𝒙𝒆𝒍𝒔 (𝑴 𝑿 𝑵)) 
𝑺𝒕𝒆𝒑 𝟕: 𝑫𝑰 (𝒘𝒊𝒕𝒉 𝑹𝑮𝑩 𝒑𝒍𝒂𝒊𝒏) 
𝐒𝐭𝐞𝐩 𝟖: 𝐒𝐭𝐨𝐩 

RESULTS AND DISCUSSION 

 The proposed video Encryption algorithm is tested  on 
more than 100 short video clips of varying Image sizes, and 
also on DAVIS color image data set containing 50 categories 
images each category contain 50 images. The code for this 
algorithm was implemented on MATLAB 2016. The result of 
after applying algorithm1 encryption algorithm and their 
corresponding histograms are shown in figure (2).  Figure (2a) 
shows the color image of size 1280 X 760 pixels. Figure (2b) 
shows the ciphered image. figure (2c) indicate the decrypted 
image generated using Algorithm (2). Histogram of original 
and ciphered images shown in figure (2d and 2e) are totally 
different figure(2f) shows the Histogram decrypted image. 
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              (a)                              (b)                            (c) 

 
                  (d)                                   (e)                    (f) 
Figure 2. (a) Plain Image (b) Ciphered Image (c) Decrypted Image (d) 
Histogram of plain Image with different color channel (e) Histogram 

of ciphered image (f) Histogram of decrypted Image 

B. Comparison and Analysis of Results 

 As requirement to validate image encryption the output 
encrypted image must be different from plain image and also 
should provide ability to perform feature extraction so that 
content based retrieved on encrypted images can be performed 
Cloud Storage. Result Comparisons can be performed from 
statistical point, Histogram analysis. To quantify the result, in 
addition to visual assessment, statistical estimators are used, 
most commonly. 
 Adjacent Pixels Correlation Coefficients (APCC) 
Analysis : From plain image, any randomly chosen pixels are 
strongly correlated with their adjacent ones (diagonally, 
vertically, or horizontally). An efficient image encryption 
algorithm must minimize this correlation. Figure 2 show the 
distributions of correlation horizontally (a), vertically (b), and 
diagonally (c) with corresponding adjacent pixels for the 
Vegetable image, for same vegetable image when encrypted 
using the proposed method horizontal(d), vertical (e), diagonal 
(f). 

 
                  (a)                  (b)                                       (c) 

 
            (d)      (e)           (f) 
Figure (3) Plot of distribution Correlation of adjacent pixels of 

Vegetables Original and Ciphered image (a) Adjacent pixels 

Horizontally, (b) Adjacent pixels vertically, and(c) Adjacent pixels 

diagonally and (d),(e) and (f) shows Horizontal, vertical and diagonal 

adjacent pixels of ciphered image 

  

 As shown in figure(3) shows the Analysis of correlation 

distribution of adjacent pixels of original and ciphered image. 

Analyses of correlation disribution of adjacent pixels of 

original and ciphered image are different. 

   The Table 1 below shows the APCCs for Benchmark images 

at different plains (RGB) for both original and encrypted 

Images 

Table 1. Adjacent Pixel Correlation Coefficient Analysis 

Pixel 
Adjace

ncy 

Image 
Color 
Chan

nel 

Vegeta
ble 

Image 

Len

na 

Ima
ge 

Babo

on 

Imag
e 

Difference[(Ori
ginal)-Random 

Permutation 

and RGB 
Shuffling(RPS)

] images 

Vertica

l 

Original 

Red 
0.9652 0.97

90 

0.92

39 

18.4% 

Gree

n 

0.9688 0.96

86 

0.88

23 

Blue 
0.9508 0.93

02 

0.92

8 

Random 

Permutati

on and 

RGB 

Shuffling(

RPS) 

Red 
0.7671 

0.78

37 

0.73

57 

Gree

n 0.7507 

0.77

81 

0.75

57 

Blue 
0.7551 

0.78

08 

0.73

37 

Horizo
ntal 

Original 

Red 0.9610 
0.98
81 

0.91
29 

43.8% 

Gree

n 
0.9685 

0.98

21 

0.86

55 

Blue 0.9396 
0.95
44 

0.92
26 

Random 

Permutati

on and 

RGB 

Shuffling(

RPS) 

Red 0.2473 
0.60

80 

0.47

93 

Gree

n 
0.3919 

0.68

38 

0.63

19 

Blue 0.4205 
0.71

68 

0.36

97 

Diagon

al 

Original 

Red 
0.9325 0.96

89 

0.87

18 

43.37% 

Gree

n 

0.9430 0.95

52 

0.79

97 

Blue 
0.9047 0.91

55 
0.88
05 

Random 

Permutati

on and 

RGB 

Shuffling(

RPS) 

Red 
0.223

5 

0.59

44 

0.41

67 

Gree

n 

0.369

5 

0.66

24 

0.59

09 

Blue 
0.408

6 

0.70

04 

0.30

20 

 

 

Unified Average Changing Intensity (UACI) and Number Of 
Pixel Change Rate (NPCR)  measures: Calculation of UACI 
evaluated using equ(1), if two totally different images are 
considered for UACI comparison  maximum approximately 
estimated as UACI𝐶 = 33.4635%. 
 

𝑈𝐴𝐶𝐼(𝐼𝑀𝑃, 𝐼𝑀𝑆, 𝑐)

= (
1

𝑊𝑋𝐻
∑∑

𝐼𝑀𝑃(𝐼, 𝐽, 𝐶) − 𝐼𝑀𝑆(𝐼, 𝐽, 𝐶)

255

𝐻

𝐽=1

𝑤

𝐼=1

)𝑥100        (9) 

 

 

Table (2) summarizes the result of NPCR and UACI for test 
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Authors NPCR UACI Speed(KB/s) 

Dascalescu and 

Boriga[10] 

99.431 25.032 12.5*103 

Dalhoum et al.[15] 90.126 NaN NaN 

Wu et al.[16] 94.163 NaN NaN 

Ye[17] 93.676 NaN NaN 

AdrianViorel 

Diaconu et. al.[4] 

99.489 29.006 117.028 

Quist-Aphetsi 

Kester[3] 

98.95 17.98 170.03 

Proposed 

Algorithm: Random 
Permutation and 

RGB 

Shuffling(RPS) 

99.64 27.86 1.94749*103 

 

 The Table(2) above shows the results of different Image 
encryption algorithms with their statistical calculation the 
proposed video encryption algorithm gives high NPCR and 
Speed which is very efficient for video encryption. Further, the 
proposed algorithm can be used for content based feature 
extraction. 

CONCLUSION 

Image Encryption performed by Displacement of pixel 
RGB numerical values to their adjacent pixels and dividing the 
image into three split horizontal each split becomes the R or G 
or B plain of the ciphered image. The proposed algorithm 
encrypts the image without any key management, with no extra 
mathematical calculations. As image after encryption retain its 
original data content based retrieval on encrypted data can be 
quickly performed. The proposed IES algorithm is fast in 
computation, it can also be used to encrypt video frames. The 
proposed IES image encryption algorithm can be further 
extended using machine learning algorithms. 
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