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Abstract- Currently, most PC frameworks use client IDs and 

passwords as the login examples to verify clients. Be that as it 

may, numerous individuals share their login designs with 

collaborators and demand these colleagues to help co-

assignments, consequently making the example as one of the 

weakest purposes of PC security. Insider assailants, the 

legitimate clients of a framework who assault the framework 

inside, are difficult to recognize since most interruption 

location frameworks and firewalls distinguish and segregate 
pernicious practices propelled from the outside universe of the 

framework as it were. Moreover, a few investigations asserted 

that breaking down framework produced by directions can 

recognize these directions, with which to precisely distinguish 

assaults, and assault designs are the highlights of an assault. In 

this way, a security framework, named the Internal Intrusion 

Detection and Protection System (IIDPS), is proposed to 

identify insider assaults at AES level by utilizing information 

mining and scientific procedures. The IIDPS makes clients' 

close to home profiles to monitor clients' utilization propensity. 

Determines whether a valid login user is the account holder or 
not by comparing his/her current computer usage behaviours 

with the patterns collected in the account holder’s personal 

profile. 
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I. INTRODUCTION 

In the previous decades, PC frameworks have been broadly 

utilized to furnish clients with less demanding and increasingly 

helpful lives. Be that as it may, when individuals abuse ground-

breaking capacities and preparing intensity of PC frameworks, 
security has been one of the major issues in the PC area since 

assailants more often than not attempt to infiltrate PC 

frameworks and carry on noxiously, e.g., stealing critical data 

of a company, making the systems out of work or even 

destroying the systems. Generally, among all outstanding 

assaults, for example, pharming assault, appropriated 

disavowal of-benefit (DDoS), listening in assault, and lance 

phishing assault . we propose a security framework, named 

Internal Intrusion Detection and Protection System (IIDPS), 

which distinguishes pernicious practices propelled toward a 

framework at An  Intrusion Detection System (IDS) is a system 
that monitors network traffic for suspicious activity and issues 

alerts when such activity is discovered. It is a software 

application that scans a network or a system for harmful activity 

or policy breaching. Any malicious venture or violation is 

normally reported either to an administrator or collected 

centrally using a security information and event management 

(SIEM) system. A SIEM system integrates outputs from 

multiple sources and uses alarm filtering techniques to 

differentiate malicious activity from false alarms.  

 

1.1. Background 

Computer forensics science, which views computer systems as 

crime scenes, aims to identify, preserve, recover, analyze, and 

present facts and opinions on information collected for a 

security event. It analyzes what attackers have done such as 

spreading computer viruses, malwares, and malicious codes 

and conducting DDoS attacks. Most intrusion detection 

techniques focus on how to find malicious network behaviours 

and acquire the characteristics of attack packets, i.e., attack 

patterns, based on the histories recorded in log files. These 

aforementioned techniques and applications truly contribute to 
network security. However, they cannot easily authenticate 

remote-login users and detect specific types of intrusions, e.g., 

when an unauthorized user logs in to a system with a valid user 

ID and password. In our previous work, a security system, 

which collects forensic features for users at command level 

rather than at AES, by invoking machine learning and cyber 

security, was developed. Moreover, if attackers use many 

sessions to issue attacks. 

 

1.2. Motivation 
Most current host-based security frameworks and arrange 

based IDSs can find a known interruption in a continuous way. 
Be that as it may, it is exceptionally hard to distinguish who the 

assailant is on the grounds that assault bundles are regularly 

issued with produced IPs or aggressors may enter a framework 

with substantial login designs. 

 To develop a system which detects insider attacks by 

using data mining and forensic techniques.   

 Comparing his/her current computer usage behaviours 

with the patterns collected in the account holder’s 

personal profile. 

 To keep tracks of user’s personal profiles and track 

them to find the attacks. 
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II. LITERATURE SURVEY 

[1] Paper Name and Author: Sajaan Ravji , Maaruf Ali 

London,United kingdom “To guarantee enhanced 

performance, expanding level of security". 

In this paper, a security system, called Internal Intrusion 

Detection and Protection System (IIDPS), is designed to find 
insider attacks. Honeypots can be utilized for detecting the 

attack, preventing the attack or reacting to an attack with the 

right measures. Firewall, signature detection, honeypot, 

intrusion detection system, intrusion prevention system 

 

[2] Paper Name and Author: Shangzhu Jin , Yanling Jiang , 

Jun peng Chongqing , China “Various fuzzy or fuzzy 

intelligence approaches have been proposed in the 

development of IDS ,". 

This paper proposed a security system, named the Internal 

Intrusion Detection and Protection System (IIDPS) to detect 

insider attacks at SC level by using data mining and forensic 
techniques in networked data. The IIDPS creates users' 

personal profiles to keep track of users' usage habits as their 

forensic features and determines whether a valid login user is 

the account holder or not by comparing users current computer 

usage behaviours with the patterns collected in the account 

holder's personal profile. Intrusion detection fuzzy rule 

interpolation, sparse rule base, Snort A hierarchical 

bidirectional fuzzy rule interpolation & its application to  

enhance network intrusion detection system. 

[3] Paper Name and Author: Satoru Yasukawa , Minseok 

Kim Niigata, “The spatiotemporal characteristics of 

microwave multipath propagation,". 

In this paper security System defend s as the Internal Intrusion 

Detection and Protection System (IIDPS), is help to detect 
internally attacks by using data mining and forensic technique 

at SC level. For the track the information of users usages the 

IIDPS creates users' personal profiles as their forensic features 

and investigate that the valid login user is account holder The 

relationship between  the number of elements and the place rate, 

and the variation of evaluation function at the receiving point 

not blocking the direct wave confirmed 

 

[4] Paper Name and Author: Zhouyu Zhang,Yunfeng 

Cao,Likui Zhang Meng Ding,Weiwen Yao, “Obtaining the 

test samples, creating the over complete dictionary, deep 

feature learning and determining the region of the 

intruder,". 

Sense and avoid,overcomplete dictionary, intruder detection 

Intruder detection algorithm for vision based saasystem is 

proposed This method is possible to ensure the availability of 

the target system for accurate and reliable detection based on 

HTTP GET flooding. In experiments, the processing time for 

performance evaluation compares a pattern detection of attack 

features with the Snort detection. The proposed method is better 

than Snort detection method in experiment results because 

processing time of proposed method is shorter with increasing 

congestion. 

 

[4] Paper Name and Author: Farrukh Shahzad Pakistan, 

“Security camera system can be easily compromised by the 
intruders,". 

Mobile phones, proximity sensor,intruder,app security A smart 

phone based loe cost system that cn detect intrusions and 

instantly alert the house owner so that an abrupt action can be 

taken  

 

III. EXISTING SYSTEM 

n the current framework client IDs and passwords as the login 

examples to confirm clients. Be that as it may, numerous 

individuals share their login designs with collaborators and 

demand these associates to help co-undertakings, subsequently 

making the example as one of the weakest purposes of PC 
security. Insider aggressors, the legitimate clients of a 

framework who assault the framework inside, are difficult to 

recognize since most interruption identification frameworks 

and firewalls distinguish and detach malignant practices 

propelled from the outside universe of the framework as it were. 

 

Disadvantages of Existing System 

1. To authenticate the system with just login and password is 

inefficient. 

2. It cannot able to find the intruder in the internal system. 

  
IV. PROPOSED SYSTEM 

 In this Project we are going to developed intrusion 

detection system using existing data using  

 Cyber security and machine learning. 

 The proposed approach uses the AES algorithm for the 

encryption and decryption data. 

 There are main step involved in the implementation: 

Login, User task, user log file, Location 

Recommendations, time hours. 

 To develop a system which detects insider attacks by using 

cyber security and machine learning. 

 Comparing his/her current computer usage behaviour's 

with the patterns collected in the account holder’s personal 

profile. 

 To keep tracks of user’s personal profiles and track them 

to find the attacks.  

 

Advantages of Proposed System: 

1. Can distinguish a client's measurable highlights by 

dissecting the comparing log file to upgrade the precision 

of assault recognition;  

2. Able to port the IIDPS to a parallel framework to 
additionally abbreviate its identification reaction time; and  

3. Effectively oppose insider assault. 
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Fig.1: System Architecture 

 

V. CONCLUSION 

-A new Secure communication has been presented that 

combines log file concept to provide layer of security so the  

analyst reach to plain text without knowing the secret key to 

decrepit the cipher  text.  

  
-Firstly, the secret data has been encrypted by using the AES. 

Due to this combination, the secret data can transmit over open 

channel because the cipher text does not look meaningless but 

its presence is concealed by using cryptography for hiding 

cipher text in the images.   

  

- Our proposed model can be used to hide much more 

information than that other existed methods and security is also 

improved, in addition to it is effective for secret data 

communication. 
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