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Abstract-  The biometric based security has been upgraded 

in this research paper. Here the advance three dimensional 

biometric system has been proposed. In case of traditional 

2d system there were only single 2dimension image for 

comparison. But in traditional 3d there are two different 2 

dimensional images for comparison. Thats why it was more 

secure.  But it took more time as well as more space as 

compare to traditional 2d work. The best among them is 

canny based edge detection. The proposed work is fast 

during comparison process as only important edges have 

been compared. 
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I. INTRODUCTION 

Biometrics  

The biometric based security has been divided on the bases 

of physiological and behavioural characteristics. The 

physiological characteristics consists of face, DNA, iris and 

finger recognition based biometric systems. But the 

behavioural characteristics involve keystroke, voice and 

signatures. The theme of this paper is to introduce the 

concept of security in cloud computer with biometric 

techniques. 

 
Fig.1: Physiological versus Behavioural characteristics 

 

Finger Print 

This system involve guide a fingerprint image of a human & 

records its advantage like arches, whorls, & loops along 

with outlines of edges, minutiae & furrows. Matching of 

Fingerprint could be attained in three ways, like minutiae, 
correlation & ridge 

1. Minutiae based fingerprint matching stores a plane 

includes a set of points & set of points are 

corresponding in template & I/p minutiae. 

2. Correlation based fingerprint matching overlays two 

fingerprint images & association among equivalent 

pixels is calculated. 

3. Ridge feature based fingerprint matching is an 

innovative method that captures ridges, as minutiae based 

fingerprint capturing of fingerprint images is difficult in low 

quality. 

To imprison fingerprints in current methods employ visual 

sensors that use a CMOS image sensor or CCD; solid state 

sensors work on principle of transducer technique using 

thermal, capacitive, piezoelectric sensors or electric field; or 

ultrasound sensors work on echography in which sensor 

sends acoustic signals through transmitter near finger & 

captures signals in receiver.  
  

II. TOOLS & TECHNOLOGY 

Edge Detection 

In order to make the biometric detection fast we need the 

use of Edge detection mechanisms. These may be canny, 

sobel, prewitt and Robert. The best among them is canny 

based edge detection. The physiological characteristics are 

considered in this research the objective of research is to 

provide fast and more efficient biometric security to the 

cloud based systems.  

In this system in canny based edge detection by John Canny 
contemplate mathematical difficulty of deriving an optimal 

smoothing strainer given criteria of detection, minimizing 

& localization multiple responses to a single edge. He 

showed that optimal filter given these assumptions is a sum 

of four rapidly growing terms.  

He also showed that this filter could be well approximated 

by first-order unoriginal of Gaussians. Canny also 

introduced notion of non-maximum suppression, which 

means that given pre smoothing filters, edge points are as 

points where gradient magnitude assumes a local maximum 

within gradient direction.  

The Expression for zero crossing of second derivative along 
pitch direction was first proposed by Haralick.[9] It took less 

than two decades to find a modern geometry variation 

meaning for that operator that links it to Marr–Hildreth 

(zero crossing of Laplacian) edge detector. That observation 

was presented by Ron Kimmel & Alfred Bruckstein. 

 

III. PROPOSED WORK 

In proposed work to provide security to the biometric data 

is acquired & analyzed & validated after transmission, 

signal processing, decision making & storing. Matlab has 

been used as simulation environment. In order reduce the 
size of image and comparison time edge detection 

techniques such as canny algorithm would be used to find 

edge of samples & get matrix representation of stored 

images of faces or Finger prints. Then various graphical 

techniques would be used to compare & comparison would 

be represented in form of Histograms. 
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Data Acquisition 

Data collection involves use of sensors to detect & measure 

an individual’s physiological or behavioural characteristics.  

Biometric feature must have following characteristics:- 

Universality, which means that every person should have 

characteristic, Uniqueness, two persons should not have 
same term or measurement of characteristic Permanence, 

characteristic should be invariant with time, Measurability.  

Validity Of Test Data 

Here, it checks for validity of processed data & decides 

whether person is authorized or not. Testing biometrics is 

difficult, because of extremely low error rates involved.  

PROPOSED MODEL 

In our proposed work we have integrate cloud with 

database, remote application with biometric based security. 

The objective of proposed work is to reduce the time 

consumption during sample comparison as well as the size 

of biometric samples. 
 

 
Fig.2: Proposed Model 

 

IV. RESULT & DISCUSSION 
The following window appears when we run the project. 

Here we could set the id, name, gender, address , contact no 

of person. The image of finger print is stored in image base 

from this interfaces. The images of finger print stored 

previously are compared with present finger prints. The 

time taken comparison in case of 2D, tradition 3d and 

proposed 3d is represented here. Moreover the size of file is 

also compared. 

 

 
Fig.3: Design View of Proposed Work 

 

In following window present the capturing of image and 

comparison is several cases.  

Fig

.4: Implementation of Proposed Work 

 

The following window represent the edge detection during 
comparison of image. This would reduce the size of image. 

 
Fig.5: Edge detection applied during comparison 

 

If the comparison is successful then the following window 

appears for encryption of image. This system would allow 

user to encrypt and decrypt image.  User is free to choose 

image according to his choice 

 
Fig.6: Design view of encyrption and decryption 

 

This is the working process flow of image where image is 

selected and encrypted. After that image has been decrypted 

using common key. 
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Fig..7:  Implementation of encryption and decryption 

 
V. CONCLUSION 

In case of traditional 2d system there were only single 

2dimension image for comparison. But in traditional 3d 

there are two different 2 dimensional images for 

comparison. Thats why it was more secure.  But it took 

more time as well as more space as compare to traditional 

2d work. The proposed work is better than tradition work as 

this is less time consumming as well as less space 

consuming as compare to traditional work. As proposed 

system does not take image as it is. It convert image to edge 

base then make comparison . This reduces the comparison 
time as well as space taken by image. This system is also 

more secure as compare to tradition work. 
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