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‘Right to be forgotten’ is
redrawing Internet content rules

re-Internet, the distribu-

tion of embarrassing

photos, crude comments

and even criminal

records resided largely
in the realm of bathroom walls
and handbills. Bathroom walls
could be washed, files lost, and
photos destroyed.

With the rise of digital com-
munications, a simple Internet
search can disclose a wide array
of accurate (and inaccurate) in-
formation about virtually anyone.
It isn’t only the rich and famous,
such as Jennifer Lawrence, who
have to worry about the public
disclosure of private photos.

To the contrary, anyone who
used Snapchat now faces the dis-
maying reality that a service ex-
pressly founded on the ability to
avoid any trace of shared data has
been hacked. Worse, the hackers
are already disclosing the data of
average citizens.

Into this privacy void, a personal
“right to be forgotten” is a powerful
game changer. This right clearly
raises concerns over the balance
between personal privacy
and censorship. It also
threatens to alter the
carefully constructed
balance between con-
tent owners’ and ser-
vice providers’ rights
under copyright law.

A large swath of Web
material today comprises user
postings, celebrity gossip and
tabloid-style news sites. In the
United States, the Digital Millen-
nium Copyright Act affords most
service providers, including Web
hosts and search engines, a safe
harbor against copyright liability. 17
U.S.C. Section 512. Service
providers can host, search and link
to sites that contain a wide variety
of personal information with no re-
alistic threat of liability if the dis-
semination of such materials is
unauthorized. The creation of a
right to be forgotten seriously un-
dermines any comfort these safe
harbors provide.

The strongest support for a
right to be forgotten arises in the
European Union. The EU has al-
ways provided stronger privacy
protection for personal data than

the United States. Since 1995, the
EU Data Privacy Directive (Direc-
tive 95/46/EC) has imposed strin-
gent obligations governing the col-
lection, retention and use of “any
information relating to an identi-
fied or identifiable natural person.”

In 2012, as part of its compre-
hensive reform to strengthen on-
line privacy rights, the European
Commission issued a draft regu-
lation specifically creating a right
to be forgotten. (COM (2012), Ar-
ticle 17. This right grants individ-
uals “the right to obtain ... the
erasure of personal data relating to
them and the abstention from fur-
ther dissemination of such data.”

Before this controversial propos-
al could be adopted, the European
Court of Justice, roughly equiva-
lent to the U.S. Supreme Court,
held in May that a right to be
forgotten already existed and could
be violated by results obtained us-
ing an Internet search engine.

In Google Inc. v. Costeja (Case C-
131/12), the CJEU held that
Google’s search linking to a Span-
ish newspaper detailing a forced

The right to be forgotten has
a strong emotional appeal for a
public that feels its personal
space rapidly diminishing.

sale of Costeja’s assets in 1998 in
connection with social security
debts violated his privacy rights.
The court found the information to
be “inadequate, irrelevant or no
longer relevant, or excessive in re-
lation to the purposes” for which it
was listed by Google. Google was
ordered to remove the links to the
page from future search results.

To comply with this new right
to be forgotten, Google has cre-
ated a request form to do so. As
of this month, Google has pro-
cessed more than 150,000 re-
quests from EU residents and has
removed more than 170,000 links.
Individuals can seek removal if
the linked information is “irrel-
evant, outdated or otherwise ob-
jectionable.”

Google reserves the right to de-
cline to remove “certain informa-
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tion about financial scams, profes-
sional malpractice, criminal convic-
tions or public conduct of govern-
ment officials” if the public interest
outweighs such removal. It has yet
to disclose what factors it consid-
ers in reaching such decisions.

In October, a
Japanese court sim-
ilarly ordered Google
to remove links to ar-
ticles about an un-
proven allegation of
criminal activity.
Even in California, a

modified right to be
forgotten for teenagers is due to
take effect in January (California
SB 568). Under this state pro-
vision, minors have the right to
demand removal of basically any
content they have posted.

Although present debates about
the scope of a right to be for-
gotten have focused on privacy
issues, there is little doubt that
this right also poses serious chal-
lenges to free speech and infor-
mation access. In the United
States, it also could undermine
present balances between content
control and service provider lia-
bility under copyright law.

For authors (journalists, blog-
gers and so forth) the right to
remove works from public view
introduces the equivalent of the
moral right of “withdrawal from
publication” to U.S. law. At least

under international law, such
withdrawal is premised on the
need to demonstrate some harm
to an author’s reputation. Yet nei-
ther Costeja nor California’s SB
568 requires any such proof. To
the contrary, even accurate infor-
mation can be removed.

For service providers, new obli-
gations to remove content based
on end-user demands for privacy
would not be covered by a DMCA
safe harbor, whose focus is on
content provider demands. The
DMCASs elimination of any obli-
gation to monitor user content
(section 512(m)) would be simi-
larly unavailable.

‘Where copyright and privacy
law conflict, internationally, copy-
right does not appear to receive
any extra weight in the balance.
Thus, in a case involving a de-
mand for end-user identity dis-
closure, Promusicae v. Telefonica de
Espana (Case C275/06), the CJEU
held that member states were not
required “to lay down, in order to
ensure effective protection of
copyright, an obligation to com-
municate personal data in the
context of civil proceedings.”

Instead of waiting for the right
to be forgotten to become fully
enshrined in international law,
‘Web hosts and other service
providers can take positive steps
now to reduce potential liability.

For those who decide, as a busi-
ness matter, to allow users’ re-
moval demands, Google’s form
provides a workable first step. For
those who prefer a wait-and-see
approach, terms of service and
privacy statements should still be
reworked to include privacy issues
among the bases for content re-
moval and access denial. Indem-
nifications should be similarly ex-
panded to expressly include pri-
vacy laws.

The right to be forgotten has a
strong emotional appeal for a
public that feels its personal space
rapidly diminishing. We need to
begin a serious debate about the
contours of any such right on both
a domestic and international level.
If not, the rules of the game may
change without us. The stakes are
too high for both sides to allow
that to happen.
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