
 

 
 
 
 
Position: Mid-Level IA/Security Specialist (IA Vulnerability Management) 
 
 
Education: B.S. in a Computer Information Systems or related field  
 
 
Job Description:  

This position will support the Senior IA Security Specialist, IAVM, in disseminating, 
collecting, and reporting on DOD IAVM patching via the Vulnerability Remediation Asset 
Manager (VRAM), or other Navy approved method 

 
 
Responsibilities: 

• Review a Continuous Monitoring site to ensure systems/devices are not compromised. 
• Review the current Information Assurance Vulnerability Alert (IAVA) compliance, STIG, 

and Microsoft update releases to identify changes including patches or service pack 
updates needed. 

• Ensure technical security safeguards are maintained to provide controlled user access, 
integrity of electronic mail, applications, and end-user data. 

• In accordance with DoD guidance, ensure systems are properly configured to provide the 
latest cyber security protection. 

• Provide support in the administration and/or execution of new tasking defined in CTO 
guidance. 

• Initiate Plan of Action and Milestones (POA&M)  if not able to achieve 100% IAVM 
compliance through permanent fix actions 
Meet the timelines directed by the IAVM process 
 
 

Qualifications: 
• 4-9 years of experience in IT/Computer Network Operations/Cyber Security field  
• DoD 8570 IAT Level II: Security +, SSCP, or GSEC Certification 
• B.S. in a Computer Information Systems or related field preferred 
• Secret Clearance with SSBI or TS/SCI with SSBI 

 


