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Abstract— The rapid growth of network based activities 

makes computer security is a more crucial issue. Many 
security methods are developed and used, but they are unfit to 

detect novel intrusions. Therefore, we propose a hybrid 

intrusion detection framework based on data mining 

classification and clustering techniques. In the proposed 

hybrid framework, improves the detection rate by taking the 

advantages of misuse and anomaly detection. In case of 

misuse detection, intrusion patterns are built automatically 

from a training data by the use of the random forest 

classification method. Then comparing this pattern against 

network activities to detect intrusions. In case of anomaly 

detection, the network activities processed to several clusters 
using weighted k means technique to detect novel intrusions. 

The whole process is evaluated over KDD’99 dataset. 
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I.  INTRODUCTION 

Computer network plays an important role in our day to day 

life to exchange sensitive information between computer 

devices. For example business strategy document, voice 

conversation, etc. Based on National Institute of Mental 

Health & sciences (NIMHANS) study, 73% youngsters are 

addicted to the internet. Although the network crimes [1] are 
rapidly increasing that means current security methods like 

encryption, authentication, access control etc. are unrealistic. 

Therefore, in order to improve the detection rate of intrusion 

detection system by the use of data mining techniques. 

Intrusion Detection System (IDS) [2], analyzing normal and 

malicious network access by monitoring the network traffic. 

And the system will raise an alarm, if any kind of 

unauthorized access will find. Intrusion detection system is a 

process used as a countermeasure for monitoring the network 

and analyzing them to sign or intrusion. The system raises the 

alarm, if intrusions occur. Intrusion detection techniques are 
classified into two types: misuse and anomaly detection. The 

misuse detection system finds known attack based on 

extensive knowledge of sign or patterns. Pattern matching, 

state transition analysis is some methods based on misuse 

detection. Anomaly detection finds a significant deviation 

from normal system behavior. Statistical methods, expert 

system are some methods based on anomaly detection. The 

performance of intrusion detection system depends on its 
detection rate and false positive rate. The drawback of misuse 

detection is (i) it cannot detect novel attack (ii) bad detection 

rate. The drawback of anomaly detection is very bad false 

positive rate. So the hybrid intrusion detection framework is 

proposed to improve the detection rate and false positive rate 

by strengthening the advantages of both misuse and anomaly 

detection. 

 

Data mining [3] is the process of discovering useful patterns 

from a large quantity of the dataset. Data mining also called 

data or knowledge discovery. Data mining is a powerful tool 
for analyzing and summarizing patterns from many different 

perspectives. Data mining includes (1) Extract, renovate and 

load transaction data (2) store and manage the data (3) provide 

data access (4) analyze the data (5) Present the data in 

understandable structure. In recent years data mining is widely 

used in different fields such as electrical power engineering, 

educational research, biomedical, and human genetic etc. This 

paper proposes new systematic framework that applies to two 

important data mining techniques called a random forest 

classification algorithm and weighted k-means algorithm in 

the hybrid intrusion detection system. The random forest 

algorithm is an ensemble approach for classification and 
regression. The weighted k-means algorithm is an 

unsupervised learning approach for clustering large data’s to 

specific number of clusters. It’s a simple and an iterative 

method for clustering. 

 

The current intrusion detection system has many challenges. 

One important challenge is feature selection. Because the 

number of feature selection highly affects the effectiveness of 

the classification process. Feature selection determines the 

most relevant feature of the data. Intrusion detection systems 

mainly focus on two feature selection measures. They are 
correlation feature selection (CF) and minimal redundancy 

maximal relevance (mRMR). Another challenge of intrusion 

detection system is an imbalance between real and trained 

data. Misuse detection has a key advantage is their high rate of 

accuracy in detecting known attacks. Their main drawback is 

the inability to detect novel attacks. Anomaly detection, built 

profiles based on normal behavior. Anomaly detection, detect 

novel attacks (new types of intrusions). Hybrid intrusion 
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detection system, combine the advantages of misuse and 

anomaly detection. Therefore, the hybrid detection system 

achieves a high degree of performance and can detect novel 

attacks by the use of a supervised method. 

 

II. RELATED WORK 
 

Many intrusion detection systems, a set of rules are used to 

describe intrusions. The detection techniques are applied in 

misuse and anomaly detection. The main drawback of these 

two techniques resides in the encoded models, which defines 

normal and malicious activities. In [4], is an open source 

network security tool for intrusion detection in the campus 

network environment. Two data mining techniques that are 

random forest and k-means algorithms are used in misuse, 

anomaly and hybrid detection [5]. A random forest algorithm 

is used in misuse, anomaly and hybrid detection [6]. The 

overview of research in building rare class prediction models 
for identifying known intrusions and their variations and 

anomaly outlier detection schemes for detecting novel attacks 

whose nature is unknown [7]. The design and experiences 

with the ADAM (Audit Data Analysis and Mining) system, 

which used as a tested test bed to study how useful data 

mining techniques can be in intrusion detection [8].  

 

Manikandan R, Oviya P, Hemalatha C [9] proposed a new 

ensemble boosted decision tree approach for intrusion 

detection system. Intrusion detection system evaluations are 

designed to focus research efforts on core technical issues and 
provide unbiased measurement of current performance levels 

[10]. The goal of an intrusion detection system (IDS) is to 

provide another layer of defense against malicious uses of 

computer systems by sensing a misuse or a breach of a 

security policy and alerting operators to an ongoing attack 

[11].  

 

Data mining can automate the process of finding relationships 

and patterns in raw data, and can deliver results that can be 

either utilized in an automated decision support system or 

assessed by a human analyst thus enhancing the quality of the 

intrusion detection process [12]. Analysis of 10% of KDD 
cup’99 training dataset based on intrusion detection, focused 

on establishing a relationship between the attack types and the 

protocol used by the hackers, using clustered data [13]. 

Mining Audit Data for Automated Models (MADAM) [14] for 

intrusion Detection uses a data mining algorithm to compute 

activity patterns from system audit data and extracts predictive 

features from the patterns. It then applies machine learning 

algorithms to the audit records that are processed according to 

the feature definitions to generate intrusion detection rules. 

 

 
Figure 1: Overview of  IDS 

 

III. PROPOSED SYSTEM 

 

The Hybrid Intrusion Detection System is a combination of 

Misuse and anomaly detection. The main drawback of 

anomaly detection is very bad false positive rate (12.6%). In 

contrast to the misuse detection model, achieves bad detection 

rate (92.73%). Therefore, the proposed Hybrid Intrusion 
Detection System, combining the misuse and anomaly 

detection to resolve the drawbacks of both misuse and 

anomaly detection by taking the advantages of misuse and 

anomaly detection. Overview of hybrid detection approach 

(see Fig. 1) has two phases: an online phase and offline phase. 

In online phase misuse detection detects known intrusion. The 

unknown features are sent to anomaly detection component. In 

offline phase, anomaly detection detects novel attacks.  

 

The hybrid detection system has several key advantages. 

Because it's taking the advantages of misuse and anomaly 

detection. In misuse detection, random forest classification 
algorithm is used to achieve high speed. Accuracy of misuse 

detection is also high. The performance level of anomaly 

detection tends to be reduced, due to a large number of 

connections. In order to overcome this problem known attacks 

are detected in the misuse detection component. Thus, the 

number of attacks can be reduced significantly. The Proposed 

hybrid detection system, as shown in Fig. 2. Misuse detection 

work in online phase and anomaly detection work in offline 

phase. In the online phase, network traffic is captured using 

network sensors. After some preprocessing the captured 

packets are stored in a data storage unit. Misuse detection 
component detects the known attack by comparing the 

network traffic with intrusion patterns generated previously in 

the offline phase. If any attack is detected, misuse detection 

will generate an alarm. If attack features do not match with 

any attack, it is considered as uncertain data, and it will be 

stored in anomaly database. A Random forest classification 

algorithm is used in misuse detection part for classifying 

intrusion patterns.  

 
Figure 2: Proposed Hybrid IDS 

 

A. Random Forest Algorithm 

A random forest algorithm is a data mining, classification 

algorithm. It is an ensemble learning method for classification 

and regression. The random forest was developed by Leo 

Breiman and Adele Cutler. Random Forest grows many 

classification trees. Random forest algorithm as follows: 

 

1. If the number of training set is N, and the number of 

variable in the classifier be M. 

2. The number of input variables m is selected randomly for 
each node of the tree. M should be much less than N. 

3. Calculate the best split of this m in the training set. 
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4. During the forest growing, the value of m is held constant. 

5. Each tree is grown to the largest extent and there is no 

pruning. 

The offline phase uses the training dataset to build intrusion 

patterns used by the online phase. The pattern builder output 

the feature importance values used in the anomaly detection 
part. The offline phase also processing the uncertain items that 

are stored in the anomaly database. Weighted k-means 

algorithm as a data mining clustering algorithm is used to 

cluster the connection data. The anomaly detector determines 

the anomalous and normal clusters based on the count of 

known intrusions into them. The anomaly detection system 

generates an alarm, if unknown intrusions are detected. And 

add this new intrusion pattern to the intrusion pattern builder 

of the misuse detection part. 

 

B. The Weighted k-means algorithm 

Weighted k-means algorithm is a data mining clustering 

algorithm. It is a modified version of k-means algorithm by 

adding a weight of the data features. The proposed Algorithm 

as follows.  

 

1. Initially, K clusters are picked randomly as a “centroids”. 

2. Assigning each node to its closet centroids. 

3. Calculating mean of assigned points. Relocating each 
centroid based on the mean value. 

4. Repeat step 2and 3, until convergence will occur. The 

weighted k-means algorithm requires minimum and maximum 

value of each data in our KDD’99 dataset for calculating the 

weight. 

 

IV. EXPERIMENT RESULTS 

 

The hybrid detection approach is evaluated using KDD’99 

dataset. KDD”99 has been most widely used in network 

attacks. It has 494,019 records. Each record has 41 attributes 
and labeled as normal and attack. Table I list the connection 

type in the 10 % dataset. Intrusion patterns are built from 

KDD’99 dataset. With the built patterns, we use, the misuse 

detection for detecting intrusions over the test set. The 

network connections in KDD’99 contain four categories of 

attacks. They are DOS, U2R, R2L and PROBE. 

 

 Denial of Service Attack (DOS): This attack is to 

deny the victim access to particular resources. 

Eg.’neptune’, ‘back’, ‘smurf’, ‘pod’, ‘land’ and 

‘teardrop’. 

 User to Root Attack (U2R): Attackers try to access 

normal user account and gain root access information 

of the system. 

 Eg. ‘buffer_overflow’, ‘loadmodule’,’rootkit’ and 

‘perl’. 

 Remote to Local Attack (R2L): Attacker sends 

packets to machine over a network, but who does not 
have an account on that machine and exploits some 

vulnerability to gain local access as a user of that 

machine. Eg. ‘multihop’, ’imap’ and ‘warezmaster’. 

 Probing Attack (PROBE): Attacker attempt to gather 

information about network of computers for the 

apparent purpose of circumventing its security. Eg. 

‘satan’, ‘ nmap’ and ‘ipsweep’. 

 

The KDD’99 dataset contains 494,019 records and three of 

them are categorical features. They are protocol_type, service 

and flag. Table II shows the categorical feature and their 

values. These features are encoded to binary valued features. 

 

 Protocol_type:defines the protocol of the connection 

 Service_type : defines the service of the connection 

 Flag: defining the normal and the error status of the 

connection. 
A Euclidean distance function is used in weighted kmeans 
clustering algorithm for calculating the distance between 

each point. 
 

Connection Type 10% Dataset 

Normal 96,377(19.69%) 
DOS 291,78 (79.24%) 
Probe 6,127 (0.83%) 
R2L 2,145 (0.23%) 
U2R 49 (0.01%) 
Table 1: Network Connection 

 

V. CONCLUSION 

 

In this paper, two data mining techniques are used in misuse 

and anomaly detection. A random forest classification 

algorithm is used in misuse detection part. And weighted  k-

means clustering algorithm is used for cluster the data. 

Random forest is a powerful algorithm for building the 

patterns automatically instead of coding rules manually. The 

proposed approaches are evaluated over 10% KDD’99 dataset.  

In misuse detection framework, intrusion patterns are built in 
the offline phase. The main characteristic of misuse detection 

techniques is in comparing network traffic against a 

predefined intrusion pattern in order to decide whether it is 

considered an attack. In case of anomaly detection techniques 

involves any significant deviation of a system from normal 

behavior. Hybrid framework, we used advantages of both 

misuse and anomaly detection, thus offering speed and 

accuracy to detect the intrusion. To improve the performance 

of clustering, we are modifying the clustering algorithm by 

including a weight of data feature. The result shows that our 

framework achieves a higher detection rate and low false 

positive rate, compared to other approaches. In the hybrid 
framework, in order to improve the performance of the 

anomaly detection component, misuse detection is applied 

first to filter out the known intrusions from the datasets. Thus, 

the number of connections in the anomaly detection 

component is significantly reduced. The limitation of the 

hybrid system is to keep the intrusion patterns in the dataset 

need to be much less than normal data. Another problem 

associated with our hybrid system, in anomaly detection, some 

intrusions cannot detect if it has a high degree of similarity. 
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