Risk Assessment and Mitigation Activities

Working Definitions

1) Critical functions and services:  Among all of the functions and services that you provide in order to carry out your mission, identify those that are most critical to the operation of the college.  Which of your functions or services are essential for the college to continue to operate?

2) Asset identification:  What resources (assets) do you require in order to provide this function or service?  Think about everything that you must have in order to do your job. If you had to set up a new office tomorrow, what would you need to have? What facilities, personnel, technology support, specific equipment, forms or records, contact information such as addresses and cell phone numbers, key relationships, and/or interdependencies with other offices/divisions on campus?

3) Risks:  The College has decided to address the following risks for this initial business continuity plan: a) loss of facilities,  b) loss of information technology and computer services, c) loss of key personnel, and d) loss of utilities.  In the attached worksheet, your office/division will address mitigation activities associated with the loss of these four assets.

4) Facility Needs:  The minimum characteristics of a facility that would allow you to provide your critical functions or services.

5) Critical Information Technology and Computer Services Needs:  The minimum information technology and computer services that would allow you to provide your critical functions or services.

6) Critical Personnel Needs:  The minimum personnel support that would allow you to provide your critical functions or services.

7) Critical Utilities Needs: The minimum utilities that would allow you to provide your critical functions or services.

8) Maximum Inoperable Time Allowable:  The maximum amount of time you would be able to provide your critical functions to the College without normal facilities, information technology and computer services, key personnel, and utilities.

9) Existing Interim Procedures:  Plans you have already developed that would enable you to “work around” the loss of an appropriate facility, proper information technology and computer services, key personnel, and utilities.

10) Mitigation Activities: Actions you can take to lessen the risk of losing your facility, information technology and computer services, key personnel, and utilities.

11) Business Impact Analysis:  Steps you need to take to ensure continuity of critical  functions or services in the case facilities, information technology and computer services, key personnel, and/or utilities are lost.  This analysis includes cost estimates for these and actions and should be eventually included in your program review and considered for inclusion in the College Strategic Plan of Operations. 

