Surveillance Capitalism
Privacy & Cyber Security Threats by Rex M. Lee Draft 1.0/Mission Critical Communications (RR Media Group)

2018

Surveillance Capitalism
PRIVACY & CYBER SECURITY THREATS
BY REX M. LEE

This document includes data that shall not be disclosed by the requesting party, and shall not be duplicated, used, or otherwise
disclosed—in whole or in part—for any purpose other than to evaluate this article & analysis unless otherwise approved by Rex M.
Lee. The contents of this document shall be protected as Rex M. Lee Proprietary unless otherwise approved for release by Rex M.
lee. The information, data, and graphics subject to this restriction are contained in all pages of this document.
RML Business Consulting, LLC “Proprietary and Confidential” All rights reserved 2018

03.29.2018

RML Business Consulting, LLC- N-IIII Article Surveillance Capitalism- Privacy & Cyber Security Threats
Surveillance Capitalism- Privacy & Cyber Security Threats
By Rex M. Lee
Privacy and cyber security are not an option for those who work within government, the defense industry, critical
infrastructure and enterprise business due official business that is governed by confidentiality agreements, industry
& federal cyber security standards and confidentiality laws.
Those who work within government, the defense industry, critical infrastructure and enterprise business would be
surprised to know that using a connected product such as a smartphone for official business violates confidentiality
agreements, industry & federal cyber security standards, and confidentiality laws due to “Surveillance Capitalism”.
Surveillance Capitalism is a new term that describes the business model which supports online services such as social
media and connected products that are supported by the android OS, Apple iOS, and Microsoft Windows 8 & 10 OS.
The Surveillance Capitalism business model is centered on surveilling and data mining the product user for financial
gain. A person who subscribes to online services and/or uses connected products supported by Surveillance
Capitalism must realize that they are the product for sale within the Surveillance Capitalism business model due to
a valuable commodity that I call “Digital DNA”.
Digital DNA is comprised of a technology product user’s personal and professional surveillance data which includes
location data, biometrics (face, fingerprint, DNA), health & fitness data, motion data, auto telematics (e.g. a car’s
speed), video, photos, audio recordings, geofence data plus other highly sensitive surveillance data.
In addition, Digital DNA is also comprised of sensitive user data such as a person’s ID, SMS text messages, contacts,
calendar info, email attachments, call & messaging logs, accounts (medical, banking, social media) plus other highly
confidential information.
People would be surprise to know that the highly confidential telecom related personal and professional information
such as the Digital DNA I described above is being harvested by technology developers from connected products
such as smartphones via uncontrollable installed (“rooted”) technology that the product user cannot uninstall.
Figure 1- Personal and Professional Digital DNA
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A connected product user must understand that any connected product or service supported by the Surveillance
Capitalism business model is not designed to be private nor secure due to surveillance and data acquisition (“data
mining”) business practices employed by data driven technology providers such as Google, Apple, and Facebook.
One must understand the history of Surveillance Capitalism to understand the privacy and cyber security threats
posed by Surveillance Capitalism.
Surveillance Capitalism is not a new business model and has been around since the 90’s. Surveillance Capitalism is
the original business model behind free tech-centric products and services such as a web browser. Companies such
as Google would create a free online product and service for the sole purpose of exploiting the product user’s Digital
DNA for financial gain.
Initially the concept of giving away a free product for a user’s Digital DNA worked out great for the technology
developer and the technology user. After all the user received a free product of value that was convenient but in
return would provide the technology developer with Digital DNA to use, share, sell, purchase, and aggregate for
financial gain.
In the early 2,000s social media sites such as Facebook would adopt the Surveillance Capitalism business model.
Social media proved to be a highly profitable medium for the harvesting of a person’s Digital DNA due to the fact
that a person shares their entire life with others via social media platforms.
Apple would be one of the first companies to adopt Surveillance Capitalism to support connected products such as
the iPod, iPhone, and iPad which are products that required payment to participate for the hardware, music, and
recurring telecommunication cost for voice and data services.
Apple soon launched an array of consumer grade app driven connected products that could be described as
“corporate surveillance tools” that enable the product developer to exploit the product user for financial gain.
Data driven technology providers such as Google, Samsung, Amazon, and other tech giants would follow Apple’s
lead. Soon products such as tablet PCs, TVs, voice automated products, automobiles, and wearable tech were
supported by intrusive apps that are programmed to surveil and data mine the product user.
Figure 2- App Driven Connected Products: Corporate Surveillance Tools

After the product user’s Digital DNA is harvested, data driven technology providers use algorithms that can be
described as artificial intelligence (“AI”) coupled with predictive analytics and suggestive technology to sell products
and services to the user based on the user’s personal preferences.
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Figure 3- Intrusive Preinstalled Apps, AI, Predictive Analytics and Suggestive Technology

AI, predictive analytics, and suggestive technology is systemic to all online services and connected products that are
supported by Surveillance Capitalism.
Within the Surveillance Capitalism business model, the device and/or online user is considered an “uncompensated
information producer” since the user produces “Digital DNA” which is the new oil that driving profits for data driven
technology providers.
Uncontrollable, Addictive and exploitive technology are tactics used by developers to exploit the product user for
financial gain. Don’t take my word for it, they admit it:


“The average person checks their phone 150 times a day. Why do we do this? Are we making 150 conscious
choices? One major reason why is the #1 psychological ingredient in slot machines: intermittent variable
rewards . . . Addictiveness is maximized when the rate of reward is most variable.”- Tristan Harris, A Time
Well Spent (Former Google Developer)



“We don’t need you to type at all because we know where you are. We know where you’ve been. We can
more or less guess what you’re thinking about … Is that over the line?” – Eric Schmidt, Former Chairman
Alphabet Inc. (Google) Fox Business 7.05.2016.
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Figure 4- Uncontrollable Intrusive Technology

Companies such as Apple, Google, and Facebook sell access to their user’s Digital DNA via AI, predictive analytics,
suggestive technology, addictive apps, and uncontrollable technology which collectively are the fundamental
principles that support the Surveillance Capitalism business model.
The Surveillance Capitalism business model would prove to be the most profitable business model in history making
companies such as Apple and Google the wealthiest and most powerful corporations in the world thanks to their
user’s personal and professional Digital DNA.
Now that you understand Surveillance Capitalism, there is a huge price to be paid in regards to privacy and cyber
security threats associated with intrusive online services and connected products that are supported by the
Surveillance Capitalism business model.
Connected products such as smartphones are designed for consumerism and are not designed to be used within an
environment that governed by confidentiality agreements, industry & federal cyber security standards and
confidentiality laws.
Among technology industry insiders such as myself, it is a known fact that more than one entity is surveilling and
data mining a connected product user by way of connected products such as smartphones.
For example, I authored a Samsung Galaxy Note smartphones terms of use and installed (“rooted”) technology
analysis that was used by the Department of Homeland Security (“DHS”) for their Study on Mobile Device Security
published in April of 2017.
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I had identified more than 15 multinational companies that were responsible for the development of the preinstalled
technology that included apps, widgets, and other content that could not be uninstalled nor in many cases be
controlled or disabled by the product owner and/or user.
Most of the preinstalled apps that supported the Samsung Galaxy Note could be described as a legal form of a
“Trojan Horse Malware” due to the fact that the apps were programmed to surveil and data mine Digital DNA
produced by the Galaxy Note product user.
Figure 5- App or Legal Trojan Horse Malware?

BAIDU (Chinese state owned company) was one of the companies that I had identified due to an android app
permission that implies that BAIDU is enabled to collect surveillance data from the Galaxy Note user via the
preinstalled email app that could not be disabled nor uninstalled.
Figure 6- android & BAIDU Preinstalled App Permission “Location Services” via Preinstalled Email App

By way of lawful partnerships with data driven technology providers, companies from countries such as China can
lawfully surveil and data mine personal and professional telecom related Digital DNA from U.S. telecom subscribers
(e.g. “paying customer”) and/or authorized device users (e.g. “employees”).
This means that U.S. citizens including professionals who work within government, the defense industry and critical
infrastructure can be lawfully surveilled and data mined by multinational entities via app driven telephones and PCs
supported by protected telecom infrastructure governed by the FCC.
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In essence, this means that app driven telecom related products supported by Surveillance Capitalism are not private
nor secure forms to telecommunications and computing period.
Surveillance Capitalism poses serious cyber security threats that need to be addressed by agencies such as the FCC,
FTC, & DOJ coupled with telecom providers such as AT&T, T-Mobile, Sprint, and Verizon.
Don’t take my word for it, T-Mobile admits it via a formal consumer complaint filed with the FCC by myself:


T-Mobile Admission: “We, too, remember a time before smartphones when it was reasonable to conclude
that when you activated service with T-Mobile that only T-Mobile would have access to our personal
information. However, with the Samsung Galaxy Note, the iPhone, and many other devices, there are
indeed a variety of parties that may collect and use information.” — T-Mobile Privacy Team (November 6th,
2015/FCC Consumer Complaint #423849 Filed by Rex M. Lee/Public Record).

The gravity of the T-Mobile admission means that any telecom related connected product supported by the android
OS and Apple iOS is a not private nor secure form of telecommunications and mobile computing.
Telecom providers such as AT&T, T-Mobile, Sprint, and Verizon are selling intrusive and unsecure telecommunication
products to users that work within government, the defense industry, and critical infrastructure due to the adoption
of app driven connected products and Bring Your Own Device (“B.Y.O.D.”) programs.
My research shows that devices such as smartphones cannot be harden for privacy nor security due to the fact that
one or more preinstalled technology developers are lawfully enabled to collect, use, share, sell, purchase, and
aggregate the product user’s telecom related Digital DNA.
The Surveillance Capitalism business model is lawful due to the fact that connected products in general are
supported by exploitive terms of use that include terms and conditions (T&Cs”), privacy policies, end user licensing
agreements (“EULAs”) and preinstalled application legalese such as application permission statements.
The exploitive terms of use are written in a manner that enables the technology developer to lawfully harvest Digital
DNA to use, share, sell, purchase, and aggregate financial gain.
Preinstalled application legalese such as application permission statements describes the amount of surveillance and
sensitive user data that can be harvested by the technology developer.
From my experience, I can tell you that most smartphone users have never seen nor heard of preinstalled application
legalese such as preinstalled application permission statements. See examples below:
Figure 7- Examples of Real android & Apple Preinstalled Application Permissions
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Due to the T-Mobile admission, published terms of use, and preinstalled application legalese, connected products
supported by Surveillance Capitalism should not be used in an environment that is governed by confidentiality
agreements, industry and federal cyber security standards, and confidentiality laws that govern client attorney
privilege, medical information, and classified information.
The public at large needs to realize that connected products and online services supported by Surveillance Capitalism
are purposely designed to be addictive and exploitive due to the Surveillance Capitalism Business model.
Industry Admissions- Technology developers admit that they make addictive products so that they can exploit the
product user for financial gain, however, that profit is made at the expense of the product user’s privacy, safety, and
cyber security:


"It's a social-validation feedback loop ... exactly the kind of thing that a hacker like myself would come up
with, because you're exploiting a vulnerability in human psychology.“- Sean. Parker- Co-founder
Facebook/Axios- November 9th, 2017.



“By shaping the menus we pick from, technology hijacks the way we perceive our choices and replaces them
with new ones. But the closer we pay attention to the options we’re given, the more we’ll notice when they
don’t actually align with our true needs.”- Tristan Harris Former Google Developer

The only way to fix the privacy and cyber security issues associated with Surveillance Capitalism is to establish
regulations such as an Electronic Bill of Rights that protect technology users from predatory surveillance and data
acquisition business practices employed by data driven technology providers.
An Electronic Bill of Rights would enable the connected product owner and/or user to control access to their Digital
DNA while having full control over the preinstalled technology that supports connected products.
Rex M. Lee
Mobile Threat Consultant & Technology Journalist
For more info visit: www.MySmartPrivacy.com
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