Sample Access List for Internet Only V-LAN 

NOTE: This access list was created for a student network using an IP Address of 172.16.0.0.  Substitute your network IP Address everywhere that it appears.  The notes that appear after each entry must be deleted before use.

ena
- This command opens a Cisco switch – check the user manual for other switches

config t – This command puts a Cisco switch into change mode - check the user manual for other 



switches

access-list 101 permit tcp any any established – gives tech access

access-list 102 permit ip 172.16.0.0 0.0.255.255 host (firewall address) - Access to firewall 

access-list 102 permit ip 172.16.0.0 0.0.255.255 host (Blackboard Server Address)

access-list 102 permit ip 172.16.0.0 0.0.255.255 host (Student Mail Server Address)

access-list 102 permit ip 172.16.0.0 0.0.255.255 host (Web Server Address)

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 80 – www – For HTTP

access-list 102 permit udp 172.16.0.0 0.0.255.255 host (DHCP Server Address) eq 67 – DHCP

access-list 102 permit udp 172.16.0.0 0.0.255.255 host (DHCP Server Address) eq 68 - DHCP

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 25 - SMTP 

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 21 - FTP

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 20 - FTP Data

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 53 - DNS

access-list 102 permit udp 172.16.0.0 0.0.255.255 any eq 53 - DNS 

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 110 - POP3

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 995 - POP3 SSL

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 22 - SSH   

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 443 - HTTP-SSL

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 465 - Secure SMTP

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 8007 - for Blackboard

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 8011 - for Blackboard

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 8010 - for Blackboard

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 7205 - for Groupwise web access

access-list 102 permit tcp 172.16.0.0 0.0.255.255 any eq 1024 - for Groupwise web access

The V-LAN that will use this list must have permission to re-enter itself.

access-list 102 permit ip 172.16.75.0 0.0.0.255 172.16.75.0 0.0.0.255 – This permits re-entry into 



V-LAN 75

Deny access to all other servers

access-list 102 deny ip 172.16.0.0 0.0.255.255 host (Server Address)- This denies the addressed 



server. Repeat this line for all appropriate servers.

access-list 102 permit ip any any – This line permits all other processes to occur.

Apply the Access List to the Internet Only V-LAN

int vlan 75


This applies the list to V-LAN #75

ip access-group 102 in

no shut

exit

Write Memory – This saves the configuration.

