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Abstract— Data deduplication is one of important 

data compression techniques for eliminating duplicate copies 

of repeating data, and has been widely used in cloud storage to 

reduce the amount of storage space and save bandwidth. To 

protect the confidentiality of sensitive data while supporting 

deduplication, the convergent encryption technique has been 

proposed to encrypt the data before outsourcing. To better 

protect data security, this paper makes the first attempt to 

formally address the problem of authorized data deduplication. 
Different from traditional deduplication systems, the 

differential privileges of users are further considered in 

duplicate check besides the data itself. We also present several 

new deduplication constructions supporting authorized 

duplicate check in hybrid cloud architecture. Security analysis 

demonstrates that our scheme is secure in terms of the 

definitions specified in the proposed security model. As a 

proof of concept, we implement a prototype of our proposed 

authorized duplicate check scheme and conduct test bed 

experiments using our prototype. We show that our proposed 

authorized duplicate check scheme incurs minimal overhead 
compared to normal operations. 
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I.  INTRODUCTION 

The name comes from the common use of a cloud-shaped 

symbol as an abstraction for the complex infrastructure it 

contains in system diagrams. Cloud computing entrusts remote 
services with a user's data, software and computation. Cloud 

computing consists of hardware and software resources made 

available on the Internet as managed third-party services. 

These services typically provide access to advanced software 

applications and high-end networks of server computers. 

 

The goal of cloud computing is to apply traditional super 

computing, or high-performance computing power, normally 

used by military and research facilities, to perform tens of 

trillions of computations per second, in consumer-oriented 

applications such as financial portfolios, to deliver 
personalized information, to provide data storage or to power 

large, immersive computer games. 

 

The cloud computing uses networks of large groups 

of servers typically running low-cost consumer PC 

technology with specialized connections to spread data-

processing chores across them. This shared IT infrastructure 

contains large pools of systems that are linked together. 

Often, virtualization techniques are used to maximize the 

power of cloud computing. 

 

A. Characteristics and Services Models 

                    The salient characteristics of cloud 

computing based on the definitions provided by the National 

Institute of Standards and Terminology (NIST) are outlined 

below: 

 On-demand self-service: A consumer can 
unilaterally provision computing capabilities, such as 

server time and network storage, as needed 

automatically without requiring human interaction 

with each service’s provider.  

 Broad network access: Capabilities are available 

over the network and accessed through standard 
mechanisms that promote use by heterogeneous thin 

or thick client platforms (e.g., mobile phones, 

laptops, and PDAs).  

 Resource pooling: The provider’s computing 

resources are pooled to serve multiple consumers 

using a multi-tenant model, with different physical 

and virtual resources dynamically assigned and 
reassigned according to consumer demand. There is a 

sense of location-independence in that the customer 

generally has no control or knowledge over the exact 

location of the provided resources but may be able to 

specify location at a higher level of abstraction (e.g., 

country, state, or data center). Examples of resources 

include storage, processing, memory, network 

bandwidth, and virtual machines.  

 Rapid elasticity: Capabilities can be rapidly and 
elastically provisioned, in some cases automatically, 

to quickly scale out and rapidly released to quickly 

scale in. To the consumer, the capabilities available 

http://www.webopedia.com/TERM/S/supercomputer.html
http://www.webopedia.com/TERM/S/supercomputer.html
http://www.webopedia.com/TERM/H/High_Performance_Computing.html
http://www.webopedia.com/TERM/N/network.html
http://www.webopedia.com/TERM/S/server.html
http://www.webopedia.com/TERM/I/IT.html
http://www.webopedia.com/TERM/V/virtualization.html
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for provisioning often appear to be unlimited and can 

be purchased in any quantity at any time.  

 Measured service: Cloud systems automatically 
control and optimize resource use by leveraging a 

metering capability at some level of abstraction 

appropriate to the type of service (e.g., storage, 

processing, bandwidth, and active user accounts). 

Resource usage can be managed, controlled, and 

reported providing transparency for both the provider 

and consumer of the utilized service.  

 

 
Figure 1: Cloud Architecture 

 

B.  Services Models 

             Cloud Computing comprises three different service 

models, namely Infrastructure-as-a-Service (IaaS), Platform-
as-a-Service (PaaS), and Software-as-a-Service (SaaS). The 

three service models or layer are completed by an end user 

layer that encapsulates the end user perspective on cloud 

services. The model is shown in figure below. If a cloud user 

accesses services on the infrastructure layer, for instance, she 

can run her own applications on the resources of a cloud 

infrastructure and remain responsible for the support, 

maintenance, and security of these applications herself. If she 

accesses a service on the application layer, these tasks are 

normally taken care of by the cloud service provider. 

C. Benefits of cloud computing 

 Achieve economies of scale – increase volume 

output or productivity with fewer people. Your cost 

per unit, project or product plummets.  

 Reduce spending on technology infrastructure. 
Maintain easy access to your information with 

minimal upfront spending. Pay as you go (weekly, 

quarterly or yearly), based on demand.  

 Globalize your workforce on the cheap. People 

worldwide can access the cloud, provided they have 

an Internet connection.  

 Streamline processes. Get more work done in less 
time with less people.  

 Reduce capital costs. There’s no need to spend big 

money on hardware, software or licensing fees.  

 Improve accessibility. You have access anytime, 

anywhere, making your life so much easier!  

 Monitor projects more effectively. Stay within 

budget and ahead of completion cycle times.  

 Less personnel training is needed. It takes fewer 

people to do more work on a cloud, with a minimal 

learning curve on hardware and software issues. 

 Minimize licensing new software. Stretch and grow 
without the need to buy expensive software licenses 

or programs.  

 Improve flexibility. You can change direction 

without serious “people” or “financial” issues at 

stake.  

 

 

II. RELATED DATA 

 

The new start of cloud computing, secure information 

deduplication has pulled in much consideration and attention 
from research group. A deduplication system in the cloud 

storage Yuan et al [10] proposed to reduce the storage size of 

the tags for integrity check. To upgrade the security of 

deduplication and secure the information secrecy, Bellare et al 

[3] demonstrated to secure the information by transforming 

the predictable message into unpredictable message.  Mihir 

Bellare et al [3] given the security verifications or assaults for 

an expansive number of identity-based recognizable proof and 

signature schemes characterized either explicitly or implicitly 

in present information. Fundamental this are a system that on 

the one hand benefits clarify how these schemes are 

determined, and then again empowers integrated security 
investigations, consequently serving to understand, streamline 

and bind together past work. [3] Given in the paper that how 

to secure the data confidentiality by translating the predictable 

message into unpredictable. The use of third party (key server) 

is implemented to produce the file tag for the duplicate copy 

check. Stanek et al. [11] The innovative encryption scheme 

which provides many different security of known and 

unknown data. For known information that are not especially 

delicate or sensitive, the traditional or classic ordinary 

encryption is performed. An alternate two-layered encryption 

plan with higher security while giving support to 
deduplication is proposed for unknown information. Along 

these lines, they accomplished better tradeoff between the 

proficiency and security of the outsourced information. Li et 

al. [12] tended to the key management problem in block level 

deduplication by circulating these keys crosswise over 

numerous servers after scrambling the records.   
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A. Fast and secure laptop backups with encrypted de-

duplication 

             Many people now store large quantities of personal 

and corporate data on laptops or home computers. These often 

have poor or intermittent connectivity, and are vulnerable to 

theft or hardware failure. Conventional backup solutions are 
not well suited to this environment, and backup regimes are 

frequently inadequate. This paper describes an algorithm 

which takes advantage of the data which is common between 

users to increase the speed of backups, and reduce the storage 

requirements. This algorithm supports client-end per-user 

encryption which is necessary for confidential personal data. 

B. Message-locked encryption and secure deduplication 

                 We formalize a new cryptographic primitive, 

Message-Locked Encryption (MLE), where the key under 

which encryption and decryption are performed is itself 

derived from the message. MLE provides a way to achieve 

secure deduplication (space-efficient secure outsourced 
storage), a goal currently targeted by numerous cloud-storage 

providers. We provide definitions both for privacy and for a 

form of integrity that we call tag consistency. Based on this 

foundation, we make both practical and theoretical 

contributions. On the practical side, we provide ROM security 

analyses of a natural family of MLE schemes that includes 

deployed schemes. On the theoretical side the challenge is 

standard model solutions, and we make connections with 

deterministic encryption, hash functions secure on correlated 

inputs and the sample-then-extract paradigm to deliver 

schemes under different assumptions and for different classes 
of message sources. Our work shows that MLE is a primitive 

of both practical 

C. Security proofs for identity-based identification and 

signature schemes 

This paper provides either security proofs or attacks for a large 

number of identity-based identification and signature schemes 

defined either explicitly or implicitly in existing literature. 

Underlying these is a framework that on the one hand helps 

explain how these schemes are derived and on the other hand 

enables modular security analyses, thereby helping to 

understand, simplify, and unify previous work. We also 

analyze a generic folklore construction that in particular yields 
identity-based identification and signature schemes without 

random oracle.  

D. A reverse deduplication storage system optimized for reads 

to latest backup 

                   Deduplication is known to effectively eliminate 
duplicates, yet it introduces fragmentation that degrades read 

performance. We propose RevDedup, a deduplication system 

that optimizes reads to the latest backups of virtual machine 

(VM) images using reverse deduplication. In contrast with 

conventional deduplication that removes duplicates from new 

data, RevDedup removes duplicates from old data, thereby 

shifting fragmentation to old data while keeping the layout of 

new data as sequential as possible. We evaluate our RevDedup 

prototype using a 12-week span of real-world VM image 

snapshots of 160 users. We show that RevDedup achieves 

high deduplication efficiency, high backup throughput, and 

high read throughput. 

E. Secure deduplication with efficient and reliable convergent 

key management 

                    Data deduplication is a technique for eliminating 

duplicate copies of data, and has been widely used in cloud 
storage to reduce storage space and upload bandwidth. 

Promising as it is, an arising challenge is to perform secure 

deduplication in cloud storage. Although convergent 

encryption has been extensively adopted for secure 

deduplication, a critical issue of making convergent 

encryption practical is to efficiently and reliably manage a 

huge number of convergent keys. This paper makes the first 

attempt to formally address the problem of achieving efficient 

and reliable key management in secure deduplication. We first 

introduce a baseline approach in which each user holds an 

independent master key for encrypting the convergent keys 

and outsourcing them to the cloud. However, such a baseline 
key management scheme generates an enormous number of 

keys with the increasing number of users and requires users to 

dedicatedly protect the master keys. To this end, we propose 

Dekey, a new construction in which users do not need to 

manage any keys on their own but instead securely distribute 

the convergent key shares across multiple servers. Security 

analysis demonstrates that Dekey is secure in terms of the 

definitions specified in the proposed security model. As a 

proof of concept, we implement Dekey using the Ramp secret 

sharing scheme and demonstrate that Dekey incurs limited 

overhead in realistic environments. 
 

III. PROPOSED SYSTEM 

We present an advanced scheme to support stronger security 

by encrypting the file with differential privilege keys. In this 

way, the users without corresponding privileges cannot 

perform the duplicate check. Furthermore, such unauthorized 

users cannot decrypt the cipher text even collude with the S-
CSP. Security analysis demonstrates that our system is secure 

in terms of the definitions specified in the proposed security 

model. 

 

A. Cloud Service Provider 

 In this module, we develop Cloud Service Provider 

module. This is an entity that provides a data storage 

service in public cloud.  

 The S-CSP provides the data outsourcing service and 

stores data on behalf of the users.  

 To reduce the storage cost, the S-CSP eliminates the 
storage of redundant data via deduplication and keeps 

only unique data.  

 In this paper, we assume that S-CSP is always online 

and has abundant storage capacity and computation 

power. 

 

B. Data Users Module 

 A user is an entity that wants to outsource data 

storage to the S-CSP and access the data later.  
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 In a storage system supporting deduplication, the user 

only uploads unique data but does not upload any 

duplicate data to save the upload bandwidth, which 

may be owned by the same user or different users.  

 In the authorized deduplication system, each user is 

issued a set of privileges in the setup of the system. 
Each file is protected with the convergent encryption 

key and privilege keys to realize the authorized 

deduplication with differential privileges. 

 

C. Private Cloud Module 

 Compared with the traditional deduplication 

architecture in cloud computing, this is a new entity 

introduced for facilitating user’s secure usage of cloud 

service.  

 Specifically, since the computing resources at data 

user/owner side are restricted and the public cloud is 
not fully trusted in practice, private cloud is able to 

provide data user/owner with an execution 

environment and infrastructure working as an interface 

between user and the public cloud.  

 The private keys for the privileges are managed by the 

private cloud, who answers the file token requests 

from the users. The interface offered by the private 

cloud allows user to submit files and queries to be 

securely stored and computed respectively. 

 

D. Secure Deduplication System 

 We consider several types of privacy we need protect, 
that is, i) unforgeability of duplicate-check token: There 

are two types of adversaries, that is, external adversary 

and internal adversary.  

 As shown below, the external adversary can be viewed 

as an internal adversary without any privilege.  

 
Figure 2: Proposed Architecture 

 
De-duplication performed by S-CSP by checking if the 

contents of two files are the same and stores only one of them.          

Based on the set of privileges, the access right of a file is 

defined. The exact definition of a privilege varies across 

applications. For example, we may define a rolebased 

privilege [9], [19] according to job positions (e.g., Director, 

Project Lead, and Engineer), or we may define a time-based 

privilege that specifies a valid time period (e.g., 2014-01-01 to 

2014-01-31) within which a file can be accessed. A user, say 

Alice, may be assigned two privileges “Director” and “access 

right valid on 2014-0101”, so that she can access any file 

whose access role is “Director” and accessible time period 
covers 2014-01- 01. Each privilege is represented in the form 

of a short message called token.  Each file is associated with 

some file tokens, which denote the tag with specified 

privileges. A user computes and sends duplicate-check tokens 

to the public cloud for authorized duplicate check. If the file is 

a duplicate, then all its blocks must be duplicates as well; 

otherwise, the user further performs the block-level duplicate 

check and identifies the unique blocks to be uploaded. Each 

data copy (i.e., a file or a block) is associated with a token for 

-CSP. This is an entity that provides a 

data storage service in public cloud. The S-CSP provides the 

data outsourcing service and stores data on behalf of the users. 
To reduce the storage cost, the S-CSP eliminates the storage of 

redundant data via de-duplication and keeps only unique data. 

In this paper, we assume that S-CSP is always online and has 

Users. A user is an entity that wants to outsource data storage 

to the S-CSP and access the data later. In a storage system 

supporting deduplication, the user only uploads unique data 

but does  not upload any duplicate data to save the upload 

bandwidth, which may be owned by the same user or different 

users. In the authorized de-duplication system, each user is 

issued a set of privileges in the setup of the system. Each file 
is protected with the convergent encryption key and privilege 

keys to realize the authorized de-duplication with differential 

privileges.  

 

 Private Cloud. Compared with the traditional 

deduplication architecture in cloud computing, this is 

a new entity introduced for facilitating user’s secure 

usage of cloud service. Specifically, since the 

computing resources at data user/owner side are 

restricted and the public cloud is not fully trusted in 

practice, private cloud is able to provide data 
user/owner with an execution environment and 

infrastructure working as an interface between user 

and the public cloud. The private keys for the 

privileges are managed by the private cloud, who 

answers the file token requests from the users. The 

interface offered by the private cloud allows user to 

submit files and queries to be securely stored and 

computed respectively.   

 Hybrid clouds generally having twin clouds (private 

cloud and public cloud). This architecture is used for 

data de-duplication. For example, an enterprise might 

use a public cloud service, such as Amazon S3, for 
archived data, but continue to maintain in-house 

storage for operational customer data. Alternatively, 

the trusted private cloud could be a cluster of 

virtualized cryptographic co-processors, which are 

offered as a service by a third party and provide the 
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necessary hardware based security features to 

implement a remote execution environment trusted 

by the users. 

 

IV. CONCLUSION 

Notion of authorized data de-duplication was proposed to 
protect the data security by including differential privileges 

of users in the duplicate check. We also presented several 

new de-duplication constructions supporting authorized 

duplicate check in hybrid cloud architecture, in which the 

duplicate-check tokens of files are generated by the private 

cloud server with private keys. Security analysis 

demonstrates that our schemes are secure in terms of insider 

and outsider attacks specified in the proposed security 

model. As a proof of concept, we implemented a prototype 

of our proposed authorized duplicate check scheme and 

conduct test-bed experiments on our prototype. We showed 

that our authorized duplicate check scheme incurs minimal 
overhead compared to convergent encryption and network 

transfer. 

 

V. REFERENCES 

 
[1] OpenSSL Project. http://www.openssl.org/. 

[2] P. Anderson and L. Zhang. Fast and secure laptop backups with encrypted 

de-duplication. In Proc. of USENIX LISA, 2010. 

[3] M. Bellare, S. Keelveedhi, and T. Ristenpart. Dupless: Serveraided 

encryption for deduplicated storage. In USENIX Security Symposium, 2013. 

[4] M. Bellare, S. Keelveedhi, and T. Ristenpart. Message-locked encryption 

and secure deduplication. In EUROCRYPT, pages 296– 312, 2013. 

[5] M. Bellare, C. Namprempre, and G. Neven. Security proofs for identity-

based identification and signature schemes. J. Cryptology, 22(1):1–61, 2009. 

[6] M. Bellare and A. Palacio. Gq and schnorr identification schemes: Proofs 

of security against impersonation under active and concurrent attacks. In 

CRYPTO, pages 162–177, 2002. 

[7] S. Bugiel, S. Nurnberger, A. Sadeghi, and T. Schneider. Twin clouds: An 

architecture for secure cloud computing. In Workshop on Cryptography and 

Security in Clouds (WCSC 2011), 2011. 

[8] J. R. Douceur, A. Adya, W. J. Bolosky, D. Simon, and M. Theimer. 

Reclaiming space from duplicate files in a serverless distributed  file system. 

In ICDCS, pages 617–624, 2002. 

[9] D. Ferraiolo and R. Kuhn. Role-based access controls. In 15th NIST-NCSC 

National Computer Security Conf., 1992. 

[10] GNU Libmicrohttpd. http://www.gnu.org/software/libmicrohttpd/.  

[11] S. Halevi, D. Harnik, B. Pinkas, and A. Shulman-Peleg. Proofs of 

ownership in remote storage systems. In Y. Chen, G. Danezis, and V. 

Shmatikov, editors, ACM Conference on Computer and Communications 

Security, pages 491–500. ACM, 2011. 

[12] J. Li, X. Chen, M. Li, J. Li, P. Lee, andW. Lou. Secure deduplication 

with efficient and reliable convergent key management. In IEEE Transactions 

on Parallel and Distributed Systems, 2013. 

[13] libcurl. http://curl.haxx.se/libcurl/. 

[14] C. Ng and P. Lee. Revdedup: A reverse deduplication storage system 

optimized for reads to latest backups. In Proc. of APSYS, Apr 2013.  

[15] W. K. Ng, Y. Wen, and H. Zhu. Private data deduplication protocols in 

cloud storage. In S. Ossowski and P. Lecca, editors, Proceedings of the 27th 

Annual ACM Symposium on Applied Computing, pages 441–446. ACM, 2012. 

[16] R. D. Pietro and A. Sorniotti. Boosting efficiency and security in proof of 

ownership for deduplication. In H. Y. Youm and Y. Won, editors, ACM 

Symposium on Information, Computer and Communications Security, pages 

81–82. ACM, 2012. 

[17] S. Quinlan and S. Dorward. Venti: a new approach to archival storage. In 

Proc. USENIX FAST, Jan 2002. 

[18] A. Rahumed, H. C. H. Chen, Y. Tang, P. P. C. Lee, and J. C. S. Lui. A 

secure cloud backup system with assured deletion and version control. In 3rd 

International Workshop on Security in Cloud Computing, 2011. 

[19] R. S. Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman. Role-

based access control models. IEEE Computer, 29:38–47, Feb 1996. 

[20] J. Stanek, A. Sorniotti, E. Androulaki, and L. Kencl. A secure data 

deduplication scheme for cloud storage. In Technical Report, 2013. 

[21] M. W. Storer, K. Greenan, D. D. E. Long, and E. L. Miller. Secure data 

deduplication. In Proc. of StorageSS, 2008.  

[22] Z. Wilcox-O’Hearn and B. Warner. Tahoe: the least-authority filesystem. 

In Proc. of ACM StorageSS, 2008. 

[23] J. Xu, E.-C. Chang, and J. Zhou. Weak leakage-resilient client-side 

deduplication of encrypted data in cloud storage. In ASIACCS, pages 195–

206, 2013. 

[24] J. Yuan and S. Yu. Secure and constant cost public cloud storage auditing 

with deduplication. IACR Cryptology ePrint Archive, 2013:149, 2013. 

[25] K. Zhang, X. Zhou, Y. Chen, X.Wang, and Y. Ruan. Sedic: privacyaware 

data intensive computing on hybrid clouds. In Proceedings of the 18th ACM 

conference on Computer and communications security, CCS’11, pages 515–

526, New York, NY, USA, 2011. ACM. 

 

 

 

http://www.gnu.org/software/libmicrohttpd/

