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Special Points
of Interest:

. Tech-support
Scammers

. Monster Deal

. Fall Into Savings

How to Spot, Avoid and Report Tech
Support Scams

Tech support scammers want you to believe you have a serious prob-
lem with your computer, like a virus. They want you to pay for tech sup-
port services you don't need, to fix a problem that doesn’t exist. They
often ask you to pay by wiring money, putting money on a gift

card, prepaid card or cash reload card, or using a money transfer

app because they know those types of payments can be hard to re-
verse.

Spotting and Avoiding Tech Support Scams

Tech support scammers use many different tactics to trick people.
Spotting these tactics will help you avoid falling for the scam.

Phone Calls

Tech support scammers may call and pretend to be a computer techni-
cian from a well-known company. They say they’ve found a problem
with your computer. They often ask you to give them remote access to
your computer and then pretend to run a diagnostic test. Then they try
to make you pay to fix a problem that doesn’t exist. If you get a phone call

you didn’t expect from someone who says there’s a problem with your computer,
hang up.

Pop-up Warnings

Tech support scammers may try to lure you with a pop-up window that
appears on your computer screen. It might look like an error message
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from your operating system or antivirus software, and it might use logos from trusted companies or
websites. The message in the window warns of a security issue on your computer and tells you to call
a phone number to get help. If you get this kind of pop-up window on your computer, don’t call the
number. Real security warnings and messages will never ask you to call a phone number.

Online Ads and Listings in Search Results Pages

Tech support scammers try to get their websites to show up in online search results for tech support.
Or they might run their own ads online. The scammers are hoping you’ll call the phone number to get
help. If you’re looking for tech support, go to a company you know and trust.

What to Do If You Think There’s a Problem With Your Computer

If you need help fixing a problem, go to someone you know and trust.

What to Do If You Were Scammed

If you paid a tech support scammer with a credit or debit card, you may be able to stop
the transaction. Contact your credit card company or bank right away. Tell them what
happened and ask if they can reverse the charges.

If you paid a tech support scammer with a gift card, contact the company that issued the
card right away. Tell them you paid a scammer with the gift card and ask if they can re-
fund your money.

If you gave a scammer remote access to your computer, update your computer’s securi-
ty software. Then run a scan and delete anything it identifies as a problem.

If you gave your user name and password to a tech support scammer, change your pass-
word right away. If you use the same password for other accounts or sites, change it
there, too. Create a new password that is strong.
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Deals so big, H\uj'm sc,o\r(j,'

Intel Core i3 3.4GHz Processor
8Gb RAM

120GB SSD Hard Drive

On Board Video

DVD+/-RW Drive

Integrated 10/100/1000 Ethernet

Integrated Sound --
6-USB Ports
Microsoft Antivirus ..

Mouse & Keyboard A ‘
Microsoft Windows 10 Pro Windows 10

Mouse pad

ONLY $869

*or $769 without Monitor!

**Prices good while supplies last!




Fall Into .

. Lenovo Thinkpad Edge E580 Laptop

. Intel i5 2.5GHz Processor

. 8Gb DDR3 RAM

. 240Gb SSD Hard Drive
10/100/1000 Ethernet

. Internal Wireless B/G, 4-in-1 Card
Reader

. Microsoft Windows 10 Pro 64-Bit
. 15.6™ Color Display

One Year Manufacturer's Warranty




