RESEARCH STATEMENT
TOWARDS ROBUST DISTRIBUTED DYNAMIC NETWORKS
AMITABH TREHAN
LECTURER, HIGH PERFORMANCE AND DISTRIBUTED COMPUTING
SCHOOL OF ELECTRONICS, ELECTRICAL ENGINEERING AND COMPUTER SCIENCE,
QUEEN’S UNIVERSITY BELFAST, UK
A.TREHAN@QUB.AC.UK

I NTRODUCTION
Most things of interest in life exhibit change. Yet, it is the continuity and the patterns in that change that
we seek and try to understand. The same is true for most modern networks and systems of loosely interacting
components. It is important not just philosophically but from scientific, engineering and economic point of
view to understand this dynamicity. The discipline of distributed computing and algorithms is concerned with
what can be achieved by interacting agents with limited local knowledge. This vibrant field has a plethora of
models and viewpoints on addressing dynamicity. Are there unified models and approaches that bring us a
deeper understanding and better engineering designs to accommodate dynamicity in networks? Can we build
‘intelligent’ systems that automatically recover from failures and errors? Can they self-heal if the failures are
fail-stop/hard, or self-stabilize if the failures are transient/soft, or perform meaningful and scalable distributed
computation if the failures are byzantine? What levels of fault-tolerance can be achieved? How do newer
paradigms help in developing more robust solutions? Are there distributed algorithms to design distributed
systems? Does game theory provide insight into such composition processes? Such questions have been
driving my recent research. My work has immediate and long term practical implications improving the
design, particularly, resilience of overlay and P2P networks, of Exascale high performance computing systems
(vis AllScale [37]) and the upcoming Internet of Things [2] and Software Defined Networking [3, 27, 38].
In what follows, I discuss my research and future vision with a broad classification into (interacting) catregories.
S ELF - HEALING AND DYNAMIC NETWORKS
With the ever increasing ubiquitousness of the Internet, mobile, wireless, ad-hoc and P2P networks, there
is an urgent need for algorithms for these systems and to address what can and cannot be done on such
networks. In my Ph.D. dissertation [35], we formalized and proposed the self-healing model for dynamic
networks. In this model, a powerful adversary can insert or remove nodes while the algorithm can add (usually
local) edges with the aim of maintaining certain desired invariants within acceptable bounds (this can be
informally referred to as ‘self-healing’). In a rich and fruitful line of research, we have proposed a number
of increasingly sophisticated algorithms that maintain local and global network topological properties (often
having competing requirements) with only local changes. Our work mainly deals with constructing and
maintaining graph substructures, which is often a difficult problem. Our algorithms are responsive, thus
avoiding redundant components, efficient in terms of time and messages, and often optimal i.e. with matching
lower bounds. As an illustration, Figure 1 shows the snapshots of a network executing one of our algorithms.
The red(dark) edges are the new edges added by the algorithm. Notice that the network stays connected
despite repeated attack.
Our algorithms have not only used well known structures and techniques like bounded-degree expanders
and spectral analysis but we have also devised new innovative data structures such as half-full trees (described
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F IGURE 1. A timeline of deletions and self healing in a network with 100 nodes. The gray
edges are the original edges and the red edges are the new edges added by our self-healing
algorithm.
later). Some of our algorithms also use the idea of virtual graphs (graphs with nodes simulated by real nodes)
- this approach is more formally discussed in [36]. Outlines of some of our algorithms follows:
• F ORGIVING G RAPH [10, 11]: ForgivingGraph efficiently maintains a general graph of the network,
handling both deletions and insertions, while guaranteeing at worst a constant multiplicative degree
increase and the simultaneously challenging property of a low (log n) stretch (maximum multiplicative distance increase between any two nodes). Also, we introduced a novel mergable data structure
called half-full trees(hafts) having a one-to-one correspondence to binary numbers, with the merge
corresponding to binary addition. This is illustrated in Figures 2(a) and 2(b).
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(a) Structure of a haft. Each Ti is
a complete binary tree, with |T1 | >
|T2 | > · · · > |Tk | . The spine
nodes (nodes outside the complete
trees) are shown boxed.

0101
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1000
(b) Merging three hafts. The vertices in the square boxes are
the new isolated vertices used to join the complete trees. Merging is analagous to binary number addition, where the number
of leaves are represented as binary numbers.

F IGURE 2. Half-full trees (hafts)
• DEX and DConstructor: Resilient Distributed Expander Constructions [30, 32]: A series of my work
deals with distributed construction and maintenance of sparse expanders which is an extremely useful
topology e.g for P2P networks. DEX is our work on construction and maintainance of deterministic
distributed expander graphs1 in the self-healing model [29]. Having such an algorithm not only has
immediate impact on many algorithms that use expander construction as a building block such as
Xheal [31], but also extends additional functionality to existing popular overlay networks such as
Chord [33] and Re-Chord [17]. Only a few, and that too, randomized distributed construction of
expander graphs are known [9, 6, 26]. Therefore, in our knowledge, this is the first deterministic
distributed expander graph construction and maintenance algorithm. In work under progress, we have
developed algorithms (DConstructor) that can take almost any initial P2P topology and convert it
resiliently into an expander.
1here, by deterministic expanders, we imply that the expansion properties hold deterministically, not just with high probability
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• Compact Routing Messages in Self-Healing Trees of low memory nodes [2]: Our latest work is a first
term in the direction of self-healing ‘computations’ or running reliable computations on faulty networks with the aid of self-healing. Not only that, our methods are compact (i.e. use only O(polylog n)
memory. This makes them applicable on nodes with low memory (O(polylog n)) and thus, on networks such as mobile networks and to future networks such at the Internet of Things. This work is
a combination of a variant of a tree based routing of Thorup-Zwick [34] and a compact version of
ForgivingTree [12] that we have developed and allows messages to be delivered from a sender to a
live receiver despite node failures.
We believe our model and work so far has a lot to contribute in the near future:
(1) A unified understanding of dynamicity: As one possible extension addressing fundamental issues,
introducing even a bit of dynamicity (e.g. changing nodes and egdes in a graph) makes many problems far more difficult, be it in the static or distributed setting. In distributed algorithms, there are
many models addressing dynamicity with various assumptions such as Kuhn, Lynch and Oshman’s
Dynamic Graph model [20], Kutten and Korman’s (from Afek, Awerbuch, Plotkin and Saks [1]) dynamic Controller model [18] and our self-healing model. I seek to explore these models, their limits
and possible interactions with a view towards developing a deeper understanding of dynamicity in
distributed networks.
(2) AllScale: Self-healing and Self-Stabilizing Exascale Systems [37]: As a Co-Investigator on the EU
H2020 Future and Emerging Technology grant AllScale, I am driving the efforts to incorporate resilience in future exascale high performance systems. Exascale systems will do billion billion calculations per second approaching the processing power of the human brain. This resilience is envisaged
byprotecting against both soft faults (transient memory faults) by self-stabilisation at the application
level and by protecting against hard faults (node crashes) by self-healing at both the application and
run-time/architectural level.
(3) Self-healing Software Defined Networks and Streaming Data Analytics: SDN is a new paradigm that
provides a very important use case for self-healing. SDN is commercially important (with investments
from all major networking companies) and with its virtualisation and logical separation ideas, a ripe
environment for augmentation with robust self-healing. We have already begun preliminary work
on this [3]. In fact, our ideas led to me winning the prestigious Newton Incoming Fellowship of the
Royal Society for a proposal based on self-healing SDN. Sadly, I had to decline the fellowship since it
conflicted with the terms of my faculty position. Our research plan centres around developing robust
self-healing SDN working in dynamic fault-prone environments with streaming data analytics as our
main demonstration application. Streaming data analytics is an application domain which is really
important at the moment due to the amount of data (big data) being generated and analysed in real
time e.g. in social networks.
ROBUST D ISTRIBUTED C OMPUTATION AND ALGORITHMS
A vitally important question is carrying out distributed computation in different adversarial and dynamic
settings:
• Efficient Leader Election Algorithms: We have developed message and time efficient algorithms for
leader election and proved fundamental lower bounds. For certain topologies, if the nodes do not need
to know the identity of the leader, we show that we can solve leader election with sublinear number
of messages and low (constant) time (our work has won the best paper award at ICDCN 2013 [23]
(Journal version: [24])). In further work the same year we showed several fundamental lower bounds
for randomised and distributed leader election on general graphs (many of which were almost folklore
but never proven). We also gave what we suspect is the best deterministic LE algorithm that simultaneously bounds time and messages. This paper was presented at PODC [22] and was only one of two
invited directly to the journal of the ACM where it has been accepted and will be published in 2015.
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• Scalable Byzantine Agreement through quorum building: In [13], we addressed the problem of designing distributed algorithms for large scale networks that suffer from byzantine faults. Byzantine
Agreement is a basic building block for such algorithms. Following on from earlier works of King,
Saia and co-authors [14, 15, 16], we devised the first scalable load balanced byzantine agreement
algorithm in the full information model. An important technique we invented is a quick and load
balanced method of developing a good quorum, which is a set of O(log n) processors that contains
a representative fraction of good processors. We believe we have developed a powerful tool and are
now looking at applying it for addressing other problems.
• Approximate densest graphs in an edge-dynamic model: In an edge dynamic model (edges are inserted
or deleted), we developed an algorithm [4], in which nodes continually estimate the graph density to
determine if they belong to a dense subgraph (or to an at-least-k-dense subgraph for some k) (i.e the
nodes are self-aware). We also give the first distributed algorithms for dense subgraph approximation
for these problems (the at-least-k-dense subgraph problem is known to be NP-hard in the centralized
setting). We hope to extend our work to design better self-awareness and estimation algorithms in
dynamic scenarios.
• Verification and Distributed Complexity: While complexity theory (and the related complexity classes)
is very well established for centralized algorithms, its development is still at a very early stage in Distributed Computing. Recent work with labeling schemes [19] and LOCAL model complexity [8]
offers a promising direction. We are looking at further applications of such verification schemes, and
using them to develop a sound distributed complexity theory.
• Robust Analytic Queries in in-memory databases: We are investigating (with a Ph.D. student of mine)
the possibility of developing a robust (’self-healing’) analytic query system for in-memory databases
using a novel idea of query checkpoints. This work is potentially commercially important as companies like SAP are heavily invested into in-memory databases and analytic queries is a major part of
their business. This research aims to minimise the loss that occurs if a failure happens during analytic
queries which are queries which run for a long period of time and, therefore, a failure can cause loss
of a major amount of work and costly re-execution.
G AME THEORY, E CONOMICS AND C OMPUTATION
What game theoretic protocols can lead rational and selfish agents to form ’high quality’ consortiums
(groups) (say, in distributed systems)? Can protocols be developed for better allocation of funding grants?
• EU grant games: In our AAAI paper [21], a work which was supported by the Technion-Microsoft
Electronic-Commerce Center, we have a setting where agents (each with an individual value) form
consortiums in order to compete for grants from a funding agency. Our work suggests a direction
towards addressing important real world questions such as the best way to allocate research funds.
Here, we would like to paraphrase the following comment about our work (by Prof. S. Muthukrishnan,
of Rutgers, in his blog [28]:
Big problems, eg., can we provide guidance on how science budget should be allocated among various disciplines, or NSF CS budget among different areas? Given a
subset of researchers, say we can estimate their impact on the society when funded.
Given this oracle, can we allocate funds to people to maximize social welfare? Can
we model people switching teams in second round or open bid systems for reallocating funds? Q: Why doesn’t NSF give $’s to 2 teams for the same project and get
them to compete? For some recent work, see the work of Shay Kutten, Ron Lavi and
Amitabh Trehan.
We believe that this simple setting can also model various other real life situations such as peerto-peer systems, and can be viewed as a step in the direction of research into the process of people
teaming up to construct distributed systems. Over our past period of research, we have delved into
the nuances of this setting trying to come up with the best protocols that will minimize the Strong
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Price of Anarchy (SPOA) i.e. give solutions that maximize social welfare. We have shown protocols
where agreement between agents but also a process for appealing rejections improves price of anarchy,
especially with constraints on collaboration between agents.
Many variations of the previous game are of interest: different appeal mechanisms, grant size as a function
of certain game parameters, uneven sharing of the grant, and negotiations between agents for their share.
In future, one could also study existing ‘natural’ games (i.e. not just mechanisms) and look at dynamic
environments (where researchers join and leave the system). Since starting in my faculty position, I have
engaged in starting an informal reading group where students and interested faculty discuss Algorithmic
Game Theory with the specific aim of extending this line of research.
I have a wide range of research interests and a varied background which equips me well to explore them. I
am a good collaborator and am lucky to have excellent collaborators and advisors. I conclude by highlighting
some more of the open problems that are of interest:
(1) There are many distributed dynamic network models broadly classifiable as edge-dynamic [20, 7, 25]
and node-dynamic(such as our self-healing model). Can we devise a general theory that addresses
(and integrates) various dynamic models? Can we use previous work on centralized algorithms for
dynamic networks?
(2) There are many open ‘self-healing’ questions: Can we extend our model and algorithms .e.g byzantine faults, multiple failures, higher churn, load-balanced, edge-weighted graphs? Can we heal nontopological invariants e.g. a computation (we can call this functional self-healing)? Can we use proof
labeling schemes [19] as a tool for newer self-healing algorithms e.g. as methods to verify invariants,
or detect if some action is required? Can we go beyond Self-healing to other self-* properties such as
self-stabilization [5]? Can we derive theoretical relationships between various self-* properties?
(3) Algorithmic Game Theory in Distributed Systems and vice versa: Our ’EU Games’ line of research
began a question which can be roughly stated as follows: ‘How do certain distributed system form by
themselves in a distributed manner?’ - this question applies to all the large scale networks we have
seen evolve in our modern age and, I believe, game theory can vastly contribute to understanding
of such processes. At the same time, many questions involving computation and communication in
game theoretic settings can benefit from distributed algorithms. In our line of research, we are trying
to make such connections e.g. by seeing, how the equilibria will be impacted if communication among
agents is limited. In a way, game theory and distributed algorithms look at different aspects of similar
multi-agent scenarios and intuitively, there should be deep connections which can be explored.
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