COGNITIVE BIAS IN FORENSIC EXPERT DECISION MAKING:

RECOMMENDATIONS FOR ACTION FOR THE MASSACHUSETTS

FORENSIC SCIENCE OVERSIGHT BOARD

9 July 2019

Itiel Dror

University College London (UCL)
i.dror@ucl.ac.uk
www.cci-hg.com



http://www.cci-hq.com/

COGNITIVE BIAS !N FORENSIC EXPERT DECISION MAKING:

RECOMMENDATIONS FOR ACTION FOR THE MASSACHUSETTS

FORENSIC SCIENCE OVERSIGHT BOARD

A few preliminary points, to be clear:

* Yes, going to put on the table some things for the Board to consider.

* No, not replacing/re-inventing/re-doing/etc. the ISOs

* (in fact, | think we should set a timeline for all labs for ISO accreditation)

« They are general international laboratory standards --(ISO/IEC 17020,
standard for “Requirements for the operation of various types of bodies
performing inspection” )
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A few preliminary points, to be clear:
* Yes, going to put on the table some things for the Board to consider.

« These recommendations (if the Board likes & adopts them...), then |
suggest will be put forward to the Mass State Crime Lab for feedback:

— Doing it already
— Not doing it, but ‘like’ it
— Not doing it, and don't like it



Doing it already
— Great! ©
— Include in our audit
— Set as standard/expectation to other labs
Not doing it, but ‘like’ it
— Like it, ‘as is’ (& implementation details...)
— Needs modification (e.g., too cumbersome, needs ‘triage’)
— Agree on timeline
Not doing it, and don't like it

— Hear why, and then for us to decide whether or not to ‘impose’ on
them, and a timeline.

- Dialoque
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A few preliminary points, to be clear:

« Not a matter of competence, motivation, proficiency, etc.
 NOT an ethical issue

« Hard working, dedicated, professional experts.
« This is my background and expertise within cognitive neuroscience.



O, WHAT DO YOU NEED TO KNOW?




S0, WHAT DO YOU NEED TO KNOW?

« Information gets into the brain, the ‘input’, the ‘data’ - “Bottom-up information”
VS.

« Whatis already ‘in the brain’ (e.g., experiences, knowledge) - “Top-down information’
 These’ & "interact > The Human Mind is Not a Camera.

Information

Arriving

from the
Existing retina is

knowledge processed
is used
to guide
information




Each source has specific
countermeasures

SO. WHAT DO YOU NEED TO KNOW?

Biases influence the mind ’
of the_forensm examiners. /8 Reference
The biases have many Materials
different sources:

Cognitive Architecture & The Brain



A few preliminary points, to be clear:

« Not a matter of competence, motivation, proficiency, etc.
 NOT an ethical issue

« Hard working, dedicated, professional experts.

Last preliminary point...:

 These biases are now well accepted

« E.g., arecent review paper: (Cooper & Meterko "Cognitive bias research
in forensic science: A systematic review" Forensic Science International)
identifies dozens of primary source (research) studies.



« These biases are now well accepted
« Also by governmental bodies and expert working groups
* And, now also by the courts (including in Massachusetts!)
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A few preliminary points....
Now down to business (5 bias focused recommendations to you today):
1. The evidence should be driving the forensic work, not a ‘target’ suspect



The evidence should be driving the forensic work, not a ‘target’ suspect



The evidence should be driving the forensic work, not a ‘target’ suspect

mith
pe




The evidence should be driving the forensic work, not a ‘target’ suspect

DNA... same story:

Go from the profile of the biological material collected from the crime scene, to
the profile of the suspect.

= Do not see/know/develop the suspect’s DNA profile, before you fully
developed and characterized the DNA profile from the crime scene.

Why? So you do not (unintentionally) interpret the evidence to fit the suspect
(e.g., concluding allelic drop-out, etc. ).

Washington DC DNA Crime Lab external audit found exactly such bias, and
the lab was shut down...!



The evidence should be driving the forensic work, not a ‘target’ suspect

DNA... same story
Firearms... same story, etc., etc.

Simple solution:
=» Start with the evidence!



Linear Sequential Unmasking (LSU)
- Context Management Toolbox




Linear Sequential Unmasking (LSU)
- Context Management Toolbox




Linear Sequential Unmasking (LSU)

« LSU is aimed:

— To make sure the data/evidence drives the forensic decision making
process.

— To avoid ‘suspect/target driven bias’

— To avoid working backward, circularly

— Start with the evidence, document, then exposure to the suspect

— (allows to go back to evidence, but with documentation and restrictions)
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1. The evidence should be driving the forensic work, not a ‘target’ suspect

2. Minimize exposure (as much as possible) to task irrelevant contextual
information —Decisions should be based on the relevant information!




Decisions should be based on the relevant information

Information Task relevant Task irrelevant

Biasing

Not biasing

What is irrelevant?...

For lab to decide... (we will audit it)

But some things are obviously, never relevant:

E.g., whether the suspect confessed to the crime, whether the
detective believes the suspect is guilty, etc.

More details/examples:




Past criminal convictions?



Just as effort and attention is taken to minimize
—> Effort & attention should also be given to minimize



« Minimize exposure (as much
as possible) to irrelevant
information

— E.g., submission forms
— E.g., avoid bias cascade
(A-AB-B - A-B B-A)

— Case managers
— Etc., etc.
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1. The evidence should be driving the forensic work, not a ‘target’ suspect
2. Minimize exposure (as much as possible) to task irrelevant contextual information —
Decisions should be based on the relevant information!

3. State Crime Laboratory to:
Give full access to defense (‘forensic disclosure’).

Take work for defense.




Prosecution Defense

Impartiality




Prosecution Defense

The of Impartiality




—> Allegiance effect
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1. The evidence should be driving the forensic work, not a ‘target’ suspect

2. Minimize exposure (as much as possible) to task irrelevant contextual information —
Decisions should be based on the relevant information!

3. State Crime Laboratory to:
Give full access to defense
Take work for defense.

4. All forensic reports should specify: weaknesses, limitations, scope,
exposure to irrelevant information, potential for error and bias, etc.
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1. The evidence should be driving the forensic work, not a ‘target’ suspect

2. Minimize exposure (as much as possible) to task irrelevant contextual information —
Decisions should be based on the relevant information!

3. State Crime Laboratory to:
Give full access to defense
Take work for defense.

4. All forensic reports should specify: weaknesses, limitations, scope, exposure to
irrelevant information, potential for error and bias, etc.

5. Verifications should be as blind as possible.




Verifications should be as blind as possible

What do verifiers know.... (better not to know...):
* Who did the initial analysis

« What they did, how they reached their conclusions
« What was decided (only verify IDs)

—> The more the verification is blind, the better!
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1. The evidence should be driving the forensic work, not a ‘target’ suspect

2. Minimize exposure (as much as possible) to task irrelevant contextual
information —Decisions should be based on the relevant information!

3. State Crime Laboratory to:
Give full access to defense
Take work for defense.

4. All forensic reports should specify: weaknesses, limitation, scope,
exposure to irrelevant information, potential for error and bias, etc.

5. Verifications should be as blind as possible.
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Just as effort and attention is taken to minimize
—> Effort & attention should also be given to minimize
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