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How to stay safe online during the COVID-19 crisis.

With much of the world on lockdown because of the corona- SReCiaI
. . . Points of
virus pandemic, many of us are relying on our phones, laptops
and other devices to stay connected. While cyber-surveillance is Interest:
a longstanding threat to human rights defenders and others,
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ternatives (like simply communicating sensitive information in
person rather than online) are seriously diminished. This raises [ lobJs]

the human rights stakes. It can mean everyone has more expo- gr ;Jd uation
aie

sure to cyber-attacks and scammers who are seeking to exploit

the outbreak. Here are six top tips on how to keep safe online.

Laptop
Update phone, computer and apps buying tips

Your devices and any programs that communicate with the internet ' .
should be up to date to reduce the risk of attack. Most browsers up- O
date automatically but look at the apps you use to read documents or ‘ .
view photos and videos you have found online.

If you are using old versions of these apps it is more likely there will
be bugs that can leave your devices vulnerable. ‘,

Think before clicking

Phishing scams try to exploit fear and uncertainty, and those linked to
COVID-19 are no different. Emails or SMS messages promising new



information on the virus can contain malware in links and attachments — this is a typical social
engineering strategy used by scammers who reel people in by purporting to be imparting ur-
gent information.

If the phishing attacks come from cyber criminals, they are most often seeking to access de-
vices so they can steal financial information. They can also use ransomware to lock down the
device and try to extort money to unlock it again.

If you do not know the person or are not familiar with the organization that has sent the email
or message, do not click on the link or open the attachment.

Also look out for anomalies in the way the message is written — often there are typos or the
language used sounds off. If the message purports to be from an organization you know, but
you are unsure it's authentic, go to the website rather than opening any information sent in the
email.

Protect your privacy

Spending more time online can mean exposing more of your personal information. This is a
good time to review your privacy settings.

Do a digital spring clean

Getting rid of accounts that you no longer use reduces data exposure. By deleting them there
is less data on you out there and that reduces privacy risks.

Navigate the ‘infodemic’

As well as safeguarding privacy and security it is also important to learn how to deal with the
sheer volume of information coming our way as we scour the internet for answers on the pan-
demic.

As scientists rush to better understand the virus, there is a wealth of misinformation and disin-
formation circulating online about everything from supposed cures for the virus to claims that
5G technology is linked to the outbreak.

Check the original source of the information you are receiving and try to verify the content with
other trusted sources. Some major news organizations now have their own fact check teams
and send out newsletters debunking stories that have gone viral.

Companies like Facebook and Google have said they are taking steps to counter the spread
of false information but be aware that governments may also seek to seize on the issue of so-
called “fake news” to crack down on lawful free speech.
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Lenovo Thinkbook 15
. Intel i5 1.6GHz Processor
. 8Gb DDR3 RAM
. 256Gb SSD Hard Drive
. 10/100/1000 Ethernet
. Internal Wireless B/G, 4-in-1 Card
Reader
« Microsoft Windows 10 Pro 64-Bit
. 15.6™ Color Display
. One Year Manufacturer's Warranty

ONLY $849

*Price Subject to Change, Prices good while supplies last*




TIPS WHEN SHOPPING FOR
A LAPTOP FOR COLLEGE!

Shop local- CNT will setup the computer for you and have it ready for
school at no extra charge! CNT will make sure you have everything you

need as well!

Carrying Case— You will want a carrying case to help protect your lap-
top during travel! $35

Wireless Mouse— these are always nice to use at your student desk in
the dorm or even in class! $30- $35

Microsoft Office Home & Student— Check with your school, you may
be able to get this free from your school. If not, we have it and can set
it up for you! $179

Printer— sometimes it is nice to have your own printer in your dorm or
home. That way you do not always have to be at the school library.
$139

*Price Subject to Change, Prices good while supplies last*




