IJRECE VOL. 6 ISSUE 4 ( OCTOBER- DECEMBER 2018)

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

New LSB-based color image
steganography method.

Milind Rane, Sanika Jadhav, Pralhad Vaishnav
Department of Electronics Engineering, Vishwakarma Institute of
Technology,Pune,Maharashtra,India.
(Email: milind.rane@vit.edu, sanika.jadhav16@yvit.edu,pralhad.vaishnavl6@vit.edu)

Abstract: Steganography is that the technique for activity
info at intervals a carrier file in order that it's subliminal
for unauthorized parties. During this study, it's meant to
mix several techniques to collect a replacement
methodology for color image steganography to get
increased potency, attain enlarged payload capability,
and possess integrity check and security with
cryptography at a similar time. Planned work supports
many various formats as payload. Within the planned
methodology, the code word is first fashioned with secret
knowledge and its CRC-32 substantiation, then the code
word is compressed by Grip simply before encrypting it
by AES, and it's finally additional to encrypted header
info for additional method then embedded into the duvet
image. Embedding the encrypted knowledge and

Header info method utilizes Fisher-Yates Shuffle
algorithmic program for choosing next element location.
To cover one computer memory unit, totally different
LSB (least important bits) of all color channels of the
chosen element is exploited. so as to gage the planned
methodology, comparative performance tests square
measure applied against totally different special image
steganography techniques exploitation a number of the
well-known image quality metrics. For security analysis,
histogram, increased LSB and Chi-square analyses
square measure applied. The results indicate that with
the planned methodology has AN improved payload
capability, security and integrity check for common
issues of straightforward LSB methodology. Moreover,
it's been shown that the planned methodology will
increase the visual quality of the stego image in
comparison to different studied ways, and makes the key
message troublesome to be discovered

I INTRODUCTION

Secretly communication with alternative parties has
perpetually been one in all the well-known issues not solely
during this century, however conjointly in earlier period. The
aim of steganography is to cover the communication content
in a very medium, in order that existence of hidden message
will be hid. Several surveys are printed to point the-state-of-
the-art of image steganography and its ways [1-3]. Mainly,
technical steganography will be categorized into 3 areas
accord- ing to the domain they're working; particularly,

abstraction domain, temporal domain and frequency domain.
Frequency and temporal steganography are typically used for
process audio signals, as carrier or message. This study will
be regarded in abstraction domain since it deals with LSB
(least vital bits) of the duvet image’s pixels to cover secret
knowledge. A taxonomy is obtainable for good phone
steganography ways [3] that are categorized accord- ing to
the targets; particularly, Object ways (Image, QR, Audio,
Video Text, etc.), Platform ways (SMS, MMS, Voice,
Web/HTTP, Multimedia, etc.) and communication ways
(Operating system and hardware).

Obijectives of image steganography will be listed as physical
property, capability and lustiness. Physical property is
spoken because the resistance to each human sensory system
and applied mathematics analyses and might be assessed
with peak signal noise quantitative relation (PSNR).
Capability is expounded to the number of hidden knowledge
that may be embedded within the cowl image. Lustiness
refers to the power to recover hidden message despite
process the stage image like cropping, scal- ing and filtering,
etc. [4]. Moreover, security and integrity check will be
intercalary to those objectives. Security adds confidentiality
dimension, whereas integrity check adds AN insurance for
transmission errors.

The rest of the paper is organized within the following order.
The literature review regarding abstraction domain image
steganography is given in section a pair of. In section three
and its sub-sections, the planning of the planned
methodology is presented. In section four, the planned
method’s algorithms are given in separate steps. Section five
is devoted to the performance analysis with comparison of
alternative abstraction image steganography techniques.
Section half-dozen consists of security analysis as well as bar
chart, increased LSB and chi-square analyses. Section seven
is intercalary for any discussion with regard to the
compliance of the planned methodology with the image
steganography objectives. Finally, the conclusion is
bestowed at the top of this paper.

1. LITERATURE REVIEW

This section is meant to grant a quick literature review
concerning spatial domain image steganography since the
pro- exhibit technique relies on LSB steganography. Varied
image steganography applications supported LSB square
measure introduced, a number of most up-to-date ones
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square measure listed in [5]. LSB steganography depends on
the very fact that replacement one or additional of the last 1-
4 bits of canopy image’s pixels isn't perceptible by human
sensory system, however some applied mathematics tests
might find that they're replaced in applicable locations [6].
Several methodologies square measure projected to evolve
basic necessities, but fundamentals of LSB steganography
square measure elaborate in [7].

One of the ways offers 3 replacement candidates and
therefore the one that has the nearest price of the supply
referred to as best peel, is employed for replacement [7]. A
more modern LSB technique offers a way, referred to as bit
inversion, to any improve the PSNR (peak signal noise ratio)
[5]. During this inversion technique, sure LSBs of the quilt
image’s pixels square measure modified if they match with a
specific pattern. The price Differencing technique (PVD) has
impressed steganography researchers when it had been
introduced in [8, 9]. During this technique, cowl image is
divided in non- overlapping blocks mistreatment distinction
values that square measure calculated for every 2
consecutive pel values. Then, these values square measure
used for replacement the payload. Completely different
|completely different} areas of the quilt image have different
payload capability, therefore it's attainable to cover
additional payloads around edges with this technique.
Applying organization thought to LSB technique is associate
LSB improved technique, that works on the idea of the idea
that the reaction of human eyes to Red, Blue and
inexperienced is completely different [10].

[11] Have projected associate increased Indicator technique
(PIM) by scrutiny 3 savings bank bits at every to implant
knowledge within 3 LSB bits of that. They conjointly used
Blowfish formula to convert message to cipher text. they
have projected random insertion mistreatment knowledge
parity steganography technique, within which secret
knowledge bits square measure embedded willy-nilly by
hand-picked parts of have projected in 2013 [13] associate
increased LSB image steganography technique by
mistreatment Knight Tour formula, Veneer secret writing
and LZW compression the projected technique in [13] will
increase each the payload capability and quality of the stegno
image, it still suffers from issues in security and therefore the
lack of integrity check. used interval-valued intuitionistic
fuzzy edge detection together with the changed LSB
substitution technique, to get image quality and capability
increase [14].

In order to require some precaution against stego analysis,
some pointers square measure summarized in [15]. These
are: embed- peal less info the maximum amount as
attainable, to not use cowl pictures with pc art the maximum
amount as attainable, low range of colors and pictures with
distinctive linguistics content (such as fonts). Because of the
{very fact the actual fact} that the division method of JPEG
format reveals very tiny changes, such image formats for
choice of canopy image ought to be avoided.

1. PROPOSED METHOD N DESIGN

The projected image steganography technique consists of
embedding part and extraction part. Within the embedding
part that takes place on the sender facet, the key knowledge
is compressed and encoded with the projected algorithmic
program, then resultant stream is embedded into the duvet
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image. On the receiving facet, the extraction part takes place
so as to understand the key knowledge among the steno
image. This section introduces each necessary terms and
ideas within the style of our new technique. Figure one
depicts the projected method’s framework and method flow
sheet. Their details ar bestowed within the following sub-
sections.

DATA INTEGRITY

One of the objectives of image steganography was the
hardiness against the manipulation of the image like com-
oppression, resizing, cropping, etc. once any of those is
performed, there's a risk for losing the key message.
Therefore, a mechanism that make sure the information
integrity with optimum payload value is further, in order that
the receiver will notice if a transmission error or a
manipulation has occurred. During this study, a well-known
Cyclic Redundancy Check (CRC) error code is introduced to
confirm information integrity, because it is often accustomed
observe accidental changes within the row information
which may happen within the storage devices and digital
networks. CRC is lightweight weight, simple to research
mathematically and may offer quick and acceptable
assurance for the integrity of the message [16, 17].

In the implementation of CRC, the sender calculates a 32-bit
length CRC-32 substantiation for the full secret information
block and appends it to the key information block to make
the code word. This code word length is capable the of the
length of secret information block and thirty two bits (4
bytes) of the CRC-32 substantiation. Once a code word is
received, the last four bytes stay separated to get the received
CRC-32 check- add. a replacement CRC-32 substantiation is
additionally calculated for the remaining bytes of the code
word, then they're com- pared with one another to each
check the integrity and settle for if there's a match.
Otherwise, the message is rejected and considered tampered
or changed.

V. DATA COMPRESSION

The aim of group action information compression to the
planned technique is to extend the number of payload which
will be embedded within the cowl image, since
steganography needs adequate quantity of capability for
hidden communication not like watermarking. Shortening
the message size will increase the payload capability and
additionally decreases the chance of discovering the
existence of the message. Amongst several compression
strategies, Grip (GNU zip) is chosen as a result of not solely
it offers an appropriate capability for lossless information
compression and decompression, however additionally its
patent free and comparatively straightforward to implement
[18]. Compression is suggested to be administered before the
info cryptography, as within the planned technique. Since the
entropy of the info can increase once cryptography, low
information compression capability can result.

The data compression procedure is incredibly simple; the
sender compresses the code wordnm , that is that the
combination of the key information block and its CRC-32
check. On the opposite aspect, the receiver decompresses the
received com- ironed information block and regenerates the
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initial code word.

V. DATA ENCRYPTION

In order to not get attention of associate degree attender,
hidden content required to be unnoticeable each statistically
and perceptually. For the sake of accelerating knowledge
security, AES (Advanced encoding Standard) encoding
algorithmic program is enforced within the planned
technique, simply before embed- dong the message within
the cowl image as portrayed in figure one. AES is chosen, as
a result of it uses trigonal encoding, is flexible with several
operation modes, may be a block cipher (but

can work as a stream cipher as well), and is safer than similar
algorithms [19]. AES will operate with key/ block length of
128, 192 and 256 bits long and their all doable combos [20].
In the planned technique, a block size of 128 bits with a 128-
bit-key is employed. At the beginning of each session, the
sender willy-nilly generates the key and shares it with the
receiver through one in every of symmetric key distribution
ways. moreover, to make sure the assembly of the cipher
text, that has identical length with the plain text length, we've
got used CTS operation mode of AES. CTS stands for
Cipher Text Stealing mode, that handles any length of plain
text and produces cipher text whose length matches the plain
text length. {the knowledge|the infolthe information}
cryptography procedure is extremely plane; the sender
encrypts the compressed knowledge block mistreatment the
willy-nilly generated key and generates the ciphered data
block. On the opposite facet, the receiver decrypts the
received ciphered knowledge block mistreatment identical
shared key, so regenerates the initial compressed knowledge
block.

HEADER INFORMATION

2-byte 4-byte
| Data Type | Data Length

Figure 2. The header information (6-bytes).

Table I.

Secret data types and corresponding

codes. Code

type

TT Plain Text
1J JPEG  Image
File

IB BMP  Image
File

IP PNG  Image
File

IT TIFF  Image
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File

IG GIF Image
File

FT Text File
FW Word File
FP PDF File
FA Audio File
FVv Video File
EX Executable
File

XL Excel File

Unless the receiver within the digital image steganography is
aware of the precise length, the sort and format of the
embedded secret information won't be ready to extract the
embedded secret information properly. so as to beat this
downside, a replacement header system is meant and
enforced. This header data can modify the receiver to
retrieve the embedded secret information properly.

In the projected methodology, the sender is to blame for
generating a 6-bytes length of header data from the ciphered
information block. Figure a pair of shows the development of
the required header data block. the primary 2 bytes of the
header data area unit wont to indicate the sort of the initial
secret information. the key information can be text, image
file, multimedia, feasible or any record. Table one shows
solely many samples of the 2-bytes length characters and
their corresponding secret information kind that means. The
last four bytes of the header data area unit reserved to specify
the length of the ciphered information block in bytes. Four-
bytes length variety are going to be ready to store the info
length to Gigabytes that is large enough for each image
steganog- raphy application. The sender can generate the
header data by concatenating style of secret information and
length in bytes. so as to avoid any data leak, this header data
is additionally encrypted with identical generated key
exploitation AES with CTS operation mode. The ensuing
encrypted header data are going to be embedded into the
duvet image.

On different facet, the receiver can extract the encrypted
header data, then decrypts it exploitation AES with shared
key so as to regenerate the initial header data (type and
length). After that, the receiver can isolate the last four bytes
of the received header data and reads the length of the
ciphered information block in bytes. The receiver can use
this length to extract the full ciphered information block
from the stego image properly. Finally, the receiver can scan
the primary 2 bytes of the received header data and store the
sort of the key information. The receiver can use {this
kind|this sortthis kind} later to reconstruct the key
information to its original type.

VI. PERFORMANCE ANALYSIS

The projected methodology is compared with the Sequential-
LSB and PRNG-LSB strategies. Sequential-LSB is that the
easy LSB image steganography methodology, wherever
secret information is embed- dong consecutive. In
distinction, PRNG-LSB is that the LSB image steganography
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methodology, wherever secret information is every which
way embedding mistreatment easy pseudo-random variety
generator. In Sequential-LSB, PRNG-LSB and therefore the
projected methodology, we have a tendency to embedded
secret information with eight pp. (bit per pixel) embed- dong
rate, as delineated in sub-section three.6. there's no limi-
tation to use our projected methodology except that the duvet
image should be 24-bits color image a minimum of this
suggests that, in spite of the kind of the chosen color cowl
image (conventional, unconventional, synthetic, etc.) our
projected methodology will be applied thereon image
swimmingly.

Sequential-LSB, PRNG-LSB and therefore the projected
methodology are enforced by mistreatment C#NET
framework. Pictures of 512 nine 512 Lena and Old World
We have a tendency to elite Old World monkey and Lena
pictures, as a result of their wide utilized in the literature and
itd be simple for readers to check the results. The key
information that is employed within the implementation is
100% discretional

VII. IMAGE QUALITY METRICS

The image quality metrics area unit won’t to verify the
quality of stego image and similarity with cowl image. Eight
of the foremost well-known image quality metrics area unit
used: Mean sq. Error (MSE), Peak Signal to Noise
quantitative relation (PSNR), Normalized Cross-Correlation
(NK), Average distinction (AD), Structural Content (SC),
Max- imum distinction (MD), Laplacian Mean sq. Error
(LMSE) and Normalized Absolute Error (NAE). Table two
shows every of the image quality metrics and their corre-
sponding formula, wherever M is that the breadth of the
image, N is that the height of the image, Xj,k is that the jth
kth picture element within the stego image and x’j,k is that
the jth kth picture element within the cowl image [25].

The results of Sequential-LSB, PRNG-LSB and therefore the
projected methodology area unit bestowed in tables three, 4
and 5, severally. totally different size of payloads area unit
embedded in sample of 512 nine 512 Lena image. The bigger
the worth  of PSNR, the lower degree of distortion presents
for

stego image. The results indicate that the projected
methodology has higher PSNR values in all check cases. It
implies that all told check cases, the projected methodology
provides lower MSE values since it decreases the amount of
pixels that area unit altered.

However, increasing the payload quantity causes a sig-
nificant fall in PSNR price. what is more, the projected
methodology will increase the attainable quantity of secret
information that would be embedded into same cowl image,
as a result of it uses Gzip compression rule to decrease the
dimensions of payload before embedding it. concerning all
alternative metric values, MSE, NK, AD, SC, LMSE and
NAE indicate that the projected methodology has performed
higher than others. Fig- ures seven and eight show MSE and
PSNR values, severally, for every of the tested cases.

VIII.  SECURITY ANALYSIS

In this section, we will analyse the proposed method against
three of famous statistical and visual attacks to ensure its
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immunity against these attacks, and have a more precise
evaluation of our method in terms of security.

IX. HISTOGRAM ANALYSIS

It is thought-about a applied math attack since the bar chart
of a picture shows a graph of the quantity of pixels at every
dif- intensity price found in this image. This attack permits
human eye to tell apart the distinction between the duvet and
stego pictures, if there's a message embedded in channels.
For a 24-bit color image, 256 totally different intensities for
every of the three channels (red, green, blue) square measure
attainable. Therefore, a bar chart for every channel is drawn
one by one, or a median bar chart of all channels is created.
Table seven presents the red-channel, green- channel, blue-
channel and therefore the average histograms of Sequential-
LSB, PRNG-LSB, and therefore the projected technique
after we embedded 128 Kbytes of payload within the sample
image of catarrhine by the scale of 512 nine 512.

From table seven it is noticed by human eye that the red,
inexperienced and blue channels’ histograms of the
Sequential- LSB and PRNG-LSB strategies square measure
totally different from those of the initial cowl image. In
distinction, the red, inexperienced and blue channels’
histograms of the projected technique square measure nearly
constant as those of the initial cowl image thanks to
knowledge compression (which decreases the scale of
embedded data). However, the typical histograms of
Sequential- LSB, PRNG-LSB and therefore the projected
technique square measure still constant because the one in all
the initial cowl image

X. ENHANCED LSB ANALYSIS

Since the image steganographic ways that ar supported LSB
solely alters the smallest amount vital bits, these changes
aren't noticeable with regard to image quality in most cases.
the basic philosophy of the improved LSB attack, that may
be a visual analysis on a stego image, is to eliminate seven
high level bits of every channel of the pixels, and focus on
the last LSB. ensuing channel’s computer memory unit goes
to be zero or one. Then, all 1s ar born-again to maxi- mum
worth of 255 and every one zeros ar left as 0, that may be a
reasonably sweetening essentially. This analysis aims at
rising a visible pattern which might be checked by human
eye. Fig- ure ten shows the results of Sequential-LSB,
PRNG-LSB and also the projected methodology, after we
embedded 128 Kbytes of payload in sample image of Lena
by the size of 512 nine 512

strip pattern has appeared some variations became
additionally noticeable with vacant eyes, once solely five
hundredth of hidden knowledge is embedded exploitation the
PRNG-LSB methodology. moreover, once the projected
methodology is exploi- Ted, the LSB zero layer appearance
entirely innocent thanks to pseudo-random element choice
technique. this system is predicated on the Fisher-Yates
Shuffle algorithmic rule, that dis- tributes the key message
every which way and with efficiency to the whole stego
image. The results of the projected methodology is
delineated.
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XI. PROPOSED METHOD VS. IMAGE
STEGANOGRAPHY OBJECTIVES

This section intents to gauge the projected technique against
the objectives of image steganography; namely: physical
property, capacity, lustiness and security [27-30].
Imperceptibility: As bestowed in sub-section five.l the
projected technique produces a top quality stego image, and
embedding the key knowledge doesn't distort the duvet
image to a visually unacceptable level. this is often thanks to
each effective and lossless knowledge compression
algorithmic rule (Gzip) and therefore the arbitrarily
embedding of the key knowledge into the duvet image,
victimization the pseudo- random pel choice technique
supported the Fisher- Yates Shuffle algorithmic rule.
Capacity: As bestowed in sub-section five.2 the projected
method proved its ability to extend the payload

capacity which will be hidden among the duvet image. this is
often thanks to each Gzip compression algorithmic rule and
embedding 1-byte of secret knowledge per pel (8 bpp) while
not sacrificing the physical property.

Robustness: In terms of integrity, the projected technique
enhances it and has the power to notice either intentional or
unintentional alterations to the stego image. just in case the
key knowledge is changed throughout transmission, the
receiver is ready to ascertain the integrity victimization
CRC-32 check and understand whether or not the key
knowledge is pretend or altered.

Security: As shown in section vi, the projected technique

has the power to be immune against a number of far-famed
and well-known applied math and visual attacks. this is often
thanks to the cooperation of combined mechanisms; AES
with 128-bit-length radially symmetrical key, pseudo-
random pel choice technique supported the Fisher-Yates
Shuffle algorithmic rule (with 32-bit-length seed key), and
Gzip compression algorithmic rule.

XIlI. RESULT

XIIl. CONCLUSION

In this paper, we have a tendency to provided a series of
enhancements, and argued that the projected technique
fastened the weakness of easy LSB image steganography
technique. The projected technique combines six basic
enhancements, specifi- cally: CRC-32 check, Gzip
compression, AES coding, Header info, Pseudo-random pel
choice technique supported the Fisher-Yates Shuffle
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algorithmic rule and eight bpp embedding algorithmic rule.
The process starts with computing the CRC-32 check- add of
the key knowledge and mixing each of them along in one
codeword. Next, so as to boost the payload capability, the
Gzip compression algorithmic rule is employed to cut back
the scale of the codeword. Afterward, the pro- exhibit
technique generates a 6-bytes-length header informa- tion
and each the codeword and therefore the header info square
measure encrypted with AES employing a shared 128 bits
key. Finally, the generated bytes stream of the encrypted
header info and therefore the ciphered knowledge block
square measure embedded into the duvet image within the
positions outlined by the pro- exhibit pseudo-random pel
choice technique supported the Fisher-Yates Shuffle
algorithmic rule with a shared thirty two bits seed key. The
projected technique uses associate eight bit-per-pixel
embedding algorithmic rule to extend the payload capability
among the duvet image.

After seeing the performance and security assessments of the
projected technique, one will say that the projected technique
not solely satisfies the mandatory and ample objectives of
the image steganography, however conjointly introduces a
replacement embedding methodology and integrity check
combination with success.
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