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Abstract: Steganography is the art of conveying secret
messages or hidden data through a public channel so that a
third party is unable to detect them. In contrast to classical
encryption, which aims to obscure the contents of hidden
communications, steganography first converts the message
character to its binary counterpart. The final four bits of this
binary are taken into account, and redundancy in the binary
code is applied using the prefix either 0 or 1. Control symbols
in binary form are used to distinguish upper- and lowercase
letters, spaces, and numbers. The ability of the stego system to
disguise the text rises when utilizing the proposed LSB-based
method. According to the MOS, 35 samples are taken and
compared to the SNR values of a recognized and proposed
algorithm.
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I. INTRODUCTION

To transfer hidden data or secret communications across a
public channel, steganography is the practice of using
steganography techniques. Traditional encryption is to hide
the content of secret messages; steganography's goal is to
conceal the fact that secret messages exist in the first place.
Electronic media is the primary focus of modern
steganography, and tangible artifacts are rarely used in this
type of work. Even typeset text [1, 3] has been used to
disguise data in channels with images [1, 2], video [3, 4], and
even audio [1, 3]. There are several reasons why this is a good
idea. The first reason electronic media is easier to manipulate
for hiding data and extracting messages is because
information is typically less than the data in which it must be
buried (the cover text). As a second benefit of electronic data,
extraction may be automated, as computers are capable of
effectively manipulating and executing the algorithms
required to locate the messages. Messages can also be hidden
in electronic data by manipulating superfluous, unneeded, and
unobserved data spaces..

It was the primary objective of this study to identify a solution
to hide text in an audio file without changing the file structure
or content. A decrease in the cover object's perceptual quality
may result in a perceptible alteration that could compromise
the goal of steganography.

In general, a steganography system should meet three main
requirements: imperceptibility of embedding, accuracy in
recovering embedded information, and a big payload [1].
Message embedding techniques are not known to anyone but
the sender and receiver in a steganography system. A
successful steganographic method should have the following
characteristics: A person should be unable to extract the secret
data from the host medium unless they have access to the
secret key that was used during the extraction process. It
should be impossible to tell if the medium has been altered in
any way after it has been embedded with the secret data. The
concealed data in the medium should not be a cause for
concern. Longest possible length: a high carrying capacity.

The hidden message should be as long as feasible in order to
avoid detection [30]. When the host media is altered, for
example by some lossy compression algorithm [12], the
covert data should be able to persist. Extracting the secret
information from the medium should be done with precision
and accuracy.

Existing system

In cryptography, information is encoded in a way that makes
it impossible for anybody but the person who knows how to
decipher it. Cryptographic processes have become a major
priority for a growing number of businesses because of the
sheer volume of sensitive Internet activity. snags are
discovered Documents encrypted with a public key have a
much longer transmission time. In reality, the cost of
transmitting massive amounts of data is prohibitive.The key
sizes must be significantly larger to achieve the high level of
protection.

e Public key cryptography is susceptible to
impersonation attacks.
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Il. PROPOSED SYSTEM

Design Methodology

".wav" files have been chosen as the host files for
this experiment. Because of this, it is anticipated that only the
most insignificant sections of the audio file will be
altered[34]. To do so, one must first understand the file
structure of the audio file in order to accomplish this. WAV
files, like most other files, have a header and a data section.
First 44 bytes of a wav file are reserved for the header. It's
everything about the data except for the first 44 byte chunk.

The data consists of a single large collection of audio samples,
which represents the entire recording. The header section
cannot be dealt with while embedding data. The reason for
this is because even the tiniest modification in the header
portion of the audio file can cause it to be corrupted.

Secret Text

Embedding Process

Audio Input Sepamts Stego Audio
Headerand —
Data
Aherratz

Samplesof LB
Dota

The audio file can be read bit by bit by a program that has
been written, and the data is then stored in a separate file. The
first 44 bytes of the header section should remain unchanged,
as these comprise the data. Then, work with the remaining
data fields to add textual content. The binary values of the
word "Audio” must be included in the audio data field, for
example, if the term "Audio” must be included in an audio
file.

Letter ASCI Value Corresponding Binary Value
A D6s aloooool
u 117 olniolol
d 1oo oroonog
i 105 olratool
o 111 onainn

Table: serect text corresponding binary code

Text data has been inserted into this algorithm by altering
several bits of each sample of the file. The host audio file
suffers after the bits are changed, as has been documented. As
an example, bits 1, 2, 3, and 4 were all altered at the same
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time. However, after undergoing all the changes, it has been
discovered.

Algorithm (For Embedding of Data):

» Do not alter the audio file's header section...

» A good place to start is at the beginning of the data. The
51st byte was used as a starting point for the experiment.
Data that must be embedded should be edited into the
least significant piece of the file.

» Change the most insignificant part of each alternate
sample to encode the entire message.

Sample Binary values of Binary value Binary values
Mo corresponding o be affter

sample cmbedded miodification
51 0N 00 0 orronoo
53 oronng 1 olorenn
55 lononon 0 l1Dololo
57 oro 0 o1 o
59 1o100a0 0 lolooolo
1 001 10010 0 onLooin
63 1o 0 1o
" 65 0I0n1 100 1 o1 ot

The data retrieving algorithm at the receiver’s end follows the
same logic as the embedding algorithm.

Algorithm (For Extracting of Data):
Leave first 50 bytes.

« Start from the 51st byte and store the least significant bit in a
queue.

* Check every alternate sample and store the least significant
bit in the previous queue with a left shift of the previous bit.

* Convert the binary values to decimal to get the ASCII values
of the secret message. * From the ASCII find the secret

Extraction Process

Stego Audio Sepamate
[ —
feta Leftshiftat

Preyio s bit

Extracted
Text
message

. A little, almost undetectable modification is made to the
audio file "audio.wav" when the intended binary values are
substituted for the current binary values. the receiving end
must follow the retrieving procedure in order to retrieve data
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To begin, convert the audio file to binary format using the
stego-object that was provided by the original source. Leave
the first 50 bytes alone.

Sample No. | Bmary  values  wath | Bits that are stored in the
cmbedded secret data queue
5l IR IC] 0
33 oIl ol
35 10001010 [0
37 ornn 0100
30 10100010 01000
il I RCn ] (10000 FL S . .
63 oI 100000 -
65 0unI1Ial 01000001

Table: audio sample corresponding binary code

Set a queue of bits beginning with 51 and then check the least
significant bit. To get a complete picture of what's going on,
go through each and every example. 53rd, 55th, 57th, and so
forth. Keep in queue the least significant bits of alternate
samples with a shift of the previous bit's value left. The text
can be recovered by converting the binary values to decimal
and then back to ASCII. Following table depicts the entire
retrieval procedure in further detail.

1. RESULTS

|

ofe — : Retrieval screct message
Advantages:
e  Secrecy

o Imperceptibility
e High capacity

4 St
a0 Bas @ ¢ru Ll

Browse audio signal Applications:

e Military Applications
e Secured Data Transmission
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