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Abstract 

Most common public key cryptosystems and public key exchange protocols presently in use, such as the 

RSA algorithm, Diffie-Hellman, and elliptic curve methods are number theory based and hence depend 

on the structure of abelian groups. The strength of computing machinery has made these techniques 

theoretically susceptible to attack and hence recently there has been an active line of research to develop 

cryptosystems using noncommutative cryptographic platforms. This line of investigation has been given 

the broad title of noncommutative algebraic cryptography. This was initiated by two public key 

protocols that used the braid groups. The study of these protocols and the group theory surrounding 

them has had a large effect on research in infinite group theory. In cryptosystems, the algebraic 

properties of the platforms are used prominently in both devising cryptosystems and in cryptanalysis. 

The present paper discusses the potential non-commutative group and associate cryptosystem in detail. 
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Introduction 

The word ‘cryptography’ was coined by 

combining two Greek words, ‘Krypto’ meaning 

hidden and ‘graphene’ meaning writing. The art 

of cryptography is considered to be born along 

with the art of writing [1]. As civilizations 

evolved, human beings got organized in tribes, 

groups, and kingdoms. This led to the emergence 

of ideas such as power, battles, supremacy, and 

politics. These ideas further fueled the natural 

need of people to communicate secretly with 

selective recipient which in turn ensured the 

continuous evolution of cryptography as well. 

The roots of cryptography are found in Roman 

and Egyptian civilizations.  

Cryptography is the science and/or art of 

devising and implementing secret codes or 

cryptosystems. Cryptanalysis is the science 

and/or art of breaking cryptosystems while 

cryptology refers to the whole field of 

cryptography plus cryptanalysis [2]. In most 

modern literature cryptography is used 

synonomously with cryptology. Presently there 

is an increasing need for secure cryptosystems 

due to the use of internet shopping, electronic 

financial transfers and so on. 

Although there have been no successful 

attacks on the standard protocols there is a 

feeling that the strength of computing machinery 

has made these techniques less secure. As a 

result of this there has been an active line of 

research to develop and analyze new 

cryptosystems and key exchange protocols based 

on noncommutative cryptographic platforms. 

This line of investigation has been given the 

broad title of noncommutative algebraic 

cryptography [3,4].  

Public-key cryptosystems are essential for 

electronic commerce or electronic banking 

transactions. They assure privacy of transactions, 

as well as integrity of messages and senders or 

receivers. In 1997 it became known that the 

ideas of public key cryptography were developed 

by British Intelligience Services prior to Diffie 

and Hellman. 

Group-based cryptography is concerned with 

the role of nonabelian groups in cryptography. 

Since its origins in the 1980s, there have been 

numerous cryptographic proposals based on 

nonabelian groups, many of which have been 

broken [5,6].  

Cryptography 

Cryptography is the study of secret (crypto)-

writing (graph). It is the science of art of 

encompassing the principle and methods of 

transforming an intelligible message into one 

that is intelligible and then transforming the 

message back to its original form [7]. 
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Cryptography today is assumed as the study of 

techniques and authenticity of transfer of 

information under difficult circumstances. 

Mainly cryptography is a study of mathematical 

techniques related to aspect of information 

security and analysis such as confidentiality, data 

integrity authentication and non reputation.    

Group 

A group is a nonempty set G on which there 

is defined a binary operation  

satisfying the following properties [8] [9]. 

Closure 

If  and  belong to G, then  is also in G. 

Associativity  

 for all . 

Identity  

There is an element  such that 

 for all  

Inverse  

If a is in G, then there is an element  

such that  

Abelian group 

A group G is abelian if the binary operation 

is commutative, i.e.,  for all  

Nonabelian group 

A group is non-Abelian if there is some pair 

of elements a and b for which  

 for all  

Nonabelian group based cryptography 

  The noncommutative cryptographic 

platform has been nonabelian groups. A 

cryptographer has began to pay more attention 

towards non-commutative cryptography based 

on non-commutative algebraic structures. Non-

commutative cryptography extends the research 

territory of cryptography. A large number of 

non-commutative algebraic structures are now 

waiting to be explored for new public key 

cryptosystems [10].  

The non-commutative algebraic structures 

can increase the hardness of some mathematical 

problems significantly [11]. For instance, we 

already know that how to design efficient 

quantum algorithms for solving hidden subgroup 

problems in any abelian group, but we are still 

unable to construct efficient algorithms for 

dealing hidden subgroup problem in non-abelian 

groups [12]. 

Most of cryptosystems in non-commutative 

cryptography are derived from combinatorial 

group theory, but they are mainly theoretical or 

have certain limitations in wider and general 

practice [13]. The properties of non- 

commutative cryptography is that it can take the 

advantage of intractable problems in quantum 

computing, combinatorial group theory and 

computational complexity theory to constructing 

cryptographic platforms [14].   

Cryptosystem  

A cryptosystem is an implementation of 

cryptographic techniques and their 

accompanying infrastructure to provide 

information security services. A cryptosystem is 

also referred to as a cipher system.  
Types of cryptosystems 

There are two types of cryptosystems based 

on the manner in which encryption-decryption is 

carried out in the system  

 Symmetric Key Encryption 

 Asymmetric Key Encryption 

The main difference between these 

cryptosystems is the relationship between the 

encryption and the decryption key. 

Symmetric key encryption 

The encryption process where same keys are 

used for encrypting and decrypting the 

information is known as Symmetric Key 

Encryption. The study of symmetric 

cryptosystems is referred to as symmetric 

cryptography. Symmetric cryptosystems are 

also sometimes referred to as secret key 

cryptosystems. 

Asymmetric key encryption 

The encryption process where different keys 

are used for encrypting and decrypting the 

information is known as Asymmetric Key 

Encryption. Though the keys are different, they 

are mathematically related and hence, retrieving 

the plaintext by decrypting cipher text is 

feasible. 

Public key cryptosystem 

Modern cryptography is usually separated 

into classical or symmetric key cryptography and 

public key cryptography. In public key 

cryptography the encryption method is public 

knowledge but only the receiver knows how to 

decode. In a classical cryptosystem once the 

encrypting algorithm is known the decryption 

algorithm can be implemented in approximately 

the same order of magnitude of time. In a public 

the decryption algorithm is much more difficult 

to implement. This difficulty depends on the 

type of computing machinery used and as 
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computers get more powerful, new and more 

secure public key cryptosystems become 

necessary. 

The basic idea in a public key cryptosystem 

is to have a one-way function. That is a function 

which is easy to implement but very hard to 

invert. Hence it becomes simple to encrypt a 

message but very hard, unless you know the 

inverse, to decrypt. 

Public-key cryptography, or asymmetric 

cryptography, is an encryption scheme that uses 

two mathematically related, but not identical, 

keys - a public key and a private key are shown 

in fig 1. Unlike symmetric key algorithms that 

rely on one key to both encrypt and decrypt, 

each key performs a unique function. The public 

key is used to encrypt and the private key is used 

to decrypt [15]. 

 
Fig. 1. Public key cryptosystem 

Algorithm 

Let G be a non-abelian finite group,  

such that . Let n1 be the order of the 

element  and be the order of the element . 

Suppose that B and A want to exchange a secret 

key [13]. The following steps will be executed 

for this purpose: 

(1) B randomly chooses natural numbers  and  

with .  and  are 

kept secret. He then forms and 

submits this result to A. 

(2) A randomly chooses natural numbers  and 

 with .  and  

are kept secret. She then forms  and 

submits this result to B. The latter variant does 

not need verification by means of a zero 

knowledge poof. We will now briefly analyze 

the possibility of forgery of the latter variant of 

the signature system. Suppose ‘A’ wants to 

provide ‘B’ with a forged signature. She then has 

to deliver group elements and  such that 

 holds. This is 

impossible, as long as  and  are not known 

to ‘A’.  

Suppose now, ‘B’ claims that ‘A’ has signed 

the message . B may choose . Then he 

may compute a suitable such that the above 

equation holds. But needs to hold 

too. This is virtually impossible, if the exponents 

 and  are not known to him and cannot be 

formed properly. A can immediately prove the 

fosrgery by publishing v and w. Assume finally, 

that A has provided two correctly formed group 

elements and to B such that the above 

equation holds. She 

cannot deny this signature later. In case of 

dispute she may have to publish v and w. This 

would prove the correctness of the signature. 

Conclusion  

The present report presented a novel public key 

cryptosystem (based on a finite non abelian 

groups) and suggested some examples of finite 

non abelian groups. There may be other non 

abelian groups to be used in our system. 

However we must be careful in applying a non 

abelian group to our cryptosystem in order that 

the cryptosystem is secure. An idea of crypto 

primitives have been presented, which can be 

implemented in non-abelian groups and may be 

viewed as generalization of Diffie-Hellman 

methods. Non-commutative group based 

cryptosystems may be generalized existing 

commutative group-based cryptosystems. In fact, 

the MOR cryptosystem is a natural 

generalization of the El-Gamal cryptosystem. 

There are many interesting problems in non-

commutative   groups    could    be   strong 

candidates in construction of a cryptosystem, but 

not all could be developed successfully. 

Moreover, some problems could be converted to 

others in polynomial time. There are many non-

commutative groups could be promising 

candidates for building a cryptosystem. But we 

must be careful in choosing the function together 

the group for real applications, namely, the basic 

idea is to study the behavior of products a
v
b

w
 

where a and b are elements of sufficiently high 

order of a non-abelian group G.  
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