Internet Profiling and
Intelligence Gathering

Presented by:

Date: Tuesday, July 31, 2018
Location: Steelworkers Auditorium
8437 Sierra Ave, Fontana, CA 92335

Training: 0800 — 1700 hours

This 8-hour intense lecture presentation will provide step-by-step researching techniques utilizing
online and open source databases located on the web. The instructor will cover techniques in locating
actionable intelligence and “hidden” information on a subject's web presence as well as searching
social media platforms to identify posted content and its corresponding geo location. This course will
also outline cellular platform security issues and online personal security risks to help protect you and
your family.

Goals
e Security Concerns — online v. cellular privacy, online dangers of being identified and tracked

* Public Records — how to find personal identifiers from public records/online sources

e Search Engines and Searching Techniques — search criteria manipulation, Google & Facebook facial
recognition tools, locate cached/removed content from the internet, identify “fake” online accounts

¢ Internet Open Sources — difference between surface and deep web, international searching, how to
identify ownership and domain of websites, how to identify relationships/associations of targeted
subjects

e Social Networking Sites — identifying Facebook ID, track hashtags across platforms, geo locate
Instagram photos and Twitter postings, locate personal online photo albums, how to properly view
“private” Facebook information

Michele Stuart has over 28 years of experience conducting and coordinating comprehensive
investigations for law enforcement, financial institutions, counter intelligence, and corporate clients.
She specializes in open source investigations dealing with threat assessments, child solicitation, human
trafficking, fraud investigations, drug trafficking, and fugitive locates. Michele Stuart teaches OSINT
techniques to various entities such as Homeland Security, U.S. Marshals, FBI, Border Patrol, DOJ,
Military Intelligence wunits, Homicide and Undercover Narcotic Associations, and other
federal/state/local agencies.

(This presentation is for Law Enforcement Personnel only)

Payments will be accepted
Jennifer Krutak, Crime Analyst at the door by cash, credit
jkrutak@rialtopd.com card or check. Please make
909-820-2645 checks payable to IECIAA




