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Networking in DCS- The scenario beforeé.
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The scenario thereafteré.
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Significant Changes

Á Windows Operating system entered DCS 

Á Use of Commercial off the shelf (COTS) hardware/ 
software in DCS

Á Open architecture ( Use of commercial network 
protocols)

Á Continuous connection with enterprise network for real 
time data of DCS

Á Inclusion of Wireless network connectivity for distant 
offsite DCS connectivity



But these are some of the associated by-
products..

ÁVirus

ÁWorms

ÁTrojan Horse

ÁDenial of Service (DOS) Attacks & DDOS(Distributed Denial 

of Services)

ÁPhishing & Spear phishing

ÁPharming

By 2020, spending on OT security will double due to increasing attacks on 

critical industrial infrastructure and subsequent regulatory responses.         

-Gartner, Market Guide for Operational Technology Security, May 2016.

IT & OT integration has led

To new challenges for 

OT security 



Targeted Attacks & APT

ÁTargeted attacks are defined as the 

attacks which are destined to target a 

particular organization

ÁAPT ïAdvanced ïuse of full spectrum 

of computer intrusion technologies and 

techniques. Combine multiple attack 

methodologies and tools in order to 

reach and compromise their target 

ÁPersistent ïpriority to a specific task, 

rather than opportunistically seeking 

immediate financial gain 

ÁThreat ïmeans that there is a level of 

coordinated human involvement in the 

attack 



Trend

It is important to recognize that while breaches to IT systems 
raise financial and reputational risk, OT system breaches 
represent safety and operational risk.

Á There is growing trend of compromise to DCS/SCADA 
systems, including Human Machine Interface (HMI), 
historians, and other connected devices.

Á This trend has manifested itself in two major ways:  

i) Malware disguised as valid DCS/SCADA applications 

ii) Malware used to scan and identify specific  DCS/SCADA

port/services 



Some major Cyber security incidents

Á Sewage plant in Australia hacked releasing millions 
of liters of sewage

Á Davis-Besse nuclear power plant safety monitoring 
system disabled

Á Browns Ferry nuclear plant shutdown for two days 
because of excessive control bus network traffic

Á 13 US auto plants shut down by an Internet worm 
named Zotob

Á Brazilôs electrical grid attacked via the Internet

Á Stuxnet hit Siemens control system in Iran Nuclear 
plant  July 2010

Á Ukraine Power grid was shutdown due to Black 
energy Malware 

Á WannaCry, Locky,Petya- Ransomware

Á And many moreé.



Stuxnet 

ÁStuxnet targeted specific installations in Iran associated with Uranium 

enrichment facility.

ÁOnly 10 initial targets

ÁResulting in over 14k infections

ÁMalware Targeted for a Specific type of PLChaving a Specific Configuration

ÁIt installs malware into memory block DB890 of the PLC that monitors the

Profibus messaging bus of the system.

ÁWhen certain criteria are met, it periodically modifies the frequency to

1410 Hz and then to 2 Hz and then to 1064 Hz, and thus affects the

operation of the connected motors by changing their rotational speed.

ÁIt also installs a rootkit that hides the malware on the system and masks

the changes in rotational speed from monitoring systems.



Process Flow of Stuxnet attack  

Á1. Infection

Entered into a system

(Stuxnet via USB)

1/31/201811

2. Search

Check whether a given 

machine is part of the 

targeted industrial control 

system

3. Update

If the system isnôt a 

target then do nothing. 

If its is, then attempt to 

access the internet and 

download a more recent 

version of itself 

(upgrade)



Process Flow of Stuxnet attack: Contd.  

Á4. Compromise

Compromise the target 

system by exploiting 

vulnerabilities

(Stuxnet- Zero day 

vulnerabilities; software 

weakness that havenôt 

been identified by security 

experts )

1/31/201812

5. Control

Take control of industrial 

control system

(Stuxnet- Centrifuges-

making them spin 

themselves to failure)

6. Deceive & 

Destroy

Provide false feedback to 

outside world

Destroy the intended 

target



Ransomware: WannaCry
ÁRansomware is a malware that 

encrypts contents on infected systems 

and demands payment in bit coins.

ÁWorldwide cyber attack by the 

WannaCry- ransomware cryptoworm, 

which targeted computers running the 

Microsoft Windows operating system

Á2 key components ïa worm and a 

ransomware package

ÁÅIt spreads laterally between 

computers on the same LAN by using 

a vulnerability in implementations of 

Server Message Block (SMB).

ÁÅThis exploit is named as 

ETERNALBLUE.

How Ransomware works



Ransomware: Locky
ÁLocky is ransomware malware released in 2016 & 

was  active in 2017, it is delivered by email  with 

an attached Microsoft Word document that 

contains malicious macros.

Malicious Email with MS word attachment sent to targeted user 

On Opening Document it appears Gibberish

Asks User to enable Macro (Which most users do)

Macros then save and run a binary file that downloads the actual

Encryption TROJAN 

It encrypt files with .locky extension & ask for Ransom in Bitcoin

https://en.wikipedia.org/wiki/Locky#500523


Measures to prevent Wannacry

ÁApply patches to Windows systems as mentioned in Microsoft Security Bulletin 

MS17-010. For Unsupported Versions such as Windows XP,Vista,Server 2003 etc. 

patch also available on Microsoft website             

ÁTake Regular  backup of Critical Data

ÁBlock SMB ports on Enterprise Edge/perimeter network devices [UDP 137, 138 and 

TCP 139, 445] or Disable SMBv1. 

Á Restrict TCP port 445 traffic to where it is absolutely needed using router ACLs

ÁUse private VLANs if your edge switches support this feature

ÁUse host based firewalls to limit communication on TCP 445

ÁDeploy antivirus protection, Block spam

ÁÅDon't open attachments in unsolicited e-mails

ÁDisable macros in Microsoft Office products.

ÁÅDeploy Application whitelisting.

ÁÅDeploy web and email filters on the network. Configure these devices to scan for 

known bad domains, sources, and addresses; block these before receiving and 

downloading messages. 

https://en.wikipedia.org/wiki/Locky#500523


Other Recent incidents

Meltdown and Spectre- January 5, 2018

× Modern computers CPU Vulnerability. It may leak 

passwords  and sensitive data.

× AMD,ARM  Intel etc. microprocessor hardware vulnerabilities allow programs to steal data  

which is currently processed on the computer.

× While programs are typically not permitted to read data from other programs, a malicious  

program can exploit Meltdown and Spectreto get hold of secrets stored in the memory of  

other running programs.

Rockwell Automation FactoryTalk Alarms and Events Denial of Service Vulnerability

× CERTInVulnerability Note CIVN20180009

× Original Issue Date: January 15, 2018

× A vulnerability has been reported in Rockwell Automation Alarms and Events

× An unauthenticated, remote attacker could exploit this vulnerability by submitting specially 

crafted packets to TCP port 403 to cause the system to crash, resulting in denial of service 

(DoS) condition.

× Details of above vulnerability & mitigation measures available on CERT-IN website.

https://en.wikipedia.org/wiki/Locky#500523


Cyber Security of DCS in NTPC

ÁIn terms of Cyber Security of DCS, NTPC was the first company in India

among the critical infrastructure category to take Cyber security 

initiatives

ÁThese initiatives were taken in 2007 wherein consultancy project was 

awarded to M/s CMC in 2007-2008

ÁAs part of this Consultancy project,  security audit was conducted for 

Stg-II DCS at Talcher Kaniha in 2007

ÁAlso Secured Network Architecture was evolved as part of this 

consultancy & incorporated in specifications from Bongaigoan onwards 

in 2008. Also, in the on going projects being engineered, this was 

implemented. This has become a defacto standard among DCS vendors



Cyber Security of DCS in NTPC

ÁMain features of this architecture was :

- Zone segmentation- three zones, Internal zone- DCS, External zone-

IT/Third party systems & DMZ zone- Station LAN server. Each zone 

separated through firewall. No communication directly with DCS- only 

through DMZ

- System hardening- No Internet connection in DCS, No USBs, No 

unnecessary services

- Defense in depth concept- Protocol from External to DMZ different from 

Protocol from Internal to DMZ. Cracking multiple protocol difficult

- Firewall with IPS ( Intrusion Protection System) at network perimeter & 

IDS ( intrusion detection system) at Switch level



Cyber Security of DCS in NTPC:Contd.

ÁSecurity Policies & procedures evolved & incorporated in specifications 

in 2008

- These policies & procedures Issued as OGN( Operation Guidance Note) by 

Corp. OS in Dec 2008

ÁSecurity Audits 

- Provision of Security audit by CERT-IN certified auditor for DCS introduced from 

Bongaigoan specs

- Security Audit in FAT introduced from 2012 onwards. Vulnerability assessment 

& Penetration testing is done by CERT-In certified auditor. Mitigation measures

suggested by auditor is generally done before dispatch clearance

Á-Participation in framing of International standards ( IEC 62443-2-4) & 

Indian manual for Cyber Security in Power Systems 



Three pillars of DCS security program

DESIGN



Typical Secured System architecture
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Components of a DCS security 
program

ÁA. óDefence   in depthô System architecture

ÁB. Policies & procedures 

ÁC. Enforcement of A & B ( Security Audit )

-Vulnerability Assessment 

-Penetration testing

ÁD. Crisis management program

ÁE. Awareness, Knowledge & Skills

( for the asset owner)

ÁF. 24 X 7 Assistance Desk ( for large multiple  
installations)



Security Policies and Procedures

ÁFoundation of a security program

- Guide for Managers, Security Team & users to 
understand their specific role within the security 
framework 

- Articulation of overall security objectives providing a 
management framework



Á Done by CERT  certified auditor as per approved Security Audit 
procedure.

Á Envisaged during PG test & each year of AMC.

Security Audit



DCS Cyber Security Standards ïHow it 
evolved
ÁISO 27000 

- For the information security of any organization

- Used as a base for developing Cyber Security 
Standards for Automation Systems

ÁNERC CIP 

- Essentially for Power Systems

- Applicable in US

- SCADA/DCS vendor compliance 

ÁWIB  - Security Requirements for Vendors

- First Standard exclusively for Automation Systems

- Applicable in Netherlands/ Driven by Shell

- Very comprehensive & structured 


