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Abstract - A network that does not contain any central
controller within it and is self-configuring in nature is known
as a wireless sensor network. It is difficult to maintain the
security and energy consumption of these networks due to
such properties. When any kinds of malicious nodes enter the
network, a scenario of attack occurs in that network. There
are several types attacks found in the network which are all
categorized into active and passive types depending upon the
manner in which they attack. The various schemes are
designed to improve security of wireless sensor networks.
The designed techniques are reviewed in terms of
methodology and performance.

Keywords - WSN, Security Attacks, Thrust mechanism,
PLC, RTU

I INTRODUCTION

A wireless sensor network (WSN) can be defined as a group
of sensor nodes with finite resources that achieve a common
purpose by working in coordination. Typically, the main
functions of sensors include sensing and monitoring their
area of deployment, collecting sensor information from the
environment, processing data, and communicating with other
devices [1]. Sensor nodes are deemed as one of the three main
constituents that are included in the deployment framework
in a WSN, which are: (1) sensor nodes, (2) radio co-
ordinators, and (3) a programmable logic controller (PLC) or
any human-computer interface (HCI) backing up a Remote
Terminal Unit (RTU). Sensor nodes can have faults and due
to their exposure on the web, they can become unreliable in
no time and anyone gets physical access to them for free. A
typical sensor consists of four basic units: a power source, a
radio, a processor, and an actuator. At the other side, they
have many limitations with respect to energy, data
transmission, computation and storing. It is possible to
deploy thousands of such nodes in some target locations to
collect data for upcoming purposes, such as meteorological
purposes, smart homes etc [2].

1.1 Cybersecurity Attacks in Wireless Sensor Networks

The classification of cyber security attacks can be done in two
general modes, which are: (a) passive attacks and (b) active
attacks. Cyber security is the practice of providing security to
networks, devices, and data from illegal accessibility. It is
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basically an art to ensure the data confidentiality, integrity
and accessibility.

Passive attacks: The attackers activate passive attacks
only to overhear communications (hence eavesdropping)
and analyse the traffic shared without modifying the
vulnerable system [3]. This attack variant is extremely
perilous and complex to locate as it is performed silently
without affecting the system. Consequently, the assailant
aims to collect some private information simultaneously,
as well as gain knowledge about expressive nodes in the
network (cluster head nodes) to get ready for an active
attack, which can be devastating.

Active attacks: In active attacks, the adversary tries to
delete or replace messages exchanged over the network.
The assailant can do anything damaging if he has the
potential to execute his purpose.

1.2 Security of WSN in Healthcare Sector

Wireless healthcare networks have brought revolution in the
way of patient monitoring in the healthcare domain by
presenting a more efficient substitute of the conventional way
of managing patient health. Since every technology has some
shortcomings along with advantages, the free-access
characteristic of the network brings its confidentiality under
question [4]. lllegal access actions and unrestricted threats
can develop security issues for the healthcare data of the
patient. The data gathered by the devices implanted on the
patient’s body for healthcare monitoring may lead to security
concerns. The exposure of sensor nodes to the internet
increases their vulnerability to different variants of attacks,
for example, distributed denial-of-service (DDoS) attack.
This attack type is deemed as one of the major concerns as
adversary can collapse the security of the network and can
further activate a clone node attack, or a replication attack
which is amongst the most threatening assaults. When the
sensor node transferring the patient's sensitive health data is
attacked, the attacks not only swap the sensor nodes with
duplicates of the sensor nodes but also displace the real data
with bogus data and install the sensor node on the database
again. Wireless healthcare systems are available to everyone
across the world, and have ensured their reach to every part
of the globe [5]. The free-access characteristic of the
technology of the wireless healthcare network and its
wireless channels increases the insecurity of the data
transmitted over
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the network.
1.2.1 Node Replication or clone Node Attack

The dynamic operational nature of WSNs make them often
unrecoverable, therefore they are prone to a variety of new
attacks. For example, an adversary can listen to all network
communications. In addition, a malicious node can capture
all the information stored therein by the receiving nodes.
Sensors are generally not considered forgery-proof [6]. Since
a clone contains valid information (code and cryptographic
material), it can join in network operations in the similar
fashion as a normal node; therefore, cloned nodes are able to
active a vast range of attacks. For example, a clone can
generate a black hole, launch a wormhole attack with an
allied opponent, or insert false data or aggregate data so as to
manipulate the ultimate result. In addition, clones can
perform information leakage. The following two important
points may help illustrate the severity of a clone attack [7]:

e A clone can pretend to be completely truthful to its
surrounding nodes. Truthful nodes indeed may not be
aware of the truth without global counterexamples that
there is a clone among their surroundings.

e In order to have a vast number of colluded nodes [8], it
is not required for an adversary to compromise a large
number of nodes. In fact, upon acquiring and
contaminating one node, the main cost of the attack
persists. It may be considered cheaper to make more
clones of the similar node.

1.2.2 Diagrammatic Representation of replication attack
in WSN

A node replication attack or clone node attack is a security
concern where an adversary reprograms or regenerates WSN
sensor nodes and connects to the target network by
pretending to be valid nodes of that specific network.
Considering cost, these sensors tend to lack tamper resistance
hardware [9]. Figure 1 shows a node replication attack in a
WSN.
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Fig. 1. A WSN with clone nodes

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

After the attacker has captured the honest node, all
information is obtained from the honest node. The assailant
then reinjects this acquired node into the network with no
modifications. Typically, when an assailant activates a node
replication attack, the duplicates are installed in the relevant
and appropriate position in the WSN [10]. In a static wireless
network, the nodes are immobile, which means that their
location remains unchanged after deployment. However, the
situation differs from that of mobile wireless sensor networks
where the nodes are dynamic in nature, without any static
location. From this viewpoint, it is clear that the methods
adopted for detecting node replication attacks in static WSNs
may be different from those of mobile WSNs [11].

1.3 Replication or Node Clone Detection Techniques in
WSN

Clone attack is amongst the most important security attacks
in sensor networks. After a sensor node is compromised, a
malevolent user can install fake sensor nodes in WSNs to
activate a rage of deceptive attacks. Therefore, tracing clone
nodes in less cost is essential to guarantee the network
security. Several clone detection protocols exist in the
literature [12]. Generally speaking, clone detection protocols
can be categorized into two classes, known as, centralized
and distributed protocols:

a. Centralized clone detection protocol: Sensor nodes use a
centralized clone detection protocol to transmit their privacy
information to the base station, and the node at the base
station determines the authenticity of the sensor node by
making comparison of the privacy information to its already
saved records. This kind of scheme has less communication
overhead and intricacy. In the centralized clone detection
protocol [13], malevolent wusers can listen to the
communication between the sink node and the sensor nodes,
and obtain the privacy information of the sensor node, then it
can masquerade as the sensor to collapse the protocol. In
addition, sensor nodes closer to the sink suffer from a more
traffic load in contrast to other sensor nodes and their energy
is dissipated sooner, leading to a shorter network service
period [14].

b. Distributed clone detection protocols: With a distributed
clone detection protocol, each sensor node chooses onlookers
for clone discovery, making it problematic for malevolent
users to overhear the communication between the sink and
the sensor nodes. There exist three types of witness selection
approaches [15]: i) deterministic selection, ii) random
selection, and iii) quasi-random selection which are
elaborated as follows:

The clone detection protocols applying deterministic
witness selection approach, such as the Randomized
Efficient and Distributed Protocol (RED) allow all
sensors to choose the same group of witnesses. The
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communication overhead can be reduced and a higher
clone detection probability can be yielded by selecting
similar deterministic group of witnesses [16].
Nevertheless, malevolent users have potential to
contaminate some sensor nodes by overhearing
communications between the source node and its
witnesses in order to gain mapping functions and active
spiteful assaults [17].

To remove the shortcomings, clone detection protocols
using random witness selection strategy have been
proposed, such as the Line-Select Multicast Protocol
(LSM). Each sensor's witnesses are randomly mapped to
a node's identity, making it more challenging for
malevolent users to get the witnesses' information, even
if they overhear the communication between the sensor
node and the sink node. At the other side [18], the
randomness in the mapping function makes it
challenging for the source node to efficaciously notice its
witnesses, which reduces the chances of clone finding.
Thus, clone detection probability is amongst the
fundamental performance measures for security
assessment in  the clone detection protocols
implementing random witness selection strategy.

Clone detection protocols implementing semi-random
witness selection strategy like single deterministic cell
(SDC) [19] aim to create a balance between the random
and deterministic witness selection schemes. In the semi-
random scheme, the mapping function produces a
deterministic region for every sensor device, and
witnesses are chosen from this region on random basis.
This scheme needs huge communication overhead and
intricacy because the sensors have different sets of
witnesses [20]. In addition, because of the restricted
power of battery, network service period is a crucial
performance parameter in wireless sensor networks [21].

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

1. LITERATURE REVIEW

2.1 Detection of Replication Attack using Optimization
Techniques and Machine Learning

S. Anitha, et.al (2020) suggested an effectual application in
which diverse techniques such as EMABRD (Exponential
Moving Average based Replica Detection), SACOP (Secured
Ant Colony Optimization) and FZKA (Fingerprint based
Zero Knowledge Authentication) were presented on the real
time environment [22]. The results of comparison revealed
the superiority of the SACOP over others for offering higher
probability to detect the malicious nodes with regard to
maximum storage and communicating overheads. Moreover,
the EMABRD performed more effectively with regard to
overheads.

L. S. Sindhuja, et.al (2018) discussed that the HCMS
(healthcare monitoring system) faced a major issue of
security due to the wvulnerability of this system towards
diverse attacks and the node replication was a main attack that
led to impact the reliable and confidential data [23]. An AIS
(Artificial Immune System) based technique recognized as
EHIP-HOP technique was introduced on HCMS for detecting
the node replica attack in an environment having limited
resources and at lower cost. The results demonstrated that the
introduced technique was resisted against the attacks more
robustly with regard to overhead, throughput, PDR (packet
delivery ratio) and energy usage.

P. Sherubha, et.al (2019) developed a technique for detecting
a number of replica attacks in WSN (Wireless Sensor
Network) [24]. Moreover, this technique emphasized on
formulating an adaptive RF-MOCS (Random Forest based
Multi-Objective Cuckoo Search) algorithm for recognizing
the source of clone attack. The developed technique was
quantified on KDD cup dataset. The developed technique
performed well concerning accuracy, sensitivity, specificity
and F-measure. The results exhibited that the developed
technique outperformed the traditional methods.

Table 1: Detection of Replication Attack using Optimization Techniques and Machine Learning

Author Year | Technique Used Findings Limitations
S. Anitha, et.al | 2020 | EMABRD (Exponential | The results of comparison revealed the | The suggested
Moving Average based | superiority of the SACOP for offering higher | application  attained
Replica Detection), SACOP | probability to detect the malicious nodes | misdetection in case of
(Secured  Ant  Colony | with regard to maximum storage and | arrival of events at
Optimization) and FZKA | communicating overheads. Moreover, the | random.
(Fingerprint  based Zero | EMABRD performed more effectively with
Knowledge Authentication) | regard to overheads.
L. S. Sindhuja, | 2018 | EHIP- HOP technique The results demonstrated that the introduced | The issue related to the
et.al technique was resisted against the attacks | failure of single point
more robustly with regard to overhead, | was often occurred in
throughput, PDR (packet delivery ratio) and | such technique.
energy usage.
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traditional methods.

P. Sherubha, | 2019 | RF-MOCS (Random Forest | The developed technique performed well | This technique
et.al based Multi-Objective | concerning accuracy, sensitivity, specificity | provided poor
Cuckoo Search) algorithm and F-measure. The results exhibited that the | performance on other

developed technique outperformed the | datasets while

predicting the presence
of clone attack in WSN
(Wireless Sensor
Network).

2.2 Detection of Replication Attack using Key Management
Techniques

L. Li, et.al (2020) established a SRKD (secure random key
distribution) technique which was focused on generating an
innovative technique to defend against the replication attack
[25]. In particular, a localized algorithm was integrated with
a voting system for detecting and eliminating the malicious
nodes. The replica attack was prevented by changing the
meaning of metric. The results of experiments depicted that
the established technique offered success rate of 90% above
for detecting the replicate nodes in the availability of two
hundred nodes in network. Moreover, the established
technique was proved efficient and secure, and provided
more enhanced storage and communicating efficacy as
compared to the conventional techniques.

M. Buragohain, etal (2018) constructed a new key
management technique. The fundamental goal of this
technique was to diminish the computing overhead, mitigate
the communicating overhead, lessen the impact of node

capture attack, and protect the node from known attacks such
as clone attack and replay attack [26]. The identity-based
cryptography was put forward in which the bilinear pairing
was employed on ECs (elliptic curves). Strand Space model
was exploited to illustrate that the constructed technique was
secure. The simulation results indicated that the constructed
technique performed well in comparison with other protocol
concerning computing time.

M. Perez-Jiménez, et.al (2019) projected a novel technique to
allocate the signature in WSN (Wireless Sensor Network) on
the basis of magnetic PUF (Physical Unclonable Function)
[27]. The Physical Unclonable Function utilized the physical
properties for generating the private keys. It was not possible
to access these keys and replicate them. This resulted in
inserting the intrinsic complexity magnetic phenomena using
which an unbreakable signature technique was described.
The simulation was conducted for evaluating the projected
technique. The results revealed that the projected technique
provided higher entropy and had potential for producing a
huge catalogue of diverse keys.

Table 2: Detection of Replication Attack using Key Management Techniques

Author Year | Technique Used Findings Limitations
L. Li, etal 2020 | SRKD (secure | The results of experiments depicted | This technique had not offered
random key | that the established technique | surety for the connectivity of
distribution) offered success rate of 90% above | network and unable to prevent
technique for detecting the replicate nodes in | the attack in complex some
the availability of two hundred nodes | scenario.
in  network.  Moreover, the
established technique provided more
enhanced storage and
communicating efficacy.
M. 2018 | A new key | The constructed technique was | The simulation results indicated
Buragohain, management inefficient to enhance the energy | that the constructed technique
et.al technique utilization and to optimize the energy | performed well in comparison
efficacy. with other protocol concerning
computing time.
M. Perez- | 2019 | Magnetic PUF | The results revealed that the | The projected technique was
Jiménez, (Physical projected technique provided higher | not able to produce complex
et.al Unclonable entropy and it had potential for | keys.
Function) based | producing a huge catalogue of
technique diverse keys.
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2.3 Detection of Replication Attack using Watermarking
Techniques

V. -T. Nguyen, et.al (2018) suggested a new watermarking
technique with the objective of resisting against fake or clone
node ID attacks and protecting the sensed data at the same
time [28]. The suggested technique proved more secure and
robust, and it was easy to integrate this technique with a
practical routing algorithm on the basis of dynamic
watermark. The suggested technique offered higher energy
efficacy when this technique was integrated with LEACH
(Low Energy Adaptive Clustering Hierarchy) protocol. The
results obtained in analyzing the security validated that the
suggested technique was efficient.

T. Hoang, et.al (2020) described that the node replication
attacks led to generate a conflict of inside intrusions due to
which the efficacy of the sensor networks was damaged at
large extent [29]. Thus, a new lightweight mixed secure
technique was investigated on the basis of watermarking

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

method with the purpose of protecting sensory data and
resisting against node clone attacks. The investigated
technique was evaluated by conducting numerical and
security analysis. The simulation results confirmed that the
investigated technique provided consistency and resistance.

Mojtaba Jamshidi, et.al (2020) presented a three-stage
methodology for detecting the replica nodes [30]. The
watchdog nodes were considered in this methodology which
was planned on the basis of concept that the similar
opportunity was given to all nodes for meeting with the
watchdog nodes. The network traffic was monitored and the
channel was observed using the watchdog nodes. The J-SIM
simulator was applied to conduct a series of simulations so
that the efficacy of the presented methodology was computed
with respect to the probability to detect the replication node
and false detection probability. The simulation results
depicted that the presented methodology was applicable for
detecting the replicated nodes and mitigating the false
detection probability 0.005% below.

Table 3: Detection of Replication Attack using Watermarking Techniques

Author Year | Technigue Used Findings Limitations

V.-T.Nguyen, | 2018 | A new watermarking | The results obtained in | The suggested technique was not

et.al technique analyzing the security validated | changed the duration of the WSN
that the suggested technique was | (wireless sensor network) as much
efficient. after its integration with the

watermark procedure.
T. Hoang, et.al | 2020 | A new lightweight mixed | The simulation results | The response of WSN (Wireless
secure technique confirmed that the investigated | Sensor Network) was the major

technique provided consistency | limitation of this technique in an
and resistance. attack was detected.

Mojtaba 2020 | A three-stage | The simulation results depicted | The presented methodology had a

Jamshidi, et.al methodology that the presented methodology | slight delay to recognize the
was applicable for detecting the | replicated nodes due to which the
replicated nodes and mitigating | malicious nodes  attained an
the false detection probability | opportunity for performing the
0.005% below. operations in the network.

Following are the various phases of detection of malicious

nodes:-

1. Pre-Processing:- The wireless sensor network is

M. RESEARCH METHODOLOGY

base station. AODV routing protocol is utilized for the
establishment of path among source and the destination.

AODV protocol is a source node protocol which deluges the

route reply packets. The source node selects the most
appropriate route towards the destination according to the

hop count and highest sequence number.

configured with fixed amount of sensor nodes. The clustering
on the basis of locality is applied in the entire network. In the
proposed LEACH protocol, power and remoteness of each
node is verified correctly. The node having utmost power and
least distance is selected as the cluster head. The whole nodes
occurring in the network will send their information to the
cluster head. The cluster head further creates path with the
help of other cluster heads and propels this information to the

2. Detection of malicious nodes: - A number of approaches
were proposed in the last few years for the discovery of
attacker nodes. The earlier method was monitor mode
method. The activity of the neighboring node can be observed
with the help of this method. This method does not give good
performance in the recognition of attacker node. The second
method implemented in the earlier investigation was named
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as delay tolerance method. This method needs extra hardware
and software for the discovery of attacker nodes. This
increases the intricacy and cost of the arrangement. The base
station applies node localization method for the discovery
and segregation of attacker nodes. The node localization
technique gathers data on the basis of established route. The
base station can collect the whole data of sensor nodes with
the help of node localization method. The base station can
collect data about the location of sensor node and their delay
during the information transmission. The base station
scrutinizes the quality of service constraints. When the
network throughput is decreased to threshold value, then base
station takes action for the discovery of attacker node. The
base station checks the network throughput on every hop for
the detection of attacker node form the network. The node
which decreased the throughput below the threshold value is
identified as the attacker node. The gathered data comprises
the remoteness of each node from the base station. The
distance creates delay in every hop count which exists on the
formed route. The base station detects this delay. The delay
of every hop is calculated due to which node will enhance the
delay within the network and identifies the attacker nodes.

IV. CONCLUSION

Wireless Sensor Network can be described as a self-
organized and infrastructure less wireless network of sensor
nodes. These sensor nodes perform the monitoring of
physical or environmental conditions such as humidity,
sound, vibration etc. The sensor nodes collectively forward
their data via the network to a base station or sink. At base
station, the observing and analysis of data can be done. A sink
or base station acts as a link between users and the network.
It is possible to extract necessary information from the
network by inserting queries and collecting outcomes from
the base station. The various schemes are analysed which
increase security of the network. In future, novel scheme will
be designed to increase security of wireless sensor networks.
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