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	Job Title:
	Product Specialist 4
	Req No./Job Code:
	48629

	Department/Group:
	Penndot
	Rate/Hr:
	51.35

	Start Date:
	1/30/2017
	End Date:
	09/30/2017

	Submission Deadline:
	1/9/2017
	Work Site:
	The Server Farm, 1400 Cameron Street, Harrisburg, PA


	Special Notes: (if applicable)
	1. This position requires in-person interviews (first round)
2. Client would prefer candidates local to the Harrisburg, PA Area 
3. T


	Job Description

	Overall Role Description:
The candidate will work on a team of 3 other subject matter experts supporting up to 5 SiteMinder environments with total server support consisting of up to 140 servers.
Essential Preferred Skills/Experience:
•              Solid network and server skills (Windows 2008 and 2012)
•	Nice to have Server Skills to include WAS, JBoss, IHSRe
· Required Server Skills - Microsoft IIS operational working knowledge
•	Work independently on SiteMinder and Federation integrations with different web servers.
•	Experience with version 12.X of SiteMinder products
•	Ability to design, install, configure and maintain SiteMinder infrastructure and application
•	Experience and expertise in Federation SSO
· Exposure to PingIdentity, PingFederate, SunOne LDAP, Adaptive Federation, which includes
· Authentication Chaining and Authentication Rules
•	Strong working knowledge of CA-SiteMinder (Netegrity) policy enforcement 
products/concepts:
SSO Login page concepts, Ping federation, RSO concept using new authorization standards like OAuth, OpenID and PKI authentication services
•	Identify and solve problems to supply leadership with technical answers and options
•	Independently handle assigned tasks with minimum guidance
•	Prepare technical documentation, as well as root cause analysis reports
•	Prepare and deliver regular status reports, updates and communication to CISO and the client
•	Ability to support multiple projects concurrently (typically critical projects or major SiteMinder/LDAP upgrade etc)
•	Understanding of Oracle DB, LDAP, AD, Directory server (Sun/CA) and their use as data stores with SiteMinder (highly desired, not required)
•	Excellent verbal and written communication skills required
•	Analyze all aspects of the existing infrastructure and recommends modifications that will enhance system reliability, availability, serviceability and scalability 






	Required Skills:

	Significant skills and expertise in SiteMinder/IdentityMinder/CA Products or same experience with similar IAM solutions.
	2 years

	Microsoft Active Directory - Operational Working Knowledge
	3 years

	VMware ESX - Operational Working Knowledge
	3 years preferred

	Microsoft Server 2008/2012 - Operational/Admin Working Knowledge
	4 years

	Certified SiteMinder Professional
	Highly Desired

	Certified MCSE
	Highly Desired

	4 year college degree or equivalent technical study
	Highly Desired
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