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CHAPTER 1

CYBER SPACE

1. Introduction

The Internet is one of the most significant innovations that have come forth in the 21st
century and has had an impact on our lives. Today, the internet has broken down every
barrier and transformed the way we communicate, play games, work, shop, meet new people,
listen to music, watch movies, order meals, pay bills, congratulate a buddy on his birthday or
anniversary, and do many other things. Naming it, and probably already have an app for it in
our arsenal. The lives have been made easier and more comfortable as a result of this. We no
longer have to wait in a lengthy line to pay our telephone and power bills, as in days gone by
we were required to do so. Now, all it takes to make the payment is a single click, whether
we're at home or at the office. The level of development of technology has progressed to the
point where one can access the internet without the need of a computer. Because
smartphones, palmtops, and other devices now come equipped with internet access, it is
possible for all to maintain a constant connection with the colleagues, families, and friends
around the clock. The internet has not only made our lives easier, but it has also made many
previously out of reach goods and services accessible to those of middle class income by
lowering their prices. Not so long ago, when the caller was on an international or even a
domestic short-distance call, the eyes on the pulse metre were struck. The calls came with a
hefty price tag. ISD and STD were only utilised for the transmission of time-sensitive
communications; the rest of the ordinary communication was carried out through the use of
letters due to the fact that they were very inexpensive. Now, thanks to the internet, it is
possible to not only talk but also use video conference using popular applications like skype,

gtalk, etc. at a very low price. In fact, the cost of a one-hour video chat using the internet is

1|Page



less expensive than the cost of sending a one-page document from Delhi to Bangalore using
speed-post or courier service. In addition to this, the internet has altered the way how to use
the ordinary equipment that we previously used. Not only is it possible to watch well-known
television shows and movies on a television, but it's also possible to use it to make phone
calls or video chat with friends through the internet. Mobile phones are utilised not only for
making phone calls but also for watching the newest movies. We are able to maintain the
connections with everyone, irrespective of where we are physically located. Working parents
may keep an eye on their children at home and assist them with their schoolwork while they
are at the office. A businessperson can use the click of a button to monitor his employees,
office, shop, and other locations. It has improved the quality of all the people lives in more
ways than one. Have you ever stopped to consider where the internet originated from? Let's
have a conversation about the internet's brief history and find out how it came to be and how

it developed to the point where we can't even imagine our lives without it.

1.1 The Evolution of the Internet

| am not sure what the cold war between the United States of America and Russia contributed
to the development of in the world, but I do know that the internet is one of those incredibly
helpful innovations whose foundation was set during the days of the cold war. On October 4,
1957, Russia was the nation that successfully launched the first satellite into space. It was
called SPUTNIK. This was clearly Russia's victory over cyber space, and as a counter step,
the Advanced Research Projects Agency, the research arm of the United States Department of
Defense, declared the launch of RPANET (Advanced Research Projects Agency NETwork)
in the early 1960s. RPANET stands for the Advanced Research Projects Agency Network.
This was an experimental network that was designed to keep the computers connected to this
network in communication with each other even if any of the nodes fails to respond as a

result of the bomb attack. This network was designed to keep the computers connected to this
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network in communication with each other. The laboratory run by Leonard Kleinrock at the
University of California, Los Angeles was responsible for sending the first first message
across the ARPANET, which was a packed switching network (UCLA). It is likely to come
as a shock to learn that the first communication to be transmitted across the internet was the
abbreviation "LO." In reality, they planned to send the work "LOGIN," but only the first two
letters made it to their destination at the second network node at Stanford Research Institute
(SRI). Before the last three letters could make it to their destination, the network was taken
offline because of a fault. The mistake was corrected almost immediately, and the message

and it were both resent.

The development of rules for communication, also known as protocols for
communicating over ARPANET, is the most important role that ARPANET is tasked with
playing. In particular, the ARPANET was a driving force behind the creation of protocols for
internetworking, which made it possible for a collection of distinct networks to be
interconnected to form a network of networks. It was the impetus for the development of the
TCP/IP protocol suite, which outlines the guidelines for joining APRANET and

communicating with other users of the network.

In the short time that followed, in 1986, the NSF (National Science Foundation)
backbone was established, and the computing centres of five US colleges were joined to form
NSFnet. The following universities took part in the competition: Princeton University (John

von Neumann National Supercomputer Center, JyNC)

* The Cornell Theory Center (CTC), which is located at Cornell University

» The National Center for Supercomputing Applications, also known as NCSA, is

located at the University of Illinois at Urbana-Champaign

3|Page



* The Pittsburgh Supercomputer Center at Carnegie Mellon University ¢ The San
Diego Supercomputer Center at General Atomics By the year 1990, NFSnet had become

widely used, while ARPAnet had been shut down because of its declining popularity.

There were a great deal of similar networks that were built by other educational
institutions and nations, such as the United Kingdom. A proposal for a packed switching
network was made in 1965 by the National Physical Laboratory (NPL). MERIT network was
established in 1966 by the Michigan Educational Research Information Triad, and it received
funding and assistance from both the state of Michigan and the National Science Foundation
(NSF). In 1973, France was also one of the first countries to construct a packet switching

network called CYCLADES.

Now that there were numerous parallel systems operating on a variety of protocols,
the scientists were looking for some common standard that would allow the networks to be
interconnected. The TCP/IP protocol suites were ready for use in 1978, and by 1983,

ARPANET had adopted the TCP/IP protocol.

It was in 1981 when two major networks were combined into one larger one.
Computer Science Network (CSNET), which was established by NFS, was connected to
ARPANET through the use of the TCP/IP protocol suite. Now, the network was not only
well-known in the academic world, but the corporate sector also developed an interest in the
network. In its early stages, NFS offered support for a speed of 56 kbit/s. In 1988, it was
increased to 1.5 Mbit/s in order to enable the growth of the network with the participation of

merit network, IBM, the Michigan Communications Authority, and the state of Michigan.

Following the realisation by the cooperating states of the power and utility of this
network, they participated in the development of the network in order to take use of its

advantages. By the late 1980s, a large number of Internet Service Providers (ISPs) had
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formed to serve as the network's backbone, which is responsible for carrying network traffic.
By 1991, the capacity of NFSNET had been reached, therefore it was expanded to 45 Mbit/s.
Backbone service was offered by a large number of commercial ISPs and was very popular
with corporations. The National Fiber Storage Network (NFSNET) was shut down in 1995 so
that the Internet could take over the role of carrying commercial traffic. This was done to

make commercial usage of the network easier.

As of right now, an increasing number of educational institutions and research
facilities all around the world are connected to it. Now, this network was highly popular
among those working in the field of research, and in 1991, the same year that the World Wide
Web was made public, the National Research and Education Network (NREN) was
established. At first, the sole function of the internet was to transport files between
computers. Tim Berners-Lee, who was responsible for the creation of the world wide web as
we know it today, deserves all of the credit. The utilisation of computer networks underwent
significant change after the introduction of the World Wide Web. Now that we have access to
this web of information, we may utilise it to retrieve any information that is stored on the
internet. For the purpose of navigating the internet, a piece of software known as a browser
was developed. Mosaic is the name given to the product that was created in 1992 by
researchers at the University of Illinois. This browser makes it possible to navigate the

internet in the same manner that we do now.

1.2.Website Addresses

Because there are so many devices that can connect to the internet, we require some
kind of system that can individually identify each one of them. In addition, we need a
centralised system that manages this procedure in order to prevent the use of duplicate signs

to identify each device, which would defeat the aim of the endeavour altogether. In order to
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take care of this, we have established a centralised organisation known as the Internet
Assigned Numbers Authority (IANA). The Internet Assigned Numbers Authority (IANA) is
in charge of distributing unique numbers known as Internet Protocol (IP) addresses. An
Internet Protocol (IP) address is a binary number that is 32 bits long and is broken up into
four octets, each of which contains 8 binary digits. In an Internet Protocol address, each octet

is denoted by a dot (.). An example of what an IP address looks like is

11110110.01011010.10011100.1111100

Each 8-bits in an octet can have two binary values i.e. 0 and 1. Therefore, each octet can
have minimum value 0. i.e. 00000000 to maximum value 256 i.e. 11111111 and in total
have 28=256 different combinations.

Again, because it is difficult to recall this 32-bit address in binary form, it has been
written in a decimal format for easier comprehension by humans. However, the binary
format is the only one that a computer can understand, therefore humans must use the
decimal format to communicate with the machine. The IP address listed above can also be
written in decimal form as 123.45.78.125.

These octets are utilized to create several classes as well as to differentiate between
them. Network and Host are the two individual components that make up an IP address.
The host part identifies a device on a specific network, whereas the network part identifies
a particular network and its associated networks.

This address provides a one-of-a-kind identifier for a device that is connected to the
internet, analogous to how the postal service determines the location of a residence by first
determining the county, then the state, the district, the post office, the cluster or block, and,
finally, the house number. On the basis of the IP ranges that are currently available, these
IP addresses have been divided up into five distinct categories. These various categories

and classes are as follows:
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Table 1: IP Address Classes

Class Address range Supports

Class A | 1.0.0.1 to| Provides support for up to 16 million hosts across|
126.255.255.254 127 different networks.

ClassB | 128.1.0.1 to| It is capable of supporting 65,000 hosts across 16,0
191.255.255.254 00 different networks.

ClassC | 192.0.1.1 to| Each of the 2 million networks it supports can acco
223.255 254.254 mmodate 254 hosts.

ClassD | 224.0.0.0 to| Exclusively for use by multicast groups
239.255.255.255

ClassE | 240.0.0.0 9 Archived for use at a later time or set aside for rese
254.255.255.254 arch and development purposes.

The operation of assigning IP addresses is made more decentralised by the Internet

Assigned Numbers Authority (IANA), which distributes a substantial part of IP addresses to

five Regional Internet Registries (RIRs), which are then responsible to the IP addresses for

their zone are assigned to them. The following RIRs, along with the regions in which they

operate, are given below:

v APNIC is the Regional Internet Registry (RIR) that is in charge

of providing service to the Asia Pacific region.

v AfriNIC - This Regional Internet Registry (RIR) is in charge of

providing service to the African region.
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v ARIN This RIR is responsible for serving North America in
addition to a number of islands located in the Caribbean and in the North

Atlantic.

v RIPE NCC is responsible for serving Europe, the Middle East,

and parts of Central Asia;

v LACNIC is responsible for serving Latin America and the

Caribbean.

There is an entity known as Number Resource Organization, and its purpose is to act

as a liaison and coordinator between these five RIRs (NRO). These groups are classified as

1.3. DNS

When visiting a website on the internet, typically type in a name like www.uou.ac.in,
but we rarely deal with IP addresses like 104.28.2.92. Despite this, if we type http:
104.28.2.92 in the URL, we will still be taken to the same page. This is due to the fact that all
URLSs point to the same server. The fact of the matter is that we are far more at ease when
utilising names as opposed to numbers and are better able to recall them. Additionally, these
IP addresses are subject to change over time, and several of the websites in question have
more than one IP address. In addition, the movement of data over the internet is only feasible
with the usage of IP addresses since the routing of data packets sent over the internet is
accomplished using IP addresses. There is a server that is known as the Domain Name
System (DNS), and it is responsible for performing this translation work. This helps to
simplify things for us, and it also prevents us from having to remember the ever-changing IP
address numbers. When you type an address such as http:www.uou.ac.in into your browser, a
procedure known as DNS name resolution is carried out in the background at the same time.

The computer remembers recently visited websites and locally maintains a database in the
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DNS cache to keep track of this information. If the IP address of the website you are looking
for cannot be located in the DNS cache on your local computer, the next most likely place to
find it is on the DNS server maintained by your Internet service provider (ISP). These DNS
servers run the ISP and are also responsible for maintaining the cache of recently accessed
pages. The DNS server of the Internet service provider (ISP) will forward the query to the
root nameservers just in case the information cannot be retrieved here either. Other DNS
servers and clients on the internet receive the root zone file once it has been published by the
root name servers. The root zone file provides information regarding the locations of the
authoritative DNS servers for each top-level domain (TLD) in the DNS. At this time, there

are a total of 13 rootname servers. They are as follows:

A - VeriSign Global Registry Services;

B - University of Southern California - Information Sciences Institute;

C - Cogent Communications;

D - University of Maryland;

E - NASA Ames Research Center;

F - Internet Systems Consortium, Inc.;

G - U.S. DOD Network Information Center;

H - U.S. Army Research Lab;

| - Autonomica/NORDUnet;

J - VeriSign Global Registry Services;

K -RIPE NCC

L - ICANN
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M - WIDE Project

By reading the last portion of the URL first, these root nameservers route the query to
the Top-Level Domain (TLD) nameservers that are most qualified to handle it. In the instance
that we looked at, the URL was http:www.uou.ac.in. The period at the end is.in. The top-level
domain name servers include examples such as.com,.biz,.org,.us, and.in, among others. These
top-level domain name servers perform the function of a switchboard and route queries to the
authoritative nameservers that are maintained by each individual domain. These authoritative
nameservers are responsible for the upkeep of DNS records in addition to other helpful
information. Through the use of TLD nameservers, nameservers, and the DNS server of the
asking Internet service provider, this address record is sent back to the requesting host
computer. These intermediary servers store the recond of this IP address in their DNS caches
so that if the same request comes up again, they won't have to go through this process again.
This saves time and ensures that the data is accurate. If the same URL is requested once
more, the DNS cache stored on the local computer that is acting as the host will return the

URL's corresponding IP address.

1.4. Infrastructure of the Internet

As its name suggests, the Internet is a network that consists of other networks; more
specifically, it is a collection of several small, medium, and large networks. This makes it
very evident that there is no one person who owns the internet, making it a prime illustration
of the fruitful results that can be achieved through cooperation. You must be astonished at the
fact that such a massive network that spans many continents can function normally despite
the fact that there are so many nodes in it. It is true that in order to monitor such a big
network, we need an international authority that can establish the rules, regulations, and

protocols that must be followed in order to join and make use of this network. Because of
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this, in 1992, a global organisation that would later be known as "The Internet Society" was

established to deal with problems of this nature.

Let's talk about how things function on the internet, shall we? How the email that you
send to your friend's computer, which is located in a different country or continent, is
received by your friend's computer. Your computer functions as a standalone system when
you are working on it in your own house using either a laptop or a desktop without being
connected to the internet. On the other hand, you will become a part of the network anytime
you connect to the internet by dialling the number of your Internet Service Provider (ISP)
using your modem. The Internet Service Provider (ISP) acts as the connecting point between
the core infrastructure of the internet, which all data travels through, and the individual user.
At the Network Access Points, the Internet Service Provider connects to the backbone of the
internet (NAP). The large telecommunications firms that operate in a variety of areas are the
ones responsible for providing these NAPs. These huge telecommunications corporations
connect the countries and the continents by constructing and maintaining the vast backbone
infrastructure to transport data from NAP to NAP. This is done so that the data may be
transmitted from NAP to NAP. ISPs are responsible for the local construction and
management of networks, and they are connected to the backbone at NAP. Therefore, in
order to connect to the internet using a modem, you must first become a member of the
regional ISP. This ISP then connects to the internet backbone through NAP. The data is sent
to the destination NAP after being sent through this backbone. The destination NAP is the
location of your friend's Internet service provider (ISP). The data will be transmitted to your

friend's computer as soon as he contacts the number for his modem to connect to the internet.
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1.5. The World Wide Web (WWW)

There are instances when we use the terms internet and world wide web, or just the
web, as it is more commonly known, interchangeably. However, web is just one of many
different services that may be obtained through the use of the internet. E-mail, Usenet,
Messaging Services, File Transfer Protocol, and Many More are Just Some of the Popular
Services the Internet Provides Other Than the Web. Web pages use the HTTP protocol to
connect with one other and share information over the internet. Tim Berners-Lee, a scientist
from the United Kingdom, created the World Wide Web in 1989 at the European
Organization for Nuclear Research (CERN) in Switzerland. It includes all of the public
websites as well as all of the gadgets that can access the material of the internet. The World
Wide Web (WWW) is a model for information sharing that was established to facilitate the
sharing of information via the internet. On the World Wide Web, one can access a large
number of public websites, each of which is a collection of individual web pages. These
websites offer a wealth of information in a variety of formats, including text, videos, audio,
and still images. A piece of application software known as a web browser is required in order
to access these online pages. Web browsers such as Internet Explorer, Chrome, Safari, and

Firefox are just a few instances of the many available options.

In conclusion, this was a brief introduction on the internet and how it operates. Let's

talk about illegal activity on the internet now.

1.6. Cyberspace and its Significance

It would appear that the phrase "cyberspace™ was first used in a science fiction film.
On the other hand, in the 21st century, it has developed into a fundamental component of our
everyday life. Let's get educated on the basics of cyberspace, including its definition and the

role that laws play in establishing its level of safety and privacy.
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The term "cyberspace” most commonly refers to the computer, which is both a virtual
network and an electronic medium that was created to facilitate the process of online
communication. This makes it possible for easy and readily available communications to take
place all over the world. The entirety of Large computer networks, each of which is made up
of a multitude of smaller networks, make up cyberspace. These implementations adhere to

the TCP or IP protocol.

The Transmission Control Protocol (TCP) is a communications standard that was
developed to enable application programmes and other computing devices to communicate
with one another and share data and messages when connected to a computer network. These
are intended to convey data throughout the internet, after which they will ensure that the data
have been successfully transported over the networks to which they were sent. The Internet
Engineering Task Force, sometimes known as IETF, is the organisation responsible for
defining internet standards. The majority of the laws that govern the internet are based on
these standards. It is a protocol that is utilised rather frequently, and it assures that data is

delivered in its whole from beginning to end.

On the other hand, Internet Protocol, sometimes known as IP, is a mechanism that
involves delivering data from one device to another utilising the internet as the intermediary.
Every single one of these devices has a one-of-a-kind IP address, which serves as the basis
for their individual identities. Through the use of the IP address, it is possible to communicate
and share data with other devices that are connected to the internet. It specifies the manner in
which connected devices and the applications running on those devices will exchange data
packages with one another and the networks to which they are connected. Every single
transfer is carried out by means of one of the protocols that are part of the Internet Protocol

Suite, namely TCP or IP.
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In the vernacular of information technology, the term "cyberspace™ can be used to
refer to any system that either has a sizeable user base or simply just a user interface that is

well-designed.

Users are able to engage in a wide variety of activities within cyberspace, including
but not limited to the following: sharing information, interacting with one another,
exchanging ideas, playing games, participating in discussions or social forums, conducting

business, and producing media that is user-friendly.

1.7. The History of Cyberspace

Necromancer, a work of science fiction written by William Gibson, is credited with
being the first publication to use the term "cyberspace.” The book provided a description of a
society that existed entirely online and was comprised entirely of computers. The author of
the book referred to Cyberspace as a three-dimensional virtual landscape which was produced
by a network of computers. Despite the fact that it appears to be a real location, it was really

produced by a computer and represents abstract facts.

After the book was first published, the term "cyberspace” quickly established itself as
a standard entry in numerous English dictionaries. According to the definition offered by the
New Oxford Dictionary of English, cyberspace is the fictitious setting in which individuals

interact with one another through the medium of computer networks.

According to one definition of the term "cyberspace,” it is a "virtual space" that does
not have mass, gravity, or boundaries. It refers to the interconnected space that exists between

the various computer networks.

Cyberspace is defined by its bits and bytes, which are composed of ones and zeros.

This setting is highly dynamic, and the values are consistently shifting as a result. It is also
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possible to define it as the fictitious site where two people can have a conversation with one

another.

When we investigate the definition of the term "cyberspace,” we find that it does not
refer to a real location but rather a digital medium. The following is a list of distinctions that

can be found between the real world and cyberspace:

Cyberspace Real World

Undefined, dynamic, and exponential in nature Clearly defined, unchanging, and p

erformed in stages

There is no predetermined form; rather, it is as limitles | Contours That Are Fixed

s as the human imagination.

One way to think of cyberspace is as being analogous to the human brain, with the vas
t network of computers standing in for the myriad neurons and the interconnections between t
hem. As a consequence of this, it may be thought of as a connection between the finite world
and the physical universe.

1.8. More about the Online World

Cyberspace is, in many fundamental ways, the product of what human cultures make
of it. One approach to talk about cyberspace is in relation to the utilisation of the worldwide
internet for a variety of objectives, ranging from conducting business to providing leisure.
We observe the existence of cyberspace whenever several parties establish locations for
online meetings. One may say that a cyberspace is created in each location where Internet
access is available. The proliferation of Internet access via desktop computers as well as
mobile devices, such as smartphones, means that the cyberspace is expanding in a manner

that is both theoretical and practical at the same time.
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One further excellent illustration of cyberspace is provided by the online gaming
platforms, which are marketed as vast online player ecosystems. When these vast
communities come together to play, they are able to create their very own cyberspace worlds
that are exclusive to the digital realm and do not exist in the physical world, also referred to

as "meatspace."

To get a better understanding of what cyberspace is and what it means, one way to
think about it is to think about what occurs when thousands of people, who in the past may
have congregated in physical rooms to play a game together, now play the game by each
looking into a device from their own remote locations. Gaming operators, in the process of
dressing up the interface to make it more attractive and engaging, are, in a sense, transferring

an element of interior design to the realm of cyberspace.

In point of fact, using gaming as an example, in addition to streaming video,
demonstrates what our cultures have generally opted to do with cyberspace in general. Many
specialists and experts in the field of information technology, such as F. Randall Farmer and
Chip Morningstar, believe that the rise in popularity of cyberspace may be attributed to its
function as a medium for social interaction rather than to its technical execution and
implementation. This gives light on how nations opted to establish cyberspace and the

implications of those choices.

The same human cultures may, in theory, develop other types of cyberspace, which
are essentially technological domains in which digital items are made, sized, and evaluated in
technical ways. For instance, cyberspaces in which language translation takes place instantly
at the blink of an eye, or cyberspaces involving full-scale visual inputs that can be reproduced

on a wall that is ten feet high.
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In the end, it appears that the cyberspaces that we have made are quite conformist and
one-dimensional when compared to what might be possible. In this regard, cyberspace is
perpetually undergoing change and shows promise of becoming more eclectic in the years to

come.
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CHAPTER 2

CYBER CRIME

2.1. INTRODUCTION

In the 1960s, when the internet was first created, only a select group of people,
including scientists, researchers, and members of the military, had access to it. The
population of people who utilise the internet has grown exponentially. At first, committing a
crime on a computer meant doing little more than intentionally causing physical harm to the
device and any associated infrastructure. In the 1980s, a shift occurred in which the focus
shifted from causing physical damage to computers to causing a computer to malfunction
through the use of a harmful code known as a virus. Up until that point, the influence had not
yet reached a significant number of people due to the fact that the internet was restricted to
defence installations, huge international enterprises, and research communities. When the
internet was first made available to the general public in 1996, it quickly gained popularity
among the masses. Subsequently, people gradually got dependent on the internet to the point
that it significantly altered their way of life. The graphical user interfaces (GUIs) were
developed so well that the user did not need to be concerned with how the internet was
operating. They simply have to make a few clicks over the cyber links or type the desired
information at the desired place without having to worry about where the data is stored or
how it is transmitted over the internet, or whether the data can be accessed by another person
who is connected to the internet, or whether the data packets transmitted over the internet can
be snooped on and altered. All they have to do is make a few clicks over the cyber links or
type the desired information at the desired place. The primary focus of computer crime has
evolved from just causing damage to the machine itself or deleting or altering data for the

purpose of gaining personal benefit to the commission of financial crimes. The frequency of
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these cyber assaults is rising at an alarming rate. Around 25 computers fall prey to
cybercriminals every second, and it is estimated that approximately 800 million people would
be impacted by this phenomenon by 2013. Between 2011 and 2013, CERT-India has stated
that around 308,371 Indian websites were compromised by hackers. It is also predicted that
around 160 million dollars are lost due to cybercrime on an annual basis. This number is

likely an underestimate given that the vast majority of instances are never recorded.

According to the 2013-14 report of the standing committee on Information
Technology to the 15th Lok Sabha by ministry of communication and information
technology, India is the third largest number of people using the internet throughout the
world. As of June 2011, it was estimated that India had 100 million people using the internet,
and those numbers are rapidly increasing. There are over 134 main Internet Service Providers
in India, which collectively are responsible for the country's approximately 22 million

broadband connections (ISPs).

Before we go any further with this topic, could you perhaps explain what what is

meant by the term "cyber crime"?

The term "cyber crime” refers to an illegal activity in which a computer or computing
device, such as a smartphone, tablet, Personal Digital Assistant (PDA), etc., that is either
independent or a part of a network is used as a tool or target of criminal activity. Examples of
such devices include smartphones, tablets, and Personal Digital Assistants (PDAs). In most
cases, crime perpetrated by individuals with a destructive and criminal attitude, typically for

the purposes of vengeance, money, or adventure.
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2.2. The Different Types of Crimes Committed Online

The target of the cyber attack could be someone working for or against the organisation that
is now under attack. Given these considerations, it is possible to divide cybercrime into two

distinct categories:

* Insider Attack : An Attack from Within An attack on the network or the computer
system that is carried out by a user who is permitted to access the system is referred to as an
insider attack. It is typically carried out by disgruntled or unhappy workers or contractors
working inside the organisation. It is possible that vengeance or money was the driving force
behind the insider attack. An insider can launch a cyber assault with relatively little effort
since they are familiar with the policies, processes, and IT architecture of the company as
well as the weak points in the security system. In addition, the perpetrator of the hack has
access to the network. As a result, it is quite simple for an insider attacker to steal valuable
information, crash the network, and carry out other malicious activities. When an employee is
terminated or given new responsibilities in a business, and those responsibilities are not
represented in the IT regulations of the firm, this is the most common scenario that leads to
an insider attack. This gives the attacker a verifiability window that they can use. Planning
for and putting in place an internal intrusion detection system (IDS) within the company is

one way to protect it from an attack carried out by an insider.

» External Attack : An External Attack is a type of attack that occurs when the
perpetrator is either employed by a member of the organisation or by a third party that is not
affiliated with the company. When a company is the target of a cyber assault, not only does it
suffer a financial loss, but it also suffers a reputational damage. Since the attacker is not part
of the organisation, these types of attackers typically scan and gather information. An

experienced network and security administrator keeps a regular eye on the log that is
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generated by the firewalls, as it is possible to track down external attacks by carefully
analysing the information contained in the firewall logs. In addition, intrusion detection

systems are set up so that a watch may be kept on any attacks that come from the outside.

The level of maturity of the cyberattacker can be used to differentiate between
structure assaults and unstructured attacks, both of which fall within the category of
cyberattacks. However, there is precedence of incidents in which a structured attack was
carried out by an internal employee. Some of the authors have categorised these attacks as a
sort of external attacks, while there are other cases in which they were carried out. When a
competitor corporation desires the future strategy of an organisation on particular issues, this
kind of situation can arise. It is possible for the attacker to obtain access to the required

information by strategically gaining entry to the firm as an employee.

« Unstructured attacks: These types of cyber attacks are typically carried out by
inexperienced individuals who do not have any particular goals or objectives in mind when
they carry out the attack. These immature individuals will typically attempt to test a tool that

is easily accessible on the internet on the network of a random firm.

« Structured Attacks: These kinds of assaults are carried out by people who have a
great deal of expertise and experience, and the individuals who carry them out have very
clear goals in mind when they do so. They have access to highly advanced tools and
technologies, which allow them to access other networks without the Intrusion Detection
Systems of those networks seeing it (IDSs). In addition, these attackers have the necessary
expertise to either create new tools or change the ones that already exist in order to achieve
their goal. These kinds of attacks are typically carried out by professional criminals, by a
government against other competing countries, by politicians in an effort to tarnish the image

of a rival individual or country, by terrorists, by rival companies, and so on.
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The commission of cybercrimes requires a very modest initial investment and is
associated with a low level of risk, yet it can provide extremely high returns. These highly
orchestrated crimes that are committed using systematic methods are commonplace in today's
society. There is a flawless hierarchical organisational arrangement similar to that of formal
organisations, and some of them have achieved a level in terms of their technical capabilities
that is on par with those of industrialised nations. They are going after major financial

institutions, defence and nuclear facilities, and they are also involved in the online drug trade.
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The opportunities that present themselves determine how each person in the hierarchy
should perform their duties, which can change at any time. If a hacker gains access to
sensitive information held by an institution, he or she may utilise that information to
financially benefit the hacker rather than the business. If the hacker has the necessary
technical expertise, he will do it himself; otherwise, he will look for a buyer who is interested

in the data and has the necessary technical expertise.

On-demand and service are two things that certain cybercriminals offer their
customers. It is possible for a person, company, or country to make contact with these cyber
criminals in order to hack into an organisation in order to obtain access to some sensitive data
or to launch a major distributed denial-of-service attack on their rivals. Hackers create
malware, viruses, and other programmes to meet the criteria of their customers based on the
demand of the customer. If an organisation is hit by a cyber attack, not only will it suffer
financial loss, but also its reputation will be damaged in a negative way, and the organisation

that is in direct competition with them will most certainly benefit from it.

2.3. Motives Behind the Commitment of Cyber Crimes

There are many different factors that contribute to the acceleration of the growth of

cybercrime. The following are some of the more important ones:

a. Financial Gain: One of the primary reasons why people engage in criminal activity

online is the hope of gaining financial gain quickly and easily.

b. Revenge: Some individuals will try to exact their vengeance on another person,
organisation, society, caste, or religion by smearing its reputation or causing it to suffer

economic or physical loss. The term "cyber terrorism™ accurately describes this situation.

c. For the Fun of It: Amateurs engage in cybercrime for the thrill of it. They simply
want to evaluate the most recent tool that they have come across.
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d. Recognition: It is considered to be a source of pride if someone can hack highly

secured networks, such as those that are used for defence sites or networks.

e. Anonymity—The fact that a person can remain anonymous in cyberspace makes it
more likely that they will commit a cybercrime. This is because it is much simpler to commit

a cybercrime over the internet while maintaining one's anonymity than it is in the real world.

It is far simpler to commit illegal acts and get away with them in the virtual world
than it is in the physical world. There is a powerful sense of anonymity that might entice

normally upstanding persons to forgo their ethics in order to pursue personal gain.

f. Cyber Espionage: There are times when the government itself will engage in cyber
trespassing in order to keep an eye on another individual, network, or country. It's possible

that political, economic, or societal factors are behind this decision.

2.4. THE KIND OF MALWARE THAT IT IS

Malware is an acronym that stands for "Malicious Software," and it is created with the
intention of gaining access to a computer or installing itself in it without the user's
permission. They will carry out undesirable activities within the host computer for the
advantage of a third party. There is a wide variety of malicious software that, when installed
on a host machine, can significantly hinder its performance. There is a wide variety of
malicious software, some of which are just built to divert or bother the user, while others are
more intricate and are designed to steal sensitive information from the host machine and send
it to distant servers. Malware comes in many different varieties, and the Internet is home to

all of them. The following are some of the most common ones:
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2.4.1.Adware

It is a specialised form of malware that displays intrusive advertisements without the
user's consent. They will either bring up a new page that advertises a product or event, or they
will redirect the current page to a page that contains advertising. The companies whose wares

are being advertised typically provide financial support for the adware in question.

2.4.2. Spyware

It is a specialised kind of that may be installed in the target computer with or without
the consent of the user. Its purpose is to steal sensitive information from the target machine
and is installed in the target computer with or without the user's permission. The majority of
the time, it records the user's activity while they browse the internet and sends that
information to a distant server without the owner of the machine being aware of it. The
majority of the time, they are downloaded into the host computer through the process of
downloading freeware, which refers to application programmes that are available for free
from the internet. Spyware can take on a variety of forms; for example, it may function as a
keylogger to steal banking passwords and other sensitive information; it may also monitor

cookies on the host computer; and so on. Spyware comes in a variety of flavours.

2.4.3. Software that takes over your browser (Hijacking)

There is some harmful software that is downloaded in conjunction with the free
software that is made available over the internet. This software is then installed on the host
computer without the user's awareness. This malware will alter the settings of your browser

and redirect links to other websites that you did not intend to visit.
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2.4.4\irus

A computer virus is a piece of malicious code that was designed to cause harm to the
host computer by removing or appending a file, occupying memory space on the computer by
replicating a copy of the code, reducing the overall performance of the computer, formatting
the host machine, and other similar actions. It may be disseminated through the use of email
attachments, flash drives, digital photos, electronic greeting cards, audio or video clips, and
other similar methods. Even though a computer may harbour a virus, the programme cannot

run in the background without the assistance of a user.

It is impossible for a virus to become active in the host machine before the executable

file (.exe) is run.

2.4.5.Worms

They belong to a category of viruses that have the ability to reproduce themselves.
They are distinct from viruses in that they do not rely on human interaction in order to move
across networks and spread from infected machines to the rest of the network. This is one
way in which they vary from viruses. Email, computer networks, and operating system
vulnerabilities are all potential vectors for the propagation of computer worms. Because of
the worm's ability to replicate and propagate over the network, the latter's resources, such as

space and bandwidth, are quickly depleted, which causes the network to become congested.

2.4.6. Trojan Horse

A harmful piece of code known as a Trojan horse is one that is installed in the host
machine by disguising itself as helpful software. The user engages in the deceptive behaviour
by either clicking on the link or downloading the file, both of which claim to be helpful files
or software originating from a reliable source. Not only does it cause damage to the host
computer by tampering with the data, but it also opens a backdoor in the host computer,
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making it possible for a remote computer to take control of the host computer. It is possible
for it to become a component of a botnet, also known as a robot network, which is a network
of computers infected with malicious malware and controlled by a centralised controller.
Zombies are the names given to the infected machines that are part of this network that have
been compromised by malicious programmes. Trojens are unique in that they do neither

replicate nor do they infect the other computers that are part of the network.

2.4.7. Scareware

The internet has altered the way in which we com