* DEALERSHIP PRIVACY POLICIES AND INFORMATION SECURITY STANDARDS

OUuR PROGRAM COORDINATOR S S S
WE HAVE APPOINTED Nolan Ford - _ASTHE PROGRAM COORDINATOR OF OUR »
' DEALERSHIP S INFORMATION SECURITY PROGRAM THE PROGRAM COORDINATOR WILL REPORT DIRECTLY T0 '

Herman Ford B THE Owrer - S OF THE DEALERSHIP. IN THE

EVENT THE PROGRAM COORDINATOR CEASES TO BE EMPLOYED BY THE DEALERSHIP OR IS UNABLE TO PERFORM : L
H|s/HER RESPONSIBILITIES Robert Raney e _ SHALL TAKE OVER THE RESPONSIBILITIES OF THE
PROGRAM COORDINATOR UNTIL A NEW PERMANENT PROGRAM COORDINATOR IS APPOINTED

THE PROGRAM COORDINATOR S RESPONSIBILITIES

ITISTHE PROGRAM COORDINATOR S RESPONSIBILITY TO DESIGN, IMPLEMENT AND MAINTAIN PRIVACY POLICIES
AND INFORMATION SAFEGUARD STANDARDS AS_HE/HE DETERMINES TO BE NECESSARY FROM-TIME TO TIME.

. SPECIFIC'RESPONSIBILITIES THAT HAVE BEEN. DELEGATED TO THE PROGRAM COORDINATOR INCLUDE:

o IDENTIFYING AND ASSESSING THE RISKS TO CUSTOMER INFORMATION IN EACH RELEVANT AREA OF THE
DEALERSHIP’S OPERATION, AND EVALUATING THE EFFECTIVENESS OF CURRENT SAFEGUARDS THAT
© HAVE BEEN IMPLEMENTED TO CONTROL THESE RISKS. © o BN
~ ' DESIGNING AND IMPLEMENTING PRIVACY POLICIES AND INFORMATION SECURITY STANDARDS THAT ARE.
APPROPRIATE FOR THE SIZE AND COMPLEXITY OF'OUR DEALERSHIP AND ITS OPERATIONS, THE NATURE
" AND SCOPE OF OUR ACTIVITIES AND THE SENSITIVITY OF THE CUSTOMER INFORMATION WE COLLECT !
STORE AND SHARE WITH OTHERS . . : - - . o
. _'REGULARLY MONITORING AND TESTING THE PRIVACY POLICIES AND INFORMATION SECURITY : o
© STANDARDS. . E
e ASSISTING WITH THE SELECTION OF APPROPRIATE SERVICE: PROVIDERS THAT ARE CAPABLE OF
_ MAINTAINING SAFEGUARDS TO PROTECT THE RELEVANT CUSTOMER INFORMATION AND REVIEWING
SERVICE PROVIDER CONTRACTS TO ENSURE THAT EACH CONTRACTS CONTAIN APPROPRIATE - ‘
'OBLIGATIONS WITH RESPECT TO THE USE OF CUSTOMER INFORMATION AND THE IMPLEMENTATION oF . -
- SAFEGUARDS. '
- EVALUATING AND ADJUSTING THE DEALERSHIP 'S PRIVACY POLICIES AND INFORMATION SECURITY
STANDARDS IN LIGHT OF RELEVANT CIRCUMSTANCES, INCLUDING CHANGES TO THE DEALERSHIP’S
OPERATIONS, BUSINESS RELATIONSHIPS; TECHNOLOGICAL DEVELOPMENTS AND/OR OTHER MATTERS
THAT MAY |MPACT THE SECURITY OR »|NTEGR|TV.OE THE DEAIERSHIP'S CUSTOMER II‘\IFORMATION.

PURSUANT TO THE USA PATRIOT ACT AND THE RULES ADOPTED BY THE. FINANCIAL CRIMES ENFORCEMENT
NETWORK {FINCEN), A BUREAU UNDER THE DEPARTMENT OF TREASURY, THE PROGRAM COORDINATOR WILL
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ALSO BE THE CONTACT PERSON FOR LAW ENFORCEMENT AGENCIES TO COMMUNICATE THE NAMES OF
SUSPECTED TERRORISTS AND MONEY LAUNDERS IN AN EFFORT T0 LOCATE AND SECURE ACCOUNTS AND
- TRANSACTIONS INVOLVING THOSE SUSPECTS

UpPON RECEIVING A REQUEST FOR INFORMATION FROM F|NCEN THE PROGRAM COORDINATOR WILL?

PROVIDE F|NCEN WITH HIS/HER NAME TITLE, AND APPROPRIATE CONTACT INFORMATION SUCH AS
'MAILING ADDRESS, EMAILADDRESS TELEPHONE NUMBER AND FACSIMILE NUMBER, AND NOTIFY |

’ FINCEN PROMPTLY OF ANY MODIFICATIONS WITH RESPECT TO CONTACT INFORMATION

ENSURE THAT CURRENT ACCOUNTS MAINTAINED BY THE DEALERSHIP ANY ACCOUNTS MAINTAINED B

- THE DEALERSHIP DURING THE PAST 12. MONTHS AND ANY TRANSACTIONS CONDUCTED DURING THE
. PAST 6 MONTHS THAT THE DEALERSHIP 1S REQUIRED BY LAW OR REGULATION TO RECORD OR THAT THE

A

Y

DEALERSHIP HAS RECORDED AND MAINTAINED ARE SEARCHED FOR THE NAMES PROVIDED BY FINCEN

IF THE DEALER-sHlP HAS ENTERED INTO A TRANSACTION WITH AN INDIVIDUAL OR ENTITY ON THE LIST, SEND A

" REPORT TO- FINCEN THAT CONTAINS: (1) THE NAME OF THE INDIVIDUAL ENTITY OR ORGANIZATION;: (2) THE -

ACCOUNT NUMBERS OR, IN THE CASE OF TRANSACTIONS, THE DATE AND TYPE OF EACH TRANSACTION AND (3)
THE SOCIAL SECURITY NUMBER, TAXPAYER IDENTIFICATION NUMBER; PASSPORT NUMBER, DATE OF BIRTH,

ADDRESS, OR OTHER PERSONAL IDENTIFYING INFORMATION PROVIDED BY THE INDIVIDUAL OR ENTITY AT THE

TIME OF THE TRANSACTION

- QUESTIONS ABOUT THE SCOPE OR TERMS OF A REQUEST WILL BE' D|RECTED TO THE LAW EN FORCEMENT
AGENCY THAT SENT THE REQUEST FOR- INFORMATION TO F|NCEN BUT THE REPORT WILL BE. SENT TO FINCEN
NOT THE LAw ENFORCEMENT AGENCY THAT REQUESTED THE SEARCH, UNLESS THE PROGRAM COORDINATOR |s
INSTRUCTED OTHERWISE. o

EMPLOYEE MANAGEMENT AND TRA|N|NG

ALL CURRENT EM PLOYEES AND NEW HIREES AS WELL AS INDEPENDENT CONTRACTORS WHO PERFORM SERVICES
ON BEHALF OF THE DEALERSHIP WILL

BE SUB.IECT TO SATISFACTORY REFERENCE AND CONSUMER/CRIMINAL REPORT INVESTIGATIONS
WHERE APPROPRIATE ' ’ ’ o :

-'ON LY HAVE ACCESS TO CUSTOMER INFORMATION IF THEY HAVE A BUSIN ESS REASON FOR SEEING IT.

‘ PARTICIPATE IN THE: 'DEALERSHIP’S PRIVACY POLICIES AND INFORMATION SECURITY STANDARDS '
TRAINING PROGRAM AND ATTEND EDUCATIONAL AND TRAINING SEMINARS ON'A REGULAR BASIS

- SIGN AND ACKNOWLEDGE HIS/HER AGREEMENT TO OUR DEALERSHIP S STATEMENT OF PR|VACY

' POL|C|ES AND INFORMATION SECUR|TY STANDARDS ' ‘ ‘ h

_.BE RESPONSIBLE FOR PROTECTING THE CONFIDENTIALITY AND SECURITY OF THE CUSTOMER

: INFORMATION OUR DEALERSH|P COLLECTS AND FOR USING THE INFORMATION IN ACCORDANCE WITH

OUR PRIVACY POLICIES
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e NOT BE PERMITTED TO POST PASSWORDS NEAR THEIR COMPUTERS OR SHARE PASSWORDS WITH ANY
" OTHER PERSON.. _ . .

o REFER TELEPHONE CALLS OR OTHER REQUESTS FOR CUSTOMER INFORMATION TO THE PROGRAM

- COORDINATOR OR APPROPRIATE MANAGER WHEN SUCH REQUESTS ARE NOT RECEIVED WITHIN THE _
" ORDINARY COURSE OF THE DEALERSHIP S BUSINESS OR ARE FOR INFORMATION THAT THE EMPLOYEE IS a
NOT AUTHORIZED TO PROVIDE. _ .
e - DISCLOSE TO SERVICE PROVIDERS, MARKETERS OR ANY OTHER PARTIES ONLY THAT CUSTOMER
INFORMATION WHICH IS NECESSARY TO COMPLETE A TRANSACTION INITIATED BY THE CUSTOMER

| “AND/OR AS PERMITTED BY LAW. IF AN EMPLOYE‘E Is UNs’uRE ASTO WHETHER A SPECIFIC DISCLOSURE IS

" PERMITTED, HE ORSHE WILL BE INSTRUCTED TO CHECK WITH THE PROGRAM COORDINATOR OR -
‘APPROPRIATE MANAGER TO VERIFY THAT IT 1S ACCEPTABLE O RELEASE THE INFORMATION BEFORE
" DOING SO.

e BE REQUIRED TO NOTIFY THE PROGRAM COORDINATOR OR APPROPRIATE MANAGER IMMEDIATELY OF
~ ANY ATTEMPTS BY UNAUTHORIZEDPERSONS TO OBTAIN ACCESS TO CUSTOMER INEORMATION AND/OR :
L ANY PASSWORD OR CUSTOMER INFORMATION IS SUBJECT TO UNAUTHORIZED ACCESS.

o ANy EMPLOYEE THAT FAILS TO ABIDE BY OUR STATEMENT 0F PRIVACY POLICIES AND. INFORMATION _

__‘SECURITY STANDARDS, WHETHER SUCH FAILURE IS INTENTIONAL OR UNINTENTIONAL, WILL BE SUBJECT
. TO APPROPRIATE DISCIPLINARY ACTION, WHICH MAY INCLUDE TERMINATION OF EMPLOYMENT '

o WHENAN. EMPLOYEE. CEASES TO BE EMPLOYED BY THE DEALERSHIP, HE/SHE WILL BE REQUIRED TO . -
- TURN IN ANY KEYS IN.HIS/HER POSSESSION THAT PROVIDE ACCESS TO THE DEALERSHIP AND FILE
" CABINETS, DESKS, AND OFFICES IN THE DEALERSHIP; PASSWORDS AND SECURITY CODES, IF APPLICABLE,

© WILL BE DELETED; AND EMPLOYEES WILL NOT BE PERMITTED TO TAKE ANY CUSTOMER IN:FORI\;/IATIONY
- FROM THE DEALERSHIP. ’ : ’

OBTAINING CUSTOMER INFORMATION AND VERIFYING CUSTOMER IDENTITIES

THE FOLLOWING PROCEDU RES WILL BE IMPLEMENTED WITH RESPECT TO OBTAINING CUSTOMER INFORMATION
AND VERIFYING CUSTOM ER IDENTITIES

FORMS UTILIZED BY THE DEALERSHIP REQUEST CUSTOMER INFORMATION SUCH AS NAMES
,ADDRESSES TELEPHONE NUMBERS BIRTH DATES SOCIAL SECURITY NUMBERS TAX IDENTIFICATION -
N NUMBERS AND DRIVER ’s LICENSE AND INSURANCE IN‘FORMATION TO ENABLE THE DEALERSHIP TO
” VERIFY THE IDENTIFICATION OF ITS CUSTOMERS IN ADDITION CUSTOMERS MUST SIGN S
» 'DOCUMENTATION INCLUDING SWORN STATEMENTS IN SOME CASES WHEREIN THE CUSTOMER
| . REPRESENTS AND WARRANTS THAT HE/SHE IS THE PERSON IDENTIFIED IN THE DOCUMENTATION
L EMPLOYEES WILL REQUEST TO SEE THE CUSTOMER S DRIVER 'S LICENSE:OR OTHER FORM OF
GOVERNMENT ISSUED IDENTIFICATION BEARING A PHOTOGRAPH TO VERIFY THE CUSTOMER S IDENTITY
' AND:WILL MAKE A COPY OF THE SAME'TO RETAIN-IN THE CUSTOMER S‘F[LE. IF A C_USTOMER REQUESTS
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-~ FINANCING IN CONNECTION WITH A TRANSACTION, THE CUSTOMER WILL BE REQUIRED TO PROVIDE

" EMPLOYMENT INFORMATION AND REFERENCES AND'MUST AUTHORIZE THE DEALERSHIP TO OBTAIN A

CREDIT REPORT, ALL OF WHICH MAY BE UTILIZED-TO VERIFY THE IDENTITY OF THE CUSTOMER.

" Em PLOYEES MAY ALSO REQUEST COPIES OF THE CUSTOMER S UTILITY BILLS, BANK OR CREDIT CARD

STATEMENTS AND PAYCHECK STUBS.
IN THE EVENT THAT CUSTOMER INFORMATION PROVIDED IN DOCUMENTATION IS CONFLICTING OR

© CANNOT BE VERIFIED UPON FURTHER INQUIRY, EMPLOYEES SHALL REQUEST ADDITIONAL

 GOVERNMENT-ISSUED DOCUMENTATION EVIDENCING THE CUSTOMER'S RESIDENCE AND BEARING A

 PHOTOGRAPH OR OTHER SAFEGUARD (1.E. A SOCIAL SECURITY CARD, ALIEN IDENTIFICATION CARD, OR

 PASSPORT) TO ENABLE EMPLOYEES TO FORM A REASONABLE BELIEF THAT THEY KNOW A CUSTOMER'S
TRUE IDENTITY. WHEN APPROPRIATE, EMPLOYEES SHALL WRITE A SUMMARY OF THE MEANS AND
" RESULTS OF ANY MEASURES TAKEN TO IDENTIFY A CUSTOMER, INCLUDING THE RESOLUTION OF ANY

* DISCREPANCY IN THE IDENTIFYING INFORMATION OBTAINED. EMPLOYEES WILL BE INSTRUCTED TO

NOTIFY THE PROGRAM COORDINATOR IF CUSTOMER INFORMATION STILL CANNOT BE VERIFIED.

" THE DEALIERSHIP HAS ACCESS TO UPDATED ‘VERSIONS OF THE ALP‘HABETICAL :MASTER LIST OF SPECIALLY
. DESIGNATED NATIONALS AND. BLOCKED PERSONS MAINTAINED BY THE OFFICE OF FOREIGN ASSET _
-_.CONTROL (OFAC) WHICH WILL BE CHECKED TO ENSURE THAT POTENTIAL CUSTOMERS DO NOT |
APPEAR ON THE SAME : R ‘ ‘ ‘
 PAPER AND ELECTRONIC RECORDS. CONTAINING CUSTOMER INFORMATION AND RELEVANT TO THE .
 DEALERSHIP'S IDENTITY VERIFICATION PROCESS WILL BE RETAINED BY THE DEALERSHIP IN ACCORDANCE

3 WITH FEDERAL AND'STATE RECORD RETENTION REQUIREMENTS UPON THE EXPIRATION OF THE o

APPROPRIATE RETENTION PERIOD ANY SUCH RECORDS WILL BE DISPOSED OFIN A SECURE MANNER IN.. :

» ACCORDANCE WITH-THE DEALERSHIP SINFORMATION SECURITY STANDARDS

INFORMATION SYSTEMS

THE FOLLOWING INFORMATION SECURITY STANDARDS WILL BE IMPLEMENTED IN ORDER TO PROTECT CUSTOMER
» INFORMATION COLLECTED AND MAINTAINED BY OUR DEALERSHIP

EM PLOYEES WILL HAVE ACCESS ONLY TO THAT CUSTOMER INFORMATION WHICH IS NECESSARY TO
COMPLETE THEIR DESIGNATED RESPONSIBILITIES. EMPLOYEES SHALL NOT ACCESS OR PROVIDE ANY

' OTHER UNAUTHORIZED PERSON ‘ACCESS TO CUSTOMER INFORMATION THAT IS OBTAINED DURING THE
COURSE OF EMPLOYMENT REQUESTS FOR CUSTOMER INFORMATION THAT ARE OUTSIDE THE: SCOPE OF:
. THE DEALERSHIP S ORDINARY BUSINESS OR THE SCOPE OF AN EMPLOYEE S AUTHORIZATION MUST BE

DIRECTED 70 THE PROGRAM COORDINATOR OR: DESIGNATED INDIVIDUALS

'ACCESS TO ELECTRONIC CUSTOMER INFORMATION WILL BE PASSWORD CONTROLLED. EVERY. EMPLOYEE 3
 WITH ACCESS TO THE DEALERSHIP’S COMPUTER SYSTEM AND ELECTRONIC RECORDS WILL HAVE A
~ UNIQUE PASSWORD CONSISTING OF AT LEAST 9 ‘CHARACTERS, INCLUDING NUMBERS AND -
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LETTERS. ONLY EMPLOYEES THAT NEED TO ACCESS ELECTRONIC RECORDS WILL BE PROVIDED WITH -
E PASSWORDS
ALL PAPER AND ELECTRONIC RECORDS WILL BE STORED IN SECURE LOCATIONS 7O WHICH ONLY
- AUTHORIZED EMPLOYEES WILL-HAVE ACCESS. ANY PAPER RECORDS CONTAINING CUSTOMER
- INFORMATION MUST BE STORED IN A DEALJACKET OR FOLDER. v
_PAPER RECORDS MUST BE.STORED IN AN OF_FICE, DESK, ORFILE CABINET THAT IS LOCKEO.WHEN
 UNATTENDED. : : ) | B

ELECTRONIC RECORDS WILL BE STORED ON-A SECURE SERVER THAT IS LOCATED INA LOCKED ROOM AND

IS ACCESSIBLE ONLY WITH A PASSWORD. WHERE APPROPRIATE, RECORDS WILL BE MAINTAINED IN A
) EIREPROOE FILE CABINET AND/OR AT AN OFFSITE LOCATION. CUSTOM‘ERS VENDORS AND SERVICE
PROVIDERS SHALL NOT BE. LEFT IN AN AREA WITH INSECURE CUSTOMER RECORDS.
: BACKUPS OF THE COMPUTERS AND/OR SERVER WILL BE MADE AT LEAST ONCE EACH DAY, OR AT MORE
FREQUENT INTERVALS AS DEEMED NECESSARY. AT LEAST ONCE EACH MONTH THE BACKUP ’
| INFORMATION WILL BE VERIFIED g ‘
~ BACKUP DISKS WILL BE STORED: IN A LOCKED FILE CABINET.
VIRUS PROTECTION SOFTWARE HAS BEEN INSTALLED ON THE COMPUTERS AND NEW VIRUS UPDATES
v WILL BE CHECKED AT REGULAR INTERVALS. ALL COMPUTER FILES WILL BE SCANNED AT LEAST ONCE -

: Qb EACH MONTH OR AT MORE FREQUENT INTERVALS AS DEEMED NECESSARY - D »
FIREWALLS AND SECURITY. PATCHES FROM SOFTWARE VENDORS WILL BE DOWNLOADED ON A REGULAR

. BASIS. :' o IR R B

| ALL DATA WILL BE ERASED FROM COMPUTERS DISKS HARD DRIVES OR ANY OTHER ELECTRONIC MEDIA L

THAT CONTAIN

s CUSTOMER INFORMATION BEFORE DISPOSING OF THEM AND WHERE APPROPRIATE HARD DRIVES:WILL -

BE REMOVED AND DESTROYED. ANY PAPER RECORDS WILL BE SHREDDED AND STORED IN A SECURE
"AREA UNTIL AN AUTHORIZED DISPOSAL/RECYCLING SERVICE PICKS IT UP.
EMPLOYEES WILL BE INSTRUCTED TO LOG OFF OF ALL |NTERNET E-MAIL AND OTHER ACCOUNTS WHEN

THEY ARE NOT BEING USE‘D EMPLOYEES WILL NOT BE PERMITTED TO DOWNLOAD ANY SOFTWARE OR - :

: APPLICATIONS TO DEALERSHIP COMPUTERS OR OPEN E MAIL ATTACHMENTS FROM UNKNOWN

o SOURCES ELECTRONIC RECORDS. MAY NOT BE DOWNLOADED TO A DISK-OR’ INDIVIDUAL COMPUTER

WITHOUT EXPLICIT AUTHORIZATION FROM THE PROGRAM COORDINATOR

* ELECTRONIC RECORDS WILL NOT BE STORED ONLINE AND ARE NOT ACCESSIBLE FROM THE INTERNET IF ‘
" CUSTOMER INFORMATION i TRANSMITTED ELECTRONICALLY OVER EXTERNAL NETWORKS, EMPLOYEES -

WILL BE INSTRUCTED TO ENCRYPT THE INFORMATION AT THE TIME OF TRANSMITTAL.

* NEITHER CURRENT NOR FORMER EMPLOYEES WILL BE PERMITTED TO REMOVE ANY CUSTOMER
 INFORMATION FROM THE DEALERSHIP, WHETHER CONTAINED IN PAPER RECORDS OR ELECTRONIC
'RECORDS, OR TO DISCLOSE OUR INFORMATION SECURITY STANDARDS TO ANY PERSON WITHOUT

: AUTHORIZATION FROM THE PROGRAM COORDINATOR
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SELECTION AND OVERSIGHT OF SERVICE PROVIDERS

IN ORDER TO PROTECT THE CUSTOMER INFORMATION OUR DEALERSHIP COLLECTS WE WILL TAKE STEPS TO-
EVALUATE AND OVERSEE OUR SERVICE PROVIDERS THE FOLLOWING EVALUATION CRITERIA WILL BE UTILIZED IN

- SELECTING SERVICE PROVIDERS

° COMPATIBILITY AND WILLINGNESS TO COMPLY WITH THE DEALERSHIP'S PRIVACY POLICIES AND
INFORMATION SECU RITY.STANDARDS AND THE ADEQUACY OF THE SERVICE PROVIDER S OWN PRIVACY
. POLICIES AND INFORMATION SECURITY STANDARDS
o ,RECORDS TO BE. MAINTAINED BY THE SERVICE PROVIDER AND WHETHER THE DEALERSHIP WILL HAVE
"‘ACCESS TO INFORMATION MAINTAINED BY THE SERVICE PROVIDER.
o '.VTHE SERVICE PROVIDER S KNOWLEDGE OF REGULATIONS THAT ARE RELEVANT TO THE SERVICES BEING
- PROVIDED, INCLUDING PRIVACY AND OTHER CONSUMER PROTECTION REGULATIONS
° :EXPERIENCE AND ABILITY TO PROVIDE THE NECESSARY SERVICES AND SUPPORTING TECHNOLOGY FOR
CURRENT AND ANTICIPATED NEEDS. _
L | VFUNCTIONALITY OF ANY SERVICE OR SYSTEM PROPOSED AND POLICIES CONCERNING MAINTAINING
"SECURE SYSTEMS INTRUSION DETECTION AND REPORTING SYSTEMS CUSTOMER AUTHENTICATION |
5 VERIFICATION AND- AUTHORIZATION AND ABILITY. TO RESPOND TO SERVICE DISRUPTIONS _
®  -SERVICE AND SUPPORT- THAT WILL BE PROVIDED IN TERMS OF MAINTENANCE SECURITY AND OTHER o
SERVICE LEVELS:. L ! S . o~ _
e FINANCIAL STABILITY OF THE SERVICE PROVIDER AND REPUTATION WITH INDUSTRY GROUPS TRADE
ASSOCIATIONS AND OTHER DEALERSHIPS. ‘ : o . _
. CONTRACTUAL OBLIGATIONS AND REQUIREMENTS SUCH ASTHE TERM OF THE CONTRACT ‘PRICES;:
» SOFTWARE SUPPORT AND- MAINTENANCE TRAINING OF EMPLOYEES CUSTOMER SERVICE RIGHTSTO .
MODIFY EXISTING SERVICES PERFORMED UNDER THE CONTRACT WARRANTY CONFIDENTIALITY _
: INDEMNIFICATION LIMITATION OF LIABILITY AND EXIT: CLAUSES GUIDELINES FOR ADDING NEW. OR
.DIFFERENT SERVICES AND FOR CONTRACT RE- NEGOTIATION COMPLIANCE WITH APPLICABLE
"REGULATORY REQUIREMENTS RECORDS TO BE MAINTAINED BY THE SERVICE PROVIDER NOTIFICATION
- OF MATERIAL CHANGES TO SERVICES SYSTEMS CONTROLS AND NEW SERVICE LOCATIONS INSURANCE
COVERAGE TO BE MAINTAINED BY THE SERVICE PROVIDER AND USE OF THE DEALERSHIP S DATA
: EQUIPMENT AND SYSTEM AND APPLICATION SOFTWARE S .
e THE RIGHT OF THE DEALERSHIP TO AUDIT THE SERVICE PROVIDER'S RECORDS, TO OBTAIN
DOCUMENTATION REGARDING THE RESOLUTION OF DISCLOSED DEFICIENCIES AND TO INSPECT THE
: SERVICE PROVIDER S FACILITIES
® vSERVICE PROVIDERS WILL BE REQUIRED TO AGREE CONTRACTUALLY TO BE RESPONSIBLE FOR SECURING-_;‘
“AND MAINTAINING THE CONFIDENTIALITY OF CUSTOMER INFORMATION INCLUDING AGREEMENT TO
REFRAIN FROM USING OR DISCLOSING THE DEALERSHIP S INFORMATION EXCEPT AS NECESSARY TO OR
CONSISTENT WITH PROVIDING THE CONTRACTED SERVICES TO PROTECT AGAINST. UNAUTHORIZED USE .
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"OR DISCLOSURE OF CUSTOMER AND DEALERSHIP INFORMATION, TO COMPLY WITH APPLICABLE PRIVACY

REGULATIONS, AND TO FULLY DISCLOSE BREACHES IN SECURITY RESULTING IN UNAUTHORIZED ACCESS

TO INFORMATION THAT MAY MATERIALLY AFFECT THE DEALERSHIP OR ITS CUSTOMERS AND TO NOTIFY

FTHE DEALERSHIP OF THE SERVICES PROVIDER S CORRECTIVE ACTION
T e SERVICE PROVIDERS WILL BE SUBIECT. TO ONGOING ASSESSMENT TO EVALUATE THEIR CONSISTENCY

"WITH SELECTION CRITERIA, PERFORMANCE AND FINANCIAL.CONDIT.IONS, AND CONTRACT COMPLIANCE: -

IVIANAGING SYSTEM FAILURES

THE PROGRAM COORDINATOR WILL IMPLEMENT AUDIT AND OVERSIGHT PROCEDURES AS HE/SHE DEEMS |

. NECESSARY TO DETECT THE IMPROPER DISCLOSURE OR THEFT OF. CUSTOMER INFORMATION AND TO ENSURE .

THAT EMPLOYEES INDEPENDENT CONTRACTORS AND SERVICE PROVIDERS ARE COMPLYING WITH ‘OUR
DEALERSHIP s PRIVACY POLICIES AND INFORMATION SECURITY STANDARDS

IF THE DEALERSHIP S PRIVACY POLICIES AND INFORMATION SECURITY STANDARDS ARE BREACHED THE

PROGRAM COORDINATOR WILL INFORM Robert Ranev . : THE
Operations Manager o OF THE DEALERSHIP
THE PROGRAM COORDINATOR AND :Robert Raney e . WILL TAKE APPROPRIATE STEPS TO

. NOTIFY COUNSEL, SERVICE PROVIDERS AND CUSTOMERS OF ANY. BREACH DAMAGE OR LOSS OF INFORMATION
AND THE RISKS ASSOCIATED WITH THE SAME AND WILL IMMEDIATELY TAKE MEASURES TO LIMIT THE EFFECT OF
THE BREACH IDENTIFY THE REASON FOR THE BREACH AND IMPLEMENT PROCEDURES TO PREVENT FURTHER
BREACHES

IN THE EVENT‘OF'A BREACH, OR AT ANY OTHER TIME AS THE PROGRAM COORDINATOR DEEMS APPROPRIATE,
THE PROGRAM COORDINATOR MAY MODIFY OR SUPPLEMENT OUR DEALERSHIP'S PRIVACY PoLicies AND
INFORMATION SECURITY STANDARDS

66



