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INDUSTRY FOCUS AND SUBSTATION AUTOMATION 

India’s expanding infrastructure network calls for huge investments in deployment of SCADA systems 
in power distribution along with plans to SMART grid implementation on pilot basis.  The “Substation 
Automation System (SAS)” forms the heart of SCADA systems to achieve the goals set by the 
electrical power transmission and distribution utilities  for securing the real time, enterprise wide 
information, which will enable them to enhance reliability at the right time, better manage their assets 
and improved operations and maintenance.  
Substation Automation System (SAS) provides valuable information, both operational and non-
operational, to various user groups within the utility. This information is the key to improve reliability, 
gain operational efficiencies, enable predictive maintenance, life extensions and improved planning.  

LEVELS OF SUBSTATION AUTOMATION SYSTEM (THE ARCHITECTURE) 

The SAS architecture is based on the functionality requirements of the system (monitoring, protection 
and control). In general the SAS can be broken down into four levels.

Process Level (Level 0) is the lowest level that includes power system equipments such as CTs, PTs, 
circuit breakers, merging equipments etc. 

Bay level (Level 1) is the intermediate level includes Intelligent Electronic Devices (IEDs), that 
perform the various protection, control and metering functions. The Bay Level also contains 
maintenance functions required for individual bays and is usually located closer to the switchgear.  

Station Level (Level 2) is the next higher level that includes the IED integration and Substation 
Automation Applications. The station level provides an overview of the substation and is located in 
control room environment. 
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Enterprise level is the highest level (SCADA) where the desired information is extracted and presented 
to the intended users, who have applications to analyze this information. There are multiple data paths 
available to transfer the information from station level to the enterprise level.  

Figure -1

Substation Automation System architecture (typical) 
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ELEMENTS OF SUBSTATION AUTOMATION SYSTEM 

The substation automation system comprises of many sub components, the major elements are 
described here briefly. 

Intelligent Electronic Device (IED) is any device incorporating one or more processors with the 
capability of receiving or sending data / control from or to an external source (for example, 
electronic multifunction meters, digital relays, controllers). IEDs are the key elements of 
substation automation. The capability of IEDs to integrate various functions (control, metering, 
protection and data acquisition) into a single device not only reduces the capital and operating 
costs, panel and room space but eliminates redundant devices also. Selection of an IED for a 
particular function normally depends on requirements like availability, performance, supported 
communication protocols, cost, state of the art of the technology and utility’s philosophy.

SAS Controller is normally a PLC or RTU based device which polls each of the IEDs for the 
analog values and status signals for monitoring of the substation. This SAS controller also has 
hardwired input / output for protecting and controlling the primary equipment and the grid. It 
also acts as a data concentrator for the overall utility SCADA (Supervisory Control and Data 
Acquisition) system. Apart from these application functions the SAS controller also manages 
the functions related to the SAS itself, for example managing the communication. A station 
computer also accompanies the SAS controller and acts as a server for control and monitoring 
of the substation. 

User Interface HMI provides the user with a view of all the essential activities to be performed 
in efficient and hierarchical displays. An intuitive design of HMI uses standard symbol library 
to represent substation power equipment on graphical displays. The use of standard library 
ensures effective use of the system and minimizes confusion. The HMI is deployed in a 
personal computer and acts as a client to the station computer.

Utility SCADA is at the enterprise level of the substation automation system. The SCADA 
collects all the instantaneous analog values and status inputs like volts, amperes, KW, KVAR, 
circuit breaker open / close status, switch positions etc. via communication link from the SAS 
controller or the station computer. This data is time critical and is used for monitoring and 
control of the substation. 

Utility Data Center is also at the enterprise level of the substation automation system and 
collects all the non-operational data like event summaries, in addition to the SCADA data. The 
data center enables the client server architecture, where in the need to wait for access through a 
single line of communication is eliminated. It also provides the users with up to date 
information over the corporate WAN (Wide Area Network). Size of the data center depends on 
the number of users, type of data needed, nature of the application and frequency of the data 
update required for each user.

Communication is the most important element of the substation automation system for 
successful integration of various parts of the electric utility enterprise. The communication 
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system plays an important role in the real time mission critical operation of substation 
automation system. The key requirements of communication system include but are not limited 
to:

High speed IED to IED communication 

Networkable throughout the enterprise 

High availability 

High reliability 

Standards based 

Multi vendor interoperability 

Support for file transfer 

Automatic detection and configuration (plug and play) 

Support for security 

There are several factors to consider while choosing the right protocol for the substation 
automation system application. Consideration must be given to the part of the system for which 
the communication protocol is to be selected, for example whether the protocol is required for 
communication between SCADA master station to the SAS controller or the protocol is 
required for the communication between an IED to the SAS controller or it is the substation 
maintenance LAN.  

It is also important to think about the future while selecting the communication protocol as 
various protocols are under different phases of technological development. It must be ensured 
that the manufacturer continuously support their products for the life time of the substation 
automation system.  

Over the years many communication protocols have been developed for the various parts of the 
substation automation system, for example, DNP, UCA, MMS, Profinet, Device net, OPC-DA, 
Ethernet IP, Modbus RTU etc. However now a days many utilities are moving towards IEC-
61850, which is a comprehensive standard for all communication functions in utility 
applications. It is a non proprietary standard with multi vendor interoperability. It realizes 
highly flexible configuration of communication networks and can greatly simplify substation 
automation architecture. 
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SUBSTATION AUTOMATION CHALLENGES

As the substation automation system comprises of many sub components, the integration of these 
components poses technical issues for design and implementation of Substation Automation System. 
Some of the technical issues are discussed here briefly 

Meeting the performance requirements (selecting the right IEDs): 
Performance requirements like response time, safety and reliability guide the allocation of 
logical nodes and their related functions to devices and strongly influence the architecture of 
the substation automation system. A compromise has to be made between the performance and 
cost of the device while selecting the IED. 

Selecting the right protocol and the network topology: 
As described earlier there are many constraints in selecting the right protocol for the various 
communication needs of the substation automation system, it is essential to give a thought on 
the various communication network topologies possible with the selected devices. Each 
network topology (bus, ring, star) has its own limitation and constraints.  

Technological advances: 
The timing of the installation plays an important role while designing the system as in some 
application areas the technology is changing so quickly that it is difficult to keep up on a 
continuous basis will all the technological advances in all the areas. 

Cyber Security: 
The substations are very important part of a country’s infrastructure and must be protected from 
cyber attacks. Appropriate use of firewalls, DMZ, conduits, Defense in Depth security policies 
to counter denial of service and other attacks per recommendations of international standards 
such as ANSI/ISA 99 and IEC/ISA 62443 are essential. 

CONCLUSION

With the use of substation automation system the utilities can achieve their goals of minimum down 
time and improved power quality. The implementation of automation system is costly; however the 
savings achieved in the operation and maintenance costs are far more than the initial installation costs. 
Although there are some challenges with the system, the industry is making all efforts to mitigate and 
overcome these challenges and provide cost effective solutions to the utilities and help them build the 
Smart Grid. 
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New technology along with current

Mukesh Vyas

Plants

Plants 

Typical Lay out of Power Plants and Rotary machines 
in the plants
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New Technology in Turbine Supervisory System 
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 DESIGN OF AN ELECTROMAGNETICALLY SHIELDED
ELECTRONICS CABINET FOR INDIAN NPPs

Virendrakumar Wankhede, Neeraj Agrawal, Anand Behre
(vkwankhede@npcil.co.in, nagrawal@npcil.co.in, abehre@npcil.co.in)

ABSTRACT

KEYWORDS

ENVIRONMENT IN NUCLEAR POWER PLANTS 
IN INDIA

ELECTROMAGNETIC INTERFERENCE

EMC DESIGN FUNDAMENTALS

GROUNDING

coupling (ground loops). 

BONDING
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SHIELDING

EMI ATTENUATION

SHIELDING REPRESENTATION 

FILTERING

wiring and cable.  
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CABLE/WIRING DESIGN

cable. 

ELECTRONIC CABINET FOR NPP

which were

SPECIAL REQUIREMENTS OF CABINETS OF NPP

given below:

door.

BASIS FOR FREQUENCY RANGE
FREQUENCY RANGE 10 KHz-30 MHz



required.

FREQUENCY RANGE 30 MHz-3GHz

BASIS FOR SE LIMITS

Frequency Range

230MHz 1GHz 3GHz
3

BASIS FOR SELECTING STANDARD FOR SE 
TESTING
IEC-61000-5-7, IEC-61587-3 and IEEE – 299 

ranges.
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CABINET DESIGN FEATURES

a) HIGH SHIELDING EFFECT-

b) THE QUALITY OF HOUSING-

covers

VIEW OF CABINET

CHALLENGES FACED



INITIAL CABINET SE TESTING 

IMPROVEMENTS DONE AFTER INITIAL SE 
TESTING

b. P r o v i d i n g 

openings.

TESTING AFTER IMPROVEMENTS
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CONCLUSION

desired SE.
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ENVIORNMENTAL QUALIFICATION OF INSTRUMENTS FOR USE IN NUCLEAR POWER PLANT
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are:

QUALIFICATION FOR AN ACCIDENTAL 
CONDITION
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considered:
a) SSE, 

FIGURE-1: FLOW CHART FOR QUALIFYING THE 
INSTRUMENTS FOR AN ACCIDENT CONDITION

RADIATION AGING TEST

NORMAL RADIATION EXPOSURE TEST

ACCIDENT RADIATION EXPOSURE TEST

ACCELERATED THERMAL AGING TEST
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TESTS FOR DESIGN BASIS ACCIDENTS

LOCA QUALIFICATION TEST
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SEISMIC TEST



MISSION TIME
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INDEPENDENT VERIFICATION AND VALIDATION OF 
PRE-DEVELOPED COMPUTER BASED DIGITAL I&C SYSTEMS

Computer based digital systems (CBS) have been 
gradually introduced in Indian nuclear power plants. 
At present, many of these systems are used in safety 

be demonstrated to be safe and reliable prior to 

systems.

INTRODUCTION:

REGULATORY PROCESS:

ENGINEERING PROCESS:



PDS

IV &V REVIEW METHODOLOGY FOR PDS:

LIFE CYCLE OF PDS:
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IV & V REVIEW PROCESS FOR PDS:
 1.0 SYSTEM REQUIREMENTS REVIEW:

2.0 PRODUCT EVALUATION REVIEW:



3.0 CONFIGURATION REVIEW:
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4.0  CUSTOMIZATION REVIEW:

5.0. SYSTEM VALIDATION:

6.0 CHANGE/MODIFICATION REVIEW:
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