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The Student Teaching collects and uses personal information about pupils, parents and other
individuals who come into contact with the organisation. This information is gathered in order to
enable us to provide education and other associated functions. In addition, there may be a legal
requirement to collect and use information to ensure that our organisation complies with its
statutory obligations. This policy also covers confidentiality, most relevantly with regards to
Safeguarding Children. These points are developed further in our Safeguarding Policy.
Purpose
This policy is intended to ensure that personal information is dealt with correctly and securely and
in accordance with the Data Protection Act 1998, and other related legislation. Moreover, it is
designed to protect the clients and staff of the Student Teaching, including parents, pupils,
Student Teachers and school staff.
It will apply to all information regardless of the way it is collected, used, recorded, stored and
destroyed, and irrespective of whether it is held in paper files or electronically.
This policy applies to all staff involved with the collection, processing and disclosure of personal
data, and everyone within our organisation will be aware of their duties and responsibilities by
adhering to these guidelines.

Data Protection Principles
The Data Protection Act 1998 establishes eight enforceable principles that must be adhered to at
all times:
1.

Personal data shall be processed fairly and lawfully;

2.

Personal data shall be obtained only for one or more specified and lawful purposes;

3.

Personal data shall be adequate, relevant and not excessive;

4.

Personal data shall be accurate and where necessary, kept up to date;
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5.

Personal data processed for any purpose shall not be kept for longer than is necessary for
that purpose or those purposes;

6.

Personal data shall be processed in accordance with the rights of data subjects under the
Data Protection Act 1998;

7.

Personal data shall be kept secure i.e. protected by an appropriate degree of security;

8.

Personal data shall not be transferred to a country or territory outside the European
Economic Area, unless that country or territory ensures an adequate level of data
protection.

General Statement
The Student Teaching is committed to maintaining the above principles at all times. We will
comply with both the law and good practice by:


Informing individuals why the information is being collected when it is collected



Informing individuals when their information is shared, and why and with whom it was
shared



Checking the quality and the accuracy of the information we hold



Ensuring that information is not retained for longer than is necessary



Ensuring that when obsolete information is destroyed that it is done so appropriately and
securely



Ensuring that clear and robust safeguards are in place to protect personal information from
loss, theft and unauthorised disclosure, irrespective of the format in which it is recorded



Sharing information with others only when it is legally appropriate to do so



Setting out procedures to ensure compliance with the duty to respond to requests for
access to personal information, known as Subject Access Requests



Ensuring our staff are aware of and understand our policies and procedures

Nature and Disclosure of Typical Information
Below are the various types of data our organisation will collect, how it will be used and
restrictions upon who it will be shared with.
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Personal data of parents/families: this is likely to include contact and billing information. This will
not be shared with anyone outside of our organisation, nor anybody within the organisation who
does not personally deal with administration or finance.


Personal data of pupils: the only written information our organisation will keep regarding
pupils is the attainment records for each child - in the form of Study Books or otherwise –
and any information relevant to Safeguarding and Child Protection. Access to this
information is limited to relevant members of staff at school for the benefit of the pupil's
education and for the continuing professional development of our Student Teachers.



Audio recordings of lessons: selected lessons will be recorded for the purpose of quality
control and continuing professional development of our staff. Access is limited to certain
members of the Sheffield Music Hub, staff at school and members of the Student
Teaching , purely for the purpose of evaluating and reviewing teaching strategies.



Personal data of Student Teachers: this is likely to include contact information and bank
details for the purpose of paying wages. This will not be shared with anyone outside of our
organisation, nor anybody within the organisation who does not personally deal with
administration or finance.

Confidentiality Policy
Confidentiality applies to information which doesn't legally qualify as 'data'. This includes:


Information about our organisation



Information about schools



Information about the Sheffield Music Hub



Information which is not recorded, either on paper or electronically



Information held on paper, but in a sufficiently unstructured way that it does not meet the
definition of a “relevant filing system” in the Data Protection Act

It is the responsibility of the general manager to ensure that access to all of the information above
is limited to the appropriate parties on a “need to know” basis. These are limited to:


Members of staff at the relevant pupil's school



Members of the Sheffield Music Hub



Student Teachers



Social and emergency services when necessary
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This will be decided by the general manager on a case-by-case basis. The following considerations
will be taken into account:


Is it absolutely vital that the information is shared with this particular person?



Does sharing the information pose a risk to any children or adults?



Would sharing the information breach any laws?



Is our organisation following our own Data Protection Policy?



Does every party involved know or need to know that their information is being passed on?



Is sharing the information likely to cause emotional distress to anybody?



Are there any other circumstantial considerations to make?

Confidentiality and Safeguarding Children
Our The Child Protection and Safeguarding Policy specifies the procedures put in place for
reporting any concerns about a child's safety. Children must be made aware that in such
circumstances, Student Teachers cannot guarantee complete secrecy. All issues will be reported to
the general manager, who will then decide the course of action to take. This may include
contacting the school's Safeguarding Adviser, providing informal verbal or formal written reports.
The decision about whether to share this information with the pupil's parents will be discussed.
Staff of the Student Teaching must be aware of the risks of reckless disclosure of sensitive issues
involved in Safeguarding Children: it may pose a physical threat to the child or emotional distress.
The procedures outlined in our Child Protection and Safeguarding Policy must be followed without
deviation, and information will be shared only with the specified parties.

Communication with Clients and Staff
The Student Teaching takes responsibility for ensuring all clients and staff are aware of how their
information will be used and who it may be shared with, and records of their confirmed
understanding will be kept for our organisation's legal protection:


All staff will be required to sign a short statement indicating that they have been made
aware of their confidentiality responsibilities and will adhere our Data Protection Policy.



All parents will be required to sign a privacy statement (Appendix A) outlining how their
information may be used.

Security
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The Student Teaching has identified the following risks regarding the security of the information
we hold:


Information passing between our organisation and parents could go astray or be
misdirected. Pupils will be responsible for facilitating much of the communication, including
taking letters home and returning the replies. As such, any sensitive or important
information will be communicated via a more secure medium.



Staff or volunteers with access to personal information could misuse it. This is avoidable
through careful selection of candidates and rigorous monitoring of each Student Teachers.
More information on this is available in our Quality Assurance Policy.



Student Teachers could continue to be sent information after they have stopped working
for the Student Teaching : to avoid this we must ensure our records are updated regularly,
and update the mailing list promptly when any member of staff leaves the organisation.



Poor web site security might give a means of access to information about individuals once
individual details are made accessible online. Any audio recordings or attainment records
will be shared through certified, secure methods, such as Dropbox or via email. This
information will only remain online while it is relevant.

Data Storage
The Student Teaching is moving towards a single database holding basic information about all its
clients and staff. We will, however, continue to hold separate registers of parents and pupils, and
Student Teachers may also keep separate information about pupils' attainment.
We will regularly review our procedures for ensuring that our records remain accurate and
consistent and, in particular:


ICT systems will be designed, where possible, to encourage and facilitate the entry of
accurate data.



Data on any individual will be held in as few places as necessary, and all staff and volunteers
will be discouraged from establishing unnecessary additional data sets.



Effective procedures will be in place so that all relevant systems are updated when
information about any individual changes.



Staff or volunteers who keep more detailed information about individuals will be given
additional guidance on accuracy in record keeping.
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Rights of access to information
Procedures for responding to subject access requests made under the Data
Protection Act 1998.
There are two distinct rights of access to information held by our organisation regarding pupils.
1. Under the Data Protection Act 1998 any individual has the right to make a
request to access the personal information held about them.
2. The right of those entitled to have access to curricular and educational records as defined within
the Education Pupil Information (Wales) Regulations 2004.
These procedures relate to subject access requests made under the Data Protection Act 1998.

Actioning a subject access request
Any subject access requests will be handled by the general manager. Subject access requests must
be in writing. All staff are required to pass on anything which might be a subject access request to
the Data Protection Officer without delay. Valid UK identification will be required for any
information to be passed on. Parents may access their child's information, and the pupil will be
notified of any information given out in this way.

Complaints
Complaints about the above procedures should be made to the general manager. These will be
resolved on a case-by-case basis.

Review
This policy will be reviewed as it is deemed appropriate, but no less frequently than every 2 years.
The policy review will be undertaken by the general manager.

Contact
If you have any queries or concerns regarding these policies/procedures then please contact the
general manager, Chris Mayall, using the contact information available on our website.

