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Abstract- Fileless malware is one of the greatest threats after 

the release of .NET framework. Malware has always been one 

of the greatest threats in the field of Cyber Security. Before 

the release of .NET Framework malwares existed in the form 

of software which took a lot of knowledge and time to make 

and code accordingly. Malwares are used with the intention of 

harming and executing malicious activities for the benefit of 
the attacker. 
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I. INTRODUCTION 

History of Malware 

As long as computers have been around so has malicious 
softwares. Creeper is apperceived as the first computer virus, 

designed to infect DEC-PDP 10 computers on the ARPAnet in 

1971. In 1973 the Reaper program was relinquished to 

dispense the Creeper virus, essentially becoming the first anti-

virus Malware learned the art of evasion and as a result, 

antivirus software became a growing business. In the early 

2000s, more aggressive social engineering strategies came into 

play. The “I Love You” worm, aka “Love Letter,” was 
considered the most damaging worm of its time, damaging 

millions of computers worldwide in 15 minutes after its 

release. . As technology has evolved, so have viruses. In the 

space of a couple of decades, we have seen computers change 

almost beyond recognition and virus writers kept pace with 

this changes. CryptoWall and CryptoDefense made their first 

appearances around September 2013. Cryptolocker employed 

vigorous encryption to scramble proximately every file on its 
targets, making them infeasible to recuperate without the 

unique, private key used to encrypt them. Even if the 

Cryptolocker infection was prosperously abstracted, the files 

would remain encrypted and unutilizable. 

Recently there has been a spike in the use of a new class of 

malware known was fileless malware. This malware runs 

virtually entirely in recollection so as to evade detection. 

Signature and heuristic predicated detection perform poorly 
against this elevating threat. 

 

II. TYPES OF MALWARES 

1. Viruses 

A computer virus is what most of the media and regular end-

users call every malware program reported in the news. 

Fortunately, most malware programs aren't viruses. A 

computer virus modifies other legitimate host files (or pointers 
to them) in such a way that when a victim's file is executed, 

the virus is also executed. 

 

2. Worms 

Worms have been around even longer than computer viruses, 

all the way back to mainframe days. Email brought them into 

fashion in the late 1990s, and for nearly a decade, computer 

security pros were besieged by malicious worms that arrived 

as message attachments. One person would open a wormed 

email and the entire company would be infected in short order. 

 

3. Trojans 

Computer worms have been replaced by Trojan horse malware 

programs as the weapon of choice for hackers. Trojans 

masquerade as legitimate programs, but they contain 

malicious instructions. They've been around forever, even 

longer than computer viruses, but have taken hold of current 

computers more than any other type of malware. 

 

4. Ransomware 

Malware programs that encrypt your data and hold it as 

hostage waiting for a cryptocurrency pay off has been a huge 

percentage of the malware for the last few years, and the 

percentage is still growing. Ransomware has often crippled 

companies, hospitals, police departments, and even entire 

cities. 

 

5. Adware 

If you're lucky, the only malware program you've come in 

contact with is adware, which attempts to expose the 

compromised end-user to unwanted, potentially malicious 

advertising. A common adware program might redirect a 

user's browser searches to look-alike web pages that contain 

other product promotions. 

 

6. Spyware 

Spyware is most often used by people who want to check on 

the computer activities of loved ones. Of course, in targeted 

attacks, criminals can use spyware to log the keystrokes of 

victims and gain access to passwords or intellectual property. 

 

III. FILELESS MALWARE 

Fileless malware refers to an attack technique that utilizes 
subsisting software, sanctioned applications, and sanctioned 

protocols to carry out malicious activities. 

Fileless malware gets its name based on the fact that unlike 

other malware types, where files are used to infect a host, the 

fileless version typically does not use any files. Instead, the 

malware code resides in RAM or the registry or propagates 

through the use of carefully crafted scripts, such as 

PowerShell, to infect its host. 

Fileless malware subtly peregrinates in without using 

conventional executable documents as a first dimension of 
assailment like customary malware. Instead of using 

pernicious programming or downloads of executable 

documents as its essential entrance point onto corporate 



IJRECE VOL. 7 ISSUE 2 (APRIL- JUNE 2019)                  ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE) 
 

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING 

A UNIT OF I2OR  44 | P a g e  
 

systems, fileless malware frequently cover up in memory or 

other difficult to-identify areas. From that point, it is 

coordinated to RAM as opposed to circle to execute a 

progression of occasions, or is combined with other assault 

vectors, for example, ransomware to achieve its evil 

expectation.  

What's more, in light of the fact that fileless malware doesn't 
compose anything to circle like conventional malware does, it 

leaves no prompt hint of its reality behind and consequently 

keeps away from recognition by customary antivirus security. 

Here are some potential assault situations of fileless malware 

that utilization typical programming, applications, and 

conventions as a starting point for malignant exercises.  

Once in, fileless malware can manhandle genuine framework 

organization executes and procedures to pick up 

indefatigableness, hoist benefits, and spread horizontally over 

the system. This sort of malware can make genuine harm an 

association, causing loss of information.   

IV. WORKING 

The assailment on a target (either a system or a network) 

involves no executables or other files that could be discovered 

by analysts on perpetual storage. The mundane characteristic 

of all attacks categorized as file-less is the assailment is 

launched from an attacker’s machine and stores (or injects) 
itself into the recollection of the victim system. The code is 

very homogeneous to what traditional malware would look 

homogeneous to, except in lieu of endeavoring to get the code 

itself installed on the computer, they count on a susceptibility 

in the system at run-time to send the code to the systems 

recollection through the network. 

The assailer obtains access of their target either through social 

engineering that leads to a misconfiguration/opening or 

capitalizing on a susceptibility the assailant may already know 

about in network facing applications. File-less malware 

greatly overlaps another type of assailment often called 

“Living Off the Land” in which assailants only utilize the 

software already on the machine to conduct attacks. Symantec 

has covered this style in more preponderant detail [14]. In the 

case of file-less malware, it virtually entirely depends on 

susceptibilities that subsist on current, non-malignant software. 

The exploitation of susceptibilities in sundry applications is 
what takes away the desideratum for assailants to install their 

own maleficent software on machines. 

This is conventionally achieved through buffer overflows. 

Much server-side software are made to take information such 

as search results, authenticate credentials and more. If the 

software doesn’t validate its own input well enough, then an 
assailer can capitalize on these inputs to integrate their own 

code to software. This “shellcode” that they conventionally 

include into their input forces the program to run a minutely 

minuscular set of code, which is customarily a shell over the 

network so that the assailer has access to the system and the 

competency to inject more. 

This gives the attacker a fileless access to a system. This is 

because capitalizing on application susceptibilities is quite 

possibly the most facile way to directly access the process of 

that application. This sanctions assailers to not only inject 

their malignant code just anywhere in recollection, but in the 

recollection allocation of another process. What is now a 

process by which an assailer is infiltrating and abusing a 

system still looks akin to a benign process at the surface.  

The File-lessness Of the Malware  

File-less malware is remotely of a misnomer in that it utilizes 

virtually all the same files, code and even signatures that 

traditional malware uses, but it stores them only in volatile 

recollection (customarily RAM) insted of preserving it to the 

disk. Therefore the name is not truly accurate. 

The question of whether Malware can genuinely be fileless 

relies on 3 posits to be considered: What is the environment of 

the target like, what is the malware doing, and most 

importantly, what is a file? 

A DLL replicated into recollection could still be optically 

discerned as a file in some programs, and thus a signature 

could still be captured. Perhaps the signature of certain 

components of an application or the stack in recollection is 

compared to other signatures. Logs additionally can be 

visually perceived as dampening the efforts of file-less 

malware. Even if the assailant didn’t mean to leave any trace, 

extensive log programs may give clear evidence of the 
intrusion if configured correctly.  The malware itself withal 

determines just how fileless it may be. Leaving no footprint at 

all is great for an assailant if possible, but that option leaves 

little room for utility. For example, ascertaining your access in 

the future is much harder without installing a rootkit, or 

changes configuration files perpetually. Worms customarily 

need to be placed on a machine to propagate, so going file-less 

leaves the process of peregrinating to other machines in the 

network as a mostly manual task at that point. If an assailer 

wants the most out of a machine, they will eventually need to 

include files on the machine at some point.  Conclusively, all a 
file genuinely is, is an abstraction of representational data. It is 

the mapping of a group of data for the sake of organization. 

All the text you indite in a report subsists virtually desultorily 

in recollection and on your hard drive, and the concept of the 

file is what groups all that data in order to ascertain that you 

can pull the entire report back up as one logical object. One 

good example of the conception of files is Unix style 

operating systems like Linux. Someone familiar in Linux will 

at one point have visually perceived the “proc” folder residing 

at the root directory. If analyzing this file system in an off 

state, the proc folder seems proximately vacuous, but on a 

running system, it contains many kernel space information 
such as process and hardware information. This is because 

Linux takes data in recollection and presents them as files. 

Anything can be presented to the utilizer as a file, even a 

inversion shell running in recollection within another process. 
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Prevention of Fileless Malware 

To forfend against fileless malware attacks, organizations 

need to cerebrate beyond signature-predicated solutions. 

"They require to fixate on implements that can identify 

malignant deportment on the network and implement 

congruous cybersecurity hygiene like the timely patching of 

disclosed susceptibilities and frequently revisit network 

isolation policies to ascertain infected machines are identified 

and quarantined expeditiously. 

The system would be more secure if the developers build a 

goo security module in there system from the beginning of its 

development. "Too often, security is bolted on as 
afterthought," Martini explained. "There will always be bugs 

and vulnerabilities in software, but if security is top of mind 

throughout the development process, they can be minimized 

and identified before they're exploited by attackers." 

Coding secure modules is very important to defend against the 

fileless malwares. 

Since fileless malware authors are searching for approaches to 

bargain authentic procedures, administrations, and macros so 

they can work without discovery, designers need to secure 

those things so they work just the manner in which they 
should work. They additionally need to all the more likely see 

how their projects work in memory. "In the event that 

information utilized in a procedure is exceptionally touchy, 

designers need to ensure that information by encoding it in 

memory or ensuring it's kept in touch with a protected square 

of memory that is cleaned after it's utilized.  

"On the off chance that you have 20 machines on a system and 

they all trust one another, at that point a malware assailant is 

going to discover it much simpler to get around and to disable 
your association than if you have a domain with 20 gadgets 

that don't confide in one another by any stretch of the 

imagination, in light of the fact that an assault that influences 

one won't influence the other  

As fileless malware scholars sharpen their devices, the 

security business isn't perched staring its in the face. There are 

some cutting edge devices that show guarantee in battling 

fileless malware. Those devices withdraw from how the 

security business is attempting to address the issue now, which 

is to guide into procedures in memory to decide whether those 
procedures are undermined.  

As opposed to hack forms in memory, cutting edge antivirus 

items work legitimately with a working framework's part. That 

is an a lot further way to deal with security. They can see an 

endeavor to infuse vindictive code into procedures and 

promptly seclude the issue.  

"Ninety-nine percent of the antivirus business has moved 

toward this issue from the client level. Working at the piece 

level is undeniably progressively amazing and viable. 
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