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Preface
People have asked me why I decided to write this book.
Perhaps I was bored? Or more likely, I had gone crazy? The
former was denitely not the case. The latter—it all depends
on who you ask.
I wrote this book because it did not exist. And I believed
that it should. Those of us in the business of dealing with
data breaches—whether as outside counsel, in-house attorneys, IT teams, investigators, or from another perspective—all know how frustrating breach notication laws can
be. Just when you think you have memorized every possible
requirement, a new one pops up.
And then comes that moment that you need to explain
the process to senior leadership. We have to notify how many
government authorities? By when? Really? Anyone who has
undertaken a task like this knows just how daunting it is.
Yes, there are lots of freely available charts out there
with lists of laws. Yes, there are lots of “super-secret” lists
that those in this area have made over the years. Yes, there
are lots of websites that tell you “if you have a breach, make
sure to check the relevant laws.” Yes, we all scour through
these at top speed the minute we discover that a breach has
occurred.
No, that is not good enough. With the many, many dierent laws and requirements that exist, waiting until the
breach happens is hardly the right time to try to gure out
what the laws are, what they require, and how you will
analyze nuances.
Wouldn’t it be helpful to have a tool that would help you
do that? Even if you do wait until the last minute? (Because
let’s be realistic, most of you will wait until the last minute!).
I have always thought that my role as outside counsel
was to help make people’s lives easier. For each data breach
project I work on with clients, that is my goal. Writing this,
though, was my opportunity to do that on a much bigger
scale.
This book is intended to ll a glaring void. If it is a helpful tool for you in the next data breach in which you are
involved, I have succeeded. And if showing the book to your
senior leadership to demonstrate how complicated this area
is also helps, all the better. And even better still, what if
government regulators read it and began to understand just
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Thomas on Data Breach

what a daunting—and expensive—task it can be to comply
with all of these notice requirements? Requirements, that
even if met, may not accomplish their stated goal of helping
individuals protect themselves.
While I certainly did not anticipate it when I started this
book almost a year ago, it is my hope that this book also
helps with our national debate about data breach laws.
Should there be more of these laws? Less? A universal
federal law? More rapid notice? Deeper investigations by law
enforcement? A stronger focus on data security rather than
notication? As we debate these issues, this book can give us
a comprehensive overview of where we are right now.
Although I think this book will be a helpful tool for you, I
know that no book is ever done. That is doubly true of this
one. This is the rst edition, and there will be more changes
in the law (hopefully not before this book goes to print!),
more situations that practitioners will need interpreted, and
more laws to discuss. If you think we should cover something
that isn’t included in this rst edition, please let me know.
This book is a tool for us all, and I hope that everyone will
feel like they are a “contributor.”
Please email me your comments, your requests for additions (to lmthomas@winston.com). Let’s make this our joint
work to attack the daunting task of global compliance with
data breach notication laws.
Liisa Thomas
Chair, Privacy and Data Security Practice
Winston & Strawn LLP
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§ 1:1

The problem

There often is nothing worse, as a general counsel, than
getting that call from your IT department: “we think our
database of employee social security numbers was hacked.”
Or, “we think our online system has been compromised.” Or,
from HR: “a disgruntled employee just walked out the door
with hundreds of social security numbers and is selling them
on the black market.” Or, the call from the FBI: “we think
your company is under attack.” Perhaps worse is being the
one that has to make that call to the legal department or the
CEO.
There is a urry of activity. Teams will try to determine
what information was accessed, who accessed it, and if employees or consumers have been put at risk. Each situation
is fact-specic, so no amount of drills will answer these questions for every breach. Although the more breach-readiness
drills a company does, hopefully the faster it gets at obtaining answers. If only because those at the company know
what to ask.
Then there is the inevitable scramble to understand legal
obligations. Do we have to notify under various data breach
notication laws? Whom do we notify? How quickly? What
should be included in the notice? What is our potential
exposure after the notice goes out? And in the event of a
1

§ 1:1

Thomas on Data Breach

breach, the inevitable question: “did we do all that we could
have to prevent the attack?”
§ 1:2 The law—A solution?
The answers to these questions can be tricky. Almost every
state in the US has a data breach notication law. Some
have two. There are also laws specic to those in certain
industries. To say nothing of the growing number of breach
notice laws outside of the US. Requirements to proactively
protect information can further complicate the issue.
Then the already complex ramications of a data breach
can be exacerbated by class action exposure in the US, and
the bad PR for the brand across the globe. That bad PR may
result not only in falling stock prices, but possibly bigger
hurdles from regulators looking at unrelated lings by the
company. The company is tarnished in their eyes.
The general counsel that receives that call from IT or HR
is understandably in a bad mood. And so is the person making the call.
How can we put everyone in a better mood? We can fully
understand breach notication requirements, and have a
clear plan in place before the breach occurs. And if the
statistics are correct, the breach will occur. The websites of
popular brands are constantly under attack by sophisticated
hackers. It is often only a matter of time before they penetrate a company's defenses. To say nothing of the disgruntled
or malicious employee, who decides that the road to riches is
paved with stolen social security numbers.
Where do we start? With a clear plan. We need to determine the scope of the breach notice obligations. What
countries' laws apply? This will be based on an analysis of
the impacted information, the location of the impacted
individuals, and other fact-specic questions. We then look
at the way those laws dene “triggering” information such
that the requirements would apply, and at the same time,
whether the facts are such that a “breach” has indeed
occurred. Once a determination is made to give notice, a notice plan will need to be put in place. This plan will take into
account the need to notify impacted individuals, relevant
government authorities, and potentially credit reporting
agencies as well. Companies will need to think about how to
get the notices out—and respond to potential inquiries. The
notices will then go out, and nally, inquiries that come in
will need responses.
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Table 1-1 Breach Notice Process

In the United States, most states and the District of Columbia have enacted data breach notication laws that
require companies that own or license personal information
to notify aected individuals in the event the company
discovers or becomes aware of a breach of security involving
certain types of information. And as mentioned, federal (and
some state) laws exist that govern specic industries as well.
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Table 1-2 US States with General Breach Notice Laws

Many other countries have some form of breach notice
obligations as well. These include Argentina, Australia,
Austria, Belgium, Bulgaria, Canada, Colombia, Croatia,
Cyprus, the Czech Republic, Denmark, Estonia, Finland,
France, Germany, Greece, Hong Kong, Hungary, Ireland,
Israel, Italy, Japan, Latvia, Lithuania, Luxemburg, Malta,
Mexico, the Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, South Korea, Spain, Sweden, Switzerland and the United Kingdom.
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Table 1-3 Breach Notice Countries

Even if a country does not have a specic breach notice
law, there may still be an expectation—or perceived requirement—to notify impacted individuals. For example, in some
locations, the view is that if information is used for a purpose
that diers from the reason for which it was collected, the
individual should be notied.
§ 1:3 Post-notice risks
If a business does not comply and fails to make the
required notications, it could face nes under these breach
notice laws. And, in an unfortunate “catch-22,” if a company
does notify as required by breach notice laws, it opens itself
up to potential suits under deceptive or unfairness statutes
(for failure to adequately protect information, which failure
it would be argued resulted in the breach). In the US, these
suits might be brought by the FTC, state attorneys general,
plaintis' class-action attorneys, or all three.
Even outside of the US, where class action lawsuits are
less common, there is still risk associated with notice. This
can often be in the form of damage to the brand image.
§ 1:4 How to get started
When determining if a breach has occurred, companies
need to look at (1) which laws apply, (2) if the potential
breach was of covered or “triggering” information, (3) if a
“breach” has occurred as the term is dened under the relevant law(s), (4) how to go about conducting investigations,
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(5) whether insurance coverage can pay for any of the process, (6) whether there are other reasons to notify absent a
duty under breach laws, (7) if a breach has occurred, whom
and how to notify, (8) what exposures exist and what steps
can be taken to handle any post-notication fall-out, and
nally (9) possible penalties for violating notice
requirements.
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