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Why Audit Logs Monitoring & Visibility Matters?

1. Are your user’s credentials compromised? How would you know?

2. Who is accessing your emails, email server or file shares? Only authenticated 
users?

3. Are devices accessing your systems “healthy” or infected?

4. Are suspicious/ malicious programs running on your devices?

5. Are you seeing a lot of failed logon attempts?

6. Are your devices being attacked with brute force or password spray attacks?

7. Are any audit logs being deleted on your servers?

8. Are your servers / devices communicating with suspicious IPs?

These events could be Indicators of Attack or Indicators of Compromise

And you want to know about them ASAP!
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Not doing Audit Logs Monitoring because of THIS

Audit Logs Monitoring 
and Analysis

The old way:

• Tedious

• Time consuming

• Ineffective

• Inefficient

• Reactive

• NOT actionable
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Audit Logs Monitoring and Analysis –The Right Way

Security Incident and Event Management – SIEM

Provides Situational Awareness and Actionable Information 

NIST CSF

Risk = Threat * Vulnerability

Reduces Time to Detect & Time to Mitigate

V

V V
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Visibility Reduces Impact and Cost of Incident Response

Time to Detect => Time to Mitigate => Cost of Security Incident

Risk = Threat * Vulnerability

T TT
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Incident Detection in the Cloud – Automation

IoA – Indicators of Attack

IoC - Indicators of Compromise

IoA

IoC
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Access Controls & Identity Management – Actionable Information

SIEM – Server Baseline 
Configuration

T

V

Incident Detection on Premises - Automation
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Cloud Infrastructure Security Visibility

SIEM – Visibility into Operations, Azure, AD and Office 365 and Devices 
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Security on Premises and in the Cloud
Automation Reduces Cost

• Professional configuration of Office 365 / Azure 
AD/ Azure or any Cloud environment (policies)

• Secured privileged and remote access – MFA 
Multi Factor Authentication 

• Robust data collection, storage, reporting and 
auditing 

• Automated visibility – incident Prevention & 
Detection

• Ongoing monitoring & incident response
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Seeing is Believing ;o)
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