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Abstract— Digital image watermarking is used to resolve
the problem of data security and copyright protection. This
paper presents spatial domain and transform domain based
digital watermarking algorithms. In this paper PSNR and
robustness based comparison among different spatial and
transform based algorithms is made. Here LSB based and
correlation based methods in spatial domain watermarking and
DCT based, DWT based and SVD based methods are
implemented in transform domain watermarking. For
comparison purpose host image and watermark image are kept
same. Robustness and PSNR of different algorithms are
evaluated against some image processing  attacks.
Experimental results show that among all these algorithms,
SVD method increases the robustness, security and quality of
watermark image.
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I. INTRODUCTION

With more availability of computer, multimedia and
internet technology the data communication has become very
fast [1]. But these also create the problems of data security and
copyright protection [2]. In order to protect the copy right
related issues digital image watermarking is used [3]. Earlier
algorithms of watermarking were having the problems like
quality, security and robustness of extracted watermark. The
new algorithms are being introduced to reduce the impact of
these problems.

There are two domain of the watermarking algorithm. One
is spatial domain in which data bits are inserted in to the host
image directly. Problem with spatial domain watermarking is
that watermark can easily be detected by computer analysis [2]
or can be destroyed by using malicious attacks in the channel.
So these algorithms are not robust and secure. Another domain
watermarking is transform domain which is much better than
the spatial one. In this the message bits are embedded after
transforming the host image by using one of the transform
based method like discrete Fourier transform(DFT), discrete
cosine transform (DCT), discrete wavelet transform (DWT),
and singular value decomposing (SVD) based algorithm. It is
very tough to detect the hidden information from the
watermarked image in transform based algorithm. If
coefficients of large values are taken to embed the message
bits than extracted watermark image would be more robust

2.

There are many features of digital image watermarking
like security, capacity, imperceptibility, robustness etc. but
there is a tradeoff between three features capacity,
imperceptibility and robustness. In recent years much work
has been done to find the best tradeoff between the capacity,
imperceptibility and robustness [4]. SVD based algorithm or
SVD based hybrid algorithm gives better features.

II.  EVALUATION PARAMETERS
Peak signal to noise ratio represents the quality of the
watermark image. Mean square error (MSE) is to be
calculated to compute the PSNR between extracted and
original watermark image [5]. PSNR and mean square error
(MSE) can be expressed as follow
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Where I(i,j) and I*(i,j) respectively are the pixel values of
original images and watermarked images. Image matrix size is
denoted by MxN [6].

Robustness is the ability of the watermark image to
preserve information even after different noise and malicious
attacks [3]. This is measured by normalized correlation (NC)
used for similarity measurement between the original
watermark and extracted watermark. Normalized correlation
(NC) can be expressed as follow.

Rk

NC ®)

Here W is the original watermark and W* is the extracted
watermark. [6]. Bigger the NC value means better similarity
between two images.

I1l.  SPATIAL DOMAIN ALGORITHM

A. LSB based digital image watermarking

Least significant bit based watermarking is very earlier and
simple method for information embedding [1, 7]. In this
algorithm watermark image is changed in to bits and pixels of
the host image are converted in to binary values. The least
significant bits of the selected pixels of the host image are
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replaced by the message bits. The message bits can be
embedded in a sequence of pixels which acts as a secret key
without knowing this one can not extract watermark from
watermarked image. In the extraction part, the message bits
are recovered from the host image and reshaped to generate
watermark image [2, 7]. In this algorithm The LSBs of the
host image are varying which contribute less in the
watermarked image which means quality of the watermarked
image is not affected much.

B. Correlation based digital image watermarking

This is considered as one of the best spatial domain
watermarking methods in which two pseudo random noise
(PN) sequences for message bit ‘1’ and ‘0’ are used. Using a
gain factor These pseudo random noise sequences make a
pattern W(x,y). Using these patterns watermarking mask is
prepared which is of the same size of host image. This
watermarking mask is added to the host image to produce
watermarked image [7].

Imw(x,y)=Im(x,y) + kW(x,y) (4)
Where

Imw(X,y)=Watermarked image

Im(x,y) = Original image

K= Gain factor

W(x,y)= Watermarking mask made of PN sequence

Increasing k increases the robustness of the watermark at
the expense of the quality of watermarked image. At the
extraction algorithm the correlation between random noise and
the image is found out and watermark is extracted [7].

IV.  TRANSFORM DOMAIN ALGORITHM

C. DCT based digital image watermarking

This is a transform domain algorithm which is more robust
than  spatial domain  method.  Adiscrete  cosine
transform (DCT) converts the image in terms of a sum of
cosine function oscillating at different frequencies [8]. In blind
DCT watermarking the host image is segmented in to blocks
of same size [9]. DCT based algorithm transforms every block
in different coefficients. For single image embedding two mid
frequency coefficients are modified because high frequency
coefficients are more sensitive to different image processing
attacks and low frequency coefficients are having problem of
visual effect so mid frequency coefficients are selected for
embedding the watermark message which improves the
robustness of extracted watermark. Selected coefficients work
as secret key at extracting algorithm. Without knowing this
watermark extraction will not be possible. After modification
in coefficients the inverse DCT is taken and combining all
blocks produces the watermarked image [5].

D. DWT based digital image watermarking

There are many advantages of using discrete wavelet
transform over DCT and other earlier transform based
watermarking. At high compression ratio DCT produces
blocking artifacts this problem is overcome using DWT
algorithm. The DWT exploits the image in to spatial and
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frequency information and provides multi resolution
description of the image. It separates an image into a lower
resolution approximation image (LL) as well as horizontal
(HL), vertical (LH), and diagonal (HH) detail components. It
makes DWT as more accurate model aspects for human visual
system (HVS) as compared to the FFT or DCT. Higher energy
watermark can be embedded in the region which is less
sensitive for HVS such as high resolution detail bands (HH,
HL, and LH). This improves the robustness of the watermark
without affecting the quality of watermark image [8].

To embed the watermark image first of all watermark
image is converted in to bits. Host image is decomposed using
the 1-level DWT algorithm into sub bands LL, LH, HL, and
HH. Two PN sequence of the size of sub bands are taken.
Using a gain factor these PN sequences are added with the LH
and HL component. To get watermarked image we use inverse
DWT operation. At the extraction algorithm same PN
sequences are used which act as a secret key. From correlation
between the PN sequence and watermarked image message
bits are recovered and reshaped in to the watermark image
[10].

E. SVD based digital image watermarking

Singular value decomposition is an algorithm to analyze
the image matrix. It converts image in to three different
metrics [11]. It is a kind of orthogonal transform used for
matrix analysis. The SVD of image I can be describe as

Im = HSVT (5)
S1 Vi "

Im=[u h . .. ]| s v.|  (6)
SN || N

Im is the image matrix. H and V are two MxN and NxN
unitary orthogonal matrices, and S is an NxN diagonal matrix
[12]. Where the horizontal detail component of image In is
represented by H matrix and vertical detail component of the
image I is represented by V. Both V and H are orthogonal
matrices and S is a singular matrix which consists of singular
values. Singular values in S matrix are arranged diagonally
and in decreasing order. One of the important properties of
SVD is stability which means small variation in the singular
values does not affect the watermark image [13]. This makes
SVD algorithm much robust than other transform based
algorithm.

After dividing the host image in to blocks, each block of
host image is transformed using SVD. Singular values of
singular diagonal matrix are modified according to the
message bits. Two random sequences for two binary digits ‘1’
and ‘0’ are added to singular values with a gain factor. After
modifying singular values we take inverse process of the SVD
to generate watermarked image. At the extraction algorithm
correlation between stored singular value and modified
singular values are found. Using this, message bits are
recovered and reshaped in to the watermark image.

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING

A UNIT OF I20R

145|Page



IJRECE VOL. 4 ISSUE 2 APR.-JUNE 2016 ISSN:2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

V. EXPERIMENTAL RESULTS
In different watermarking algorithm (discussed above),
variation in PSNR and robustness with respect of different
noise and attacks are shown by the chart in Fig.1 and Fig.2
respectively. In spatial domain Correlation based method
gives better watermark image than LSB based algorithm.
Transform domain algorithms performs better than spatial

domain. Noisy/Attacked watermarked images, extracted
watermark images, and different parameters of different
algorithms are shown in Table I, which shows that extracted
watermark image from SVD based algorithm is of higher
PSNR and better robustness among all performed algorithms.

PSNR

Different Noise and Attacks

M LSB based

m Correlation
based

W DCT based

m DWT based

m SWD based

Fig.1: Variation in PSNR of watermark images in different watermarking algorithms with respect of different attacks

Robustness

M LSB based

W Correlation
based

M DCT based

m DWT based

m sSvWD based

Fig.2: Variation in robustness of watermark images in different watermarking algorithms with respect of different attacks
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Table I: Watermarks comparison from different watermarking methods

recovered watermark

nc=0.99, psnr=18_87

recovered watermark
nc=0.99, psnr=18.42

SN Type of Noise/ Attack LSB based Correlation based DCT based DWT based SVD based

watermarked image watermarked image watermarked image watermarked image watermarked image

psnr=50.12 psnr=21.66 psnr=31.74 psnr=20.05 psnr=29.44
1. No attack

recovered watermark recoverad watermark recoverad watermark recoverad watermark recoverad watermark

nc=1.00, psnr=20.99 nc=1.00, psnr=36.12 nc=1.00, psnr=36.12 nc=1.00, psnr=36.12 nc=1.00, psnr=36.12

watermarked image watermarked image watermarked image watermarked image watermarked image
psnr=24.18 psnr=19.83 psnr=23.44 psnr=18.72 psnr=23.08

2. Salt & Pepper attack

recovered watermark

nc=0.97, psnr=15.75

recovered watermark
nc=0.89, psnr=7.69

recovered watermark

nc=1.00, psnr=28_34

Gaussian noise

watermarked image
psnr=19.05

recovered watermark
nc=0.49, psnr=2.95

watermarked image
psnr=17_26
- ST

recovered watermark
nc=0.98, psnr=15.95

watermarked image
psnr=18.86
o v

recovered watermark
nc=0.89. psnr=9.89

watermarked image watermarked image
psnr=16_63 psnr=18.74

o

recovered watermark
nc=0.97, psnr=15.22

recovered watermark
nc=1.00, psnr=36.12

TAR TAR

Poisson noise

watermarked image
psnr=26_28

recovered watermark
50, psnr=3.01

=T

watermarked image
psnr=20_39
z # Py - ok

recovered watermark
nc=1.00, psnr=24_36

TAR

watermarked image
psnr=25.24
. £

recovered watermark
nc=1.00, psnr=23 57

watermarked image

watermarked image
psnr=19.15

psnr=24_63

recovered watermark
nc=0_50, psnr=3_01
o T x, 5

FaE

recovered watermark
nc=1.00, psnr=36.12

TAR
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Speckle noise

watermarked image
psnr=24 .72

recovered watermark
nc=0.50, psnr=3.00

watermarked image
psnr=19.94
- » e g

watermarked image
psnr=23.97

watermarked image
psnr=18.82

recovered watermark

nc=1.00, psnr=23_34

TAR

recovered watermark
nc=0.99, psnr=19.13

recovered watermark

nc=0.88, psnr=7.64

watermarked image
psnr=23.47

recovered watermark
nc=1.00, psnr=36.12

TAR

Median filter noise

watermarked image
psnr=33.96

recovered watermark
nc=1.00, psnr=20.78

TAR

watermarked image
psnr=29.63

recovered watermark

watermarked image
psnr=32.85

recovered watermark
nc=0.99, psnr=21.50

TAR |

watermarked image
psnr=27_.31

watermarked image
psnr=32.05

recovered watermark
nc=1.00, psnr=27_67

TAR

Image Rotation

watermarked image
psnr=9.47

recovered watermark
nc=0.45, psnr=2.63

watermarked image
psnr=9.41

recovered watermark

watermarked image
psnr=9.47

recovered watermark
nc=0.55, psnr=3.39

watermarked image
psnr=9.37

e

watermarked image
psnr=9.43

S5

p—

recovered watermark
nc=0.90. psnr=10.31
e e FLER -

.

'.__'if‘ s P
A 3

TAR®

; I - s

s S5,

Image cropping

watermarked image
psnr=11_80

recovered watermark
nc=0.59, psnr=3.74
FoaEen e e L

watermarked image
psnr=11_48

; ‘l ). 1

recovered watermark
nc=0.53, psnr=3_29

i

watermarked image
psnr=11.78
AR %

recovered watermark
nc=0.51, psnr=3.10

watermarked image
psnr=11_36

0

recovered watermark
nc=0.51, psnr=3_11

watermarked image
psnr=11.66

AR A

recovered watermark
nc=0.98, psnr=16.53

VI. CONCLUSIONS
In this paper, five algorithms of spatial domain and
transform domain are implemented using MATLAB. For
comparison purpose, host and watermark image are kept same
for all algorithms. These algorithms are examined after
inserting the different noise and attacks in watermarked image
at extraction algorithm.

LSB performs well in case of Poisson and speckle attack
which affects less in the watermarked image spatially.
Correlation based technique does not impact on the visual
quality if gain factor is kept small and noise pattern does not
contain large values. This algorithm is more robust than LSB
based algorithm against Gaussian noise, salt & pepper noise.
But translation, rotation, scaling, cropping, median filter noise
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affect the correlation values obtained and caused the
watermark to be destroyed.

In transform domain algorithm the watermark bits are
inserted after transforming the image using any of transform
based algorithm. So noise and attacks affect less unlike spatial
domain algorithm. In transform domain algorithms, DWT
provides multi resolution description of an image and gives
better result than DCT based algorithm without blocking
artifacts.

SVD based algorithm extracts more robust and good
quality watermark image than DCT, DWT based algorithm. In
case of geometric attacks like image rotation and cropping
SVD algorithm is able to extract watermark image unlike
other algorithms. This is due to the stability, flipping and
transpose etc properties of SVD. A hybrid algorithm using
SVD and other transform based watermarking algorithm can
also be used to extract much better watermark image.
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