
IJRECE VOL. 6 ISSUE 3 ( JULY - SEPTEMBER 2018)          ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE) 

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING 
 A UNIT OF I2OR  1566 | P a g e   

Secure Data Partitioning and Implementation 

on Multi-Cloud  
   Mr.Amit R.Gadekar      Dr. M V.Sarode   Dr.V M.Thakare 

Ph.D Scholar ,Dept. Computer Engg Department of Computer Engineering Department of Computer Engineering 

     SITRC, Pune, India        Government Poly., Yavatmal India                     SGBAU,Amravati 

        

    

Abstract - Cloud computing is another processing model 

that conveys the figuring missions on an asset pool that 

incorporates a lot of registering assets. An ever increasing 

number of organizations start to give various types of Cloud 

computing administrations for Internet clients in the 

meantime these administrations additionally bring some 

security issues. Web clients can secure registering asset, 

storage room and different sorts of programming 

administrations as indicated by their requirements. In Cloud 

computing, with a lot of different figuring assets, clients 

can without much of a stretch take care of their issues with 

the assets gave by a cloud. Today most Cloud computing 

framework utilize cryptography procedures to give 

information security and shared verification. This 

exploration paper helps in anchoring the information 

without influencing the first information and securing the 

information. In this system the information are fragmented 

into three unique levels as indicated by their information 

significance positioning, set by information proprietor. The 

fundamental information in each level can be encoded by 

utilizing encryption/decoding calculation and keys before 

store them in the Cloud. In this procedure the point is to 

store information in a safe and safe path keeping in mind 

the end goal to maintain a strategic distance from 

interruptions and assaults. Additionally, it will diminish the 

cost and time to store the encoded information in the Cloud 

Computing. The paper leads an execution investigation by 

actualizing the Advanced Encryption Standard (AES) in all 

levels keeping in mind the end goal to check the execution 

of model. 
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I. INTRODUCTION 

Cloud computing is another figuring model that disperses 

the processing missions on an asset pool that incorporates a 

lot of registering assets. It is the consequence of 

advancement of foundation as an administration (IAAS), 

stage as an administration (PAAS), and programming as an 

administration (SAAS). With broadband Internet get to, 

Internet clients can secure registering asset, storage room 

and different sorts of programming administrations as per 

their necessities. In Cloud computing, with a lot of different 

figuring assets, clients can without much of a stretch tackle 

their issues with the assets gave by a cloud. This brings 

extraordinary adaptability for the clients. Utilizing Cloud 

computing administration, clients can store their basic 

information in servers and can get to their information 

anyplace they can with the Internet and don't have to stress 

over framework breakdown or plate shortcomings, and so 

forth. Likewise, unique clients in a single framework can 

share their data and work, and in addition play recreations 

together. Numerous essential organizations, for example, 

Amazon, Google, IBM, Microsoft, and Yahoo are the 

heralds that give Cloud computing administrations. As of 

late an ever increasing number of organizations, for 

example, Salesforce, Facebook, Youtube, Myspace and so 

forth likewise start to give a wide range of Cloud 

computing administrations for Internet clients. There are 

basically three sorts of mists: private mists, open mists and 

mixture mists [15]. Private mists, additionally called inside 

mists, are the private systems that offer Cloud computing 

administrations for an extremely prohibitive arrangement of 

clients inside inward system. For instance, a few 

organizations and colleges can utilize their inner systems to 

give Cloud computing administrations to their own clients. 

These sorts of systems can be thought as private mists. 

Open mists or outer mists allude to mists in the customary 

sense [13], for example, endeavors that give Cloud 

computing administrations to people in general clients. 

Cross breed mists are the mists that incorporate various 

private and additionally open mists [14]. Giving security in 

a private cloud and an open cloud is less demanding, 

contrasting and a crossover cloud since regularly a private 

cloud or an open cloud just has one specialist organization 

in the cloud. Giving security in a crossover cloud that 

comprising different specialist organizations is significantly 

more troublesome particularly for key dispersion and 

shared confirmation. Likewise for clients to get to the 

administrations in a cloud, a client computerized 

personality is required for the servers of the cloud to deal 

with the entrance control. While in the entire cloud, there 

are a wide range of sorts of mists and every one of them has 

its own particular personality administration framework. 

Along these lines client who needs to get to administrations 

from various mists needs numerous computerized 

personalities from various mists, which will bring burden 

for clients. Utilizing united character administration, every 

client will have his one of a kind advanced personality and 

with this personality, he can get to various administrations 

from various mists. Character based cryptography [10] is an 

open key innovation that permits the utilization of an open 

identifier of a client as the client's open key. Progressive 
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system personality based cryptography is the advancement 

from it with a specific end goal to tackle the versatility 

issue. As of late character based cryptography and chain of 

importance personality based cryptography have been 

proposed to give security to some Internet applications [11] 

[8] [12] and [5]. Cloud computing enables client to store 

vast measure of information in Cloud storage and use as 

and when required, from any piece of the world, by means 

of any terminal gear. Since Cloud computing is lay on web, 

security issues like protection, information security, 

classification, and validation is experienced. With a specific 

end goal to dispose of the same, an assortment of 

encryption calculations and systems are utilized. Numerous 

scientists pick the best they found and utilize it in various 

mix to give security to the information in cloud. We utilized 

Advanced Encryption Standard encryption calculation to 

secure classification of information put away in cloud. The 

cloud can be conveyed in three models. The Fig: 2.1 clarify 

its structure [12]. They are portrayed in various ways. In 

summed it up is portrayed as underneath: 

 

Open Cloud: Public cloud portrays Cloud computing in 

the customary standard sense, whereby assets are 

powerfully provisioned on a fine-grained, self-benefit 

premise over the Internet, by means of web 

applications/web administrations, from an off-website 

outsider supplier who charges on a fine-grained utility 

figuring premise. This is a general cloud accessible to 

open over Internet.  

 

A. Private Cloud: A private cloud is one in which the 

administrations and foundation are kept up on a private 

system. These mists offer the best level of security and 

control, yet they require the organization to even now buy 

and keep up all the product and foundation, which 

decreases the cost reserve funds.  

 

B. Hybrid Cloud: A half and half cloud condition 

comprising of numerous inside as well as outer suppliers 

"will be run of the mill for generally endeavors". By 

coordinating different cloud administrations clients might 

have the capacity to facilitate the progress to open cloud 

administrations while evading issues, for example, PCI 

consistence. 

 
 

                                                            Fig 2.1: Cloud Computing Types 

 

 
II. CLOUD SERVICES 

The distinctive kinds of administrations gave by cloud are 

IaaS, PaaS and SaaS.  

A. Infrastructure as a Service (IaaS): IP's deal with a 

bigger arrangement of figuring assets, for example, putting 

away and handling limit. Through virtualization, they can 

part, dole out and powerfully resize the assets to assemble 

impromptu frameworks as requested by the clients, the 

Service suppliers. They convey the product stacks that run 

their administrations. This is framework as an 

administration.  

B. Platform as a Service (PaaS): Cloud frameworks 

can offer an extra reflection levels as opposed to providing a 

virtualized foundation. They can give the product stage 

where frameworks keep running on. The estimating of 

equipment assets is made in a straightforward way.  

C. Software as a Service (SaaS): There are 

administrations of potential enthusiasm to a wide assortment 

of clients facilitated in a cloud framework. This is a 

substitute to locally running application. A case of this is 

online option of normal office applications, for example, 

word processor. 
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Fig 3.1: Layers of cloud 

 

III. CLOUD SECURITY 

Cloud computing have numerous preferences in cost 

lessening, asset sharing, efficient for new administration 

arrangement. While in a Cloud computing framework, most 

information and programming that clients utilize live on the 

Internet, which bring some new difficulties for the 

framework, particularly security and protection. Since every 

application may utilize asset from different servers. The 

servers are possibly based at various areas and the 

administrations gave by the cloud may utilize distinctive 

foundations crosswise over associations. Every one of these 

attributes of Cloud computing make it confused to give 

security in Cloud computing. To guarantee satisfactory 

security in Cloud computing, different security issues, for 

example, validation, information classification and honesty, 

and non-disavowal, all should be considered. At present, 

WS-Security benefit is fiercely utilized as a part of the cloud 

to give security to the framework. In WS-Security, XML 

encryption and XML mark are utilized to give information 

secrecy and trustworthiness. Common verification can be 

bolstered by including X.509 declaration and Kerberos 

tickets into SOAP message header. As specified before, 

there are three sorts of mists by and large: private cloud, 

open cloud and cross breed cloud. In an open cloud, assets 

are powerfully provisioned on a fine-grained, self-benefit 

premise over the Internet. Administrations in the cloud are 

given by an off-site outsider supplier who shares assets and 

bills on a fine-grained utility registering premise. While in 

most private mists, with constrained figuring assets, it is 

troublesome for a private cloud to give all administrations to 

their clients, as a few administrations may a bigger number 

of assets than inward cloud can give. Crossover cloud is a 

potential answer for this issue since they can get the 

registering assets from outside Cloud computing suppliers. 

Private mists have their points of interest in organization 

administration and offer dependable administrations, and 

they permit more control than open mists do. For the 

security concerns, when a cloud situation is made inside a 

firewall, it can give its clients less presentation to Internet 

security dangers. Likewise in the private cloud, every one of 

the administrations can be gotten to through interior 

associations as opposed to open Internet associations, which 

make it simpler to utilize existing safety efforts and models. 

This can make private mists more fitting for administrations 

with touchy information that must be ensured. While in a 

crossover cloud, it incorporates in excess of one space, 

which will build the trouble of security arrangement, 

particularly key administration and common verification. 

The spaces in a half and half cloud can be heterogeneous 

systems, consequently there might be holes between these 

systems and between the diverse administrations suppliers. 

Indeed, even security can be all around ensured in every one 

of private/open cloud, while in a half breed cloud with in 

excess of one sort of mists that have various types of system 

conditions and distinctive security approaches, how to give 

effective security insurance is substantially more 

troublesome. For instance, cross area verification can be an 

issue in a half breed cloud with various areas. Albeit some 

validation administrations, for example, Kerberos can give 

multi-space confirmation, yet one of the necessities for the 

multi-area Kerberos verification is that the Kerberos server 

in every space needs to impart a mystery key to servers in 

different Kerberos areas and each two Kerberos servers 

should be enrolled with each other. The issue here is if there 

are N Kerberos areas and every one of them need to confide 

in each other, at that point the quantity of key trades is N(N-

1)/2. For a half and half cloud with countless, this will bring 

an issue for adaptability. In the event that distinctive 

systems in a half and half cloud utilizing diverse validation 

conventions, this issue can be more mind boggling. In a 

cloud, the Cloud computing framework needs to give a solid 

and easy to understand route for clients to get to a wide 

range of administrations in the framework. At the point 

when a client needs to run an application in the cloud, the 

client is required to give a computerized personality. 

Ordinarily, this character is an arrangement of bytes that 

identified with the client. In light of the computerized 

character, a cloud framework can recognize what right this 

client has and what the client is permitted to do in the 

framework. The vast majority of cloud stages incorporate a 

character benefit since personality data is required for most 
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appropriated applications [3]. These Cloud computing 

frameworks will give an advanced personality to each client. 

For instance, client with a Windows Live ID can utilize 

Cloud computing administrations gave by Microsoft and 

client who needs to get to Cloud computing administrations 

from Amazon and Google likewise needs an Amazon 

characterized personality and Google account. Here, every 

one of these organizations is an open cloud. The issue here 

is this computerized character must be utilized as a part of 

one private cloud or one open cloud. Clients need to get to 

administrations in the cloud that gave by various mists 

should have different personalities, each for one of the 

cloud. This is clearly not easy to understand. To take care of 

these issues in the cloud, we propose to utilize combined 

character administration in mists with HIBC. The proposed 

conspire does not just enable clients from a cloud to get to 

administrations from different mists with a solitary 

computerized character, it likewise streamlines the key 

dispersion and shared validation in a half breed cloud. 

 

IV. PROBLEM STATEMENT 

The security of information of the client is prime obligation 

of cloud supplier. Along these lines, for effective 

information security we require a system that gives secure 

information encryption and also secure shield against 

information robbery. The related works specified above 

have concentrated on cloud security issues. They have 

given diverse instruments to information security in cloud 

condition. Diverse explores have concentrated on the way 

that client by and large needs to get to extensive volumes of 

information from the cloud in an anchored way. Be that as 

it may, the multifaceted nature of the cryptographic 

calculation utilized, hasn't been given much significance. 

The unpredictability of the calculation straightforwardly 

influences the speed of information get to. We require some 

calculation that will help in effective and rapid anchored 

information get to. 

 

V. ADVANCE ENCRYPTION STANDARD 

Numerous encryption calculations are generally accessible 

and utilized as a part of data security. They can be arranged 

into Symmetric (private) and Asymmetric (open) keys 

encryption. In Symmetric keys encryption or mystery key 

encryption, just a single key is utilized to scramble and 

unscramble information. The key ought to be conveyed 

before transmission between substances. Keys assume an 

essential part. In the event that frail key is utilized as a part 

of calculation then everybody may unscramble the 

information. Quality of Symmetric key encryption relies 

upon the extent of key utilized. For a similar calculation, 

encryption utilizing longer key is harder to break than the 

one done utilizing littler key. There are numerous cases of 

solid and powerless keys of cryptography calculations like 

DES, 3DES, and AES. On the off chance that security were 

the main thought, at that point 3DES would be a proper 

decision for an institutionalized encryption calculation for 

quite a long time to come. The central downside of 3DES is 

that the calculation is moderately lazy in programming. 

3DES has two attractions that guarantee its across the board 

use throughout the following couple of years. In the first 

place, with its 168-piece key length, it beats the weakness to 

animal power assault of DEA. Second, the fundamental 

encryption calculation in 3DES is the same as in DEA. This 

calculation has been subjected to more investigation than 

some other encryption calculation over a more extended 

timeframe, and no compelling cryptanalytic assault in light 

of the calculation as opposed to savage power has been 

found. In like manner, there is an abnormal state of certainty 

that 3DES is extremely impervious to cryptanalysis. In the 

event that security were the main thought, at that point 

3DES would be a proper decision for an institutionalized 

encryption calculation for quite a long time to come. The 

central downside of 3DES is that the calculation is generally 

drowsy in programming. The first DEA was intended for 

mid-1970s equipment usage and does not create productive 

programming code. 3DES, which has three fold the number 

of rounds as DEA, is correspondingly slower. An optional 

disadvantage is that both DEA and 3DES utilize a 64-bit 

square size. For reasons of both proficiency and security, a 

bigger square size is attractive. In view of these 

disadvantages, 3DES is certainly not a sensible possibility 

for long haul utilize. As a substitution, NIST in 1997 issued 

a call for proposition for another Advanced Encryption 

Standard (AES), which ought to have security quality 

equivalent to or superior to 3DES and altogether, enhanced 

productivity. Notwithstanding these general necessities, 

NIST indicated that AES must be a symmetric square figure 

with a square length of 128 bits and support for key lengths 

of 128, 192, and 256 bits. Assessment criteria included 

security, computational productivity, memory necessities, 

equipment and programming reasonableness, and 

adaptability. In a first round of assessment, 15 proposed 

calculations were acknowledged. A second round limited 

the field to five calculations. NIST finished its assessment 

procedure and Cloud a last standard (FIPS PUB 197) in 

November of 2001. NIST chose Rijndael as the proposed 

AES calculation. The two specialists who created and 

submitted Rijndael for the AES are the two cryptographers 

from Belgium: Dr. Joan Daemen and Dr.Vincent Rijmen. 

AES utilizes a square length of 128 bits and a key length 

that can be 128, 192, or 256 bits. In the portrayal of this 

segment, we accept a key length of 128 bits, which is 

probably going to be the one most usually executed. The 

contribution to the encryption and decoding calculations is a 

solitary 128-piece square. In FIPS PUB 197, this square is 

delineated as a square network of bytes. This square is 

duplicated into the State cluster, which is adjusted at each 

phase of encryption or decoding. After the last stage, State 

is duplicated to a yield lattice. Additionally, the 128-piece 

key is delineated as a square network of bytes. This key is 

then ventured into a variety of key calendar words: each 

word is four bytes and the aggregate key timetable is 44 

words for the 128-piece key. The requesting of bytes inside 

a grid is by section. Along these lines, for instance, the 
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initial four bytes of a 128-piece plaintext contribution to the 

encryption figure possess the main segment of the in grid, 

the second four bytes involve the second segment, et cetera. 

Likewise, the initial four bytes of the extended key, which 

frame a word, possess the primary section of the w network. 

Fig 5.1 demonstrates the regular cryptography

 

 

 
Fig 5.1 Encryption / Decryption 

 
 

VI. EXPERIMENTAL RESULTS 

In this proposed plot the information are divided into three 

unique levels as indicated by their information significance 

positioning. The information in each level can be scrambled 

by utilizing encryption/decoding calculations and keys 

before store them in the Cloud. In this system the point is to 

store information in a protected and safe path keeping in 

mind the end goal to evade interruptions and assaults. 

Likewise, it will decrease the cost and time to store the 

scrambled information in the Cloud Computing. The paper 

leads an execution examination by actualizing the Advanced 

Encryption Standard (AES) in all levels with a specific end 

goal to check the execution of model. The information size 

of unique information display is 368 KB, this information 

show comprise with all information fields of particular 

database. Information show is parts into three distinct 

portions by utilizing SQL questions proclamations. The 

divisions are done based on their information significance; 

the most fundamental information fields are sectioned into 

segement1, second crucial information fields are divided 

into segment2 and the reaming information fields are 

fragmented into segment3, here accept that the segment3 

contains general or un-essential information fields of 

information show. In the wake of part unique information 

demonstrate the separate fragments information sizes are 

128 KB for segment1, 110 KB for segment2 and 130 KB for 

Segment3. So the encryption just performs on unique 

information demonstrate, segment1 and segment2 

information models, as segment3 contains general 

information, encryption isn't performed on segment3.  

 

 
Fig 6.1 Encryptions Timing 

 

Fig 6.1 demonstrates the exploratory aftereffects of 

Advanced Encryption Standard (AES) for encryption 

timing. The extent of unique information demonstrate is 368 

KB, this information display comprise with all information 

fields of separate database. The first information show 

required 8.4 seconds to scramble 368 KB information, 

Segment1 required 3.2 seconds to encode 128 KB 

information and Segment2 required 2.3 seconds to scramble 

110 KB information. The encryption time is decreased by 

2.6 seconds, this outcome infers that in the wake of 

portioning the first information show and applying AES on 

particular sections is greatly improved for lessening 

information encryption time.  
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Fig 6.2 and Fig 6.3 demonstrates the trial aftereffects of 

Advanced Encryption Standard (AES) for scrambled 

information estimate. Fig 6.2 demonstrates the information 

size of unique information show is 368 KB. In the wake of 

part unique information demonstrate, the particular fragment 

information sizes are 128 KB for segment1, 110 KB for 

segment2 and 130 KB for Segment3, which add up to 

equivalents to unique information show; 368 KB. 

Subsequent to applying AES calculation on unique 

information and portioned information Fig 6.2 demonstrates 

that, the first information display scrambled information 

estimate is 808 KB and the aggregate encoded information 

size of segment1 and segment2 is 528 KB. This proposed 

strategy decreases the encoded information survey to 280 

KB. This outcome presumes that in the wake of portioning 

the first information display and applying AES on particular 

fragments is vastly improved for diminishing information 

encryption storage room. 
 

 
 

Fig 6.2 Data Segments 
 

 

Fig 6.3 Encrypted Data size 

 

VII. CONCLUSION 

Cloud computing have numerous favorable circumstances 

in cost lessening, asset sharing and efficient for new 

administration organization. While in a Cloud computing 

framework, most information and programming that clients 

utilize dwell on the Internet, which bring some new 

difficulties for the framework, particularly security and 

protection. Since every application may utilize asset from 

numerous servers. The servers are possibly based at 

various areas and the administrations gave by the cloud 

may utilize distinctive frameworks crosswise over 

associations. Every one of these qualities of Cloud 

computing make it confounded to give security in Cloud 

computing. This paper led a few tests on cloud security and 

it stockpiling. This plan recommended that, the 

information are divided into three unique levels as 

indicated by their information significance positioning. 

The information in each level can be encoded by utilizing 

encryption/unscrambling calculations and keys before store 

them in the Cloud. In this method the point is to store 

information in a safe and safe route so as to stay away 

from interruptions and assaults. The test comes about 

demonstrate that, this proposed plot proficient to lessen the 

cost and time to store the encoded information in the Cloud 

Storage. 
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